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AHHOTAL KA

[aHHoe pyKOBOACTBO MNpeAHasHa4yeHoO A1 CUCTEMHbIX aAMWHUCTPaTOPOB,
OCYLLECTBIAOLWMX pasBepTbiBaHMe, COMPOBOXAEHMUE U KOHTPOIb PYHKLMOHMPOBaHUSA
nporpamMmmHoro  cpegctea  'lporpaMMHasl  cucTema  ynpaBfeHUs  Cpefou
BUpTYyanMsaumm C  MNOACUCTEMOM  6e3areHTHOro  pPe3epBHOI0  KOMMPOBaHUA
BUPTYyasnbHbIX MalmnH "ROSA Virtualization 3.0" Bepcumn 3.1 PCIOK.10102-02 (nanee -
ROSA Virtualization, Cuctema).

B pykoBoacTBe copep)aTcsi CBefeHUs O Mpouecce, pexumax, napamerpax
YyCTaHOBKM U nepBu4HON HacTpoinkn ROSA Virtualization.

[ononHutenbHble cBefeHus 06 agMuHucTpupoBaHum ROSA Virtualization
npuBeAeHbl B JOKyMeHTe "PykoBoAcTBO agMuHUcTpaTopa” (PCIOK.10102-02 32 01).

CeBefeHnas O napameTpax YCTaHOBKM U nepBUYHOM HacTpoumku ROSA
Virtualization ¢ pasBepTbiBaHnem CYCB (Cuctema ynpaBfieHUss cCpefow
BMpPTyanu3aumMm) Ha BblAENEHHOM XOCTe MpuBeAeHbl B [OKYMeHTe 'PyKOBOACTBO
aAMUHUCTpaTopa. PasBepTbiBaHne CYCB Ha BblgeneHHoM xocte" (PCIOK.10102-02 32
06).

[ns paspaboTKn [OKYMeHTa WCMONIb30BaHbl CCbIIKWM Ha  cnegytoume
cTaHAapTbl:

— FOCT P 2.105-2019 "EpmMHaa cucTemMa KOHCTPYKTOPCKOM [OKYMEHTauuu
(ECKL). O6lume TpeboBaHUsi K TEKCTOBbIM AOKYMEHTaM";

— FOCT 2.601 "EamMHas cucTemMa nNporpamMMHOM [OKYMeHTauuu. Buabl
NPOrpaMMHbIX 4OKYMEHTOB";

— IF'OCT 19.101-77 "EpmMHas cuctemMa nNporpaMMHOM AOKyMeHTauuu. Buabl
NporpamMm 1 NporpaMMHbIX JOKYMEHTOB",

— I'OCT 19.105-78 "EgmHass cuctema NporpaMMHON AOKyMeHTauun. Obuwme
TpeboBaHMsA K NPOrpaMMHbIM AOKYMEHTaM",;

— OCT 19.503-79 EpgmHaa cuctema MporpaMMHON  JOKYMEHTauuu.
PykoBOACTBO CUCTEMHOrO nNporpaMmmmcTa’.

HacToAwmin [OKYMEHT NOArOoTOBNEH B COOTBETCTBUM C TEXHONOMMYECKOM
nHcTpykumnen "POCA. PernameHT ¢OpMMpOBaHUA AOKYMEHTaUMM K MPOrpaMMHbIM
npoaykTam" (vHaekc PCIOK.11001-02 90 01).
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1 OBLLUUE CBEAEHUA

1.1 HasHaueHue U pyHKLUK

ROSA Virtualization — cpepa BupTyanuMsauuMm C UHTErpMPOBAHHON CUCTEMOM
yrnpaBneHus, NnpefHasHayeHHaa N8 pa3BepTbiBaHWUS U aKCnyaTauun BUPTYanbHOMo
LleHTpa 06paboTKK AaHHbIX (BLO) KopnopaTUBHOIO YPOBHS.

ROSA Virtualization npegocTaBnsieT BO3MOXHOCTU A1 CO3[aHus, ynpaBieHus
n QYHKUMOHMPOBAHUSA CBblle TbiCAYM BUMPTYanbHbix MawuH (BM) B ogHom BLIOJ, ¢
NPUMEHEHNEM [UCKPELUMOHHON W poNneBOM MOAeNn p[OoCTyna, a TakXe Apyrux
BCTPOEHHbIX MEXaHW3MOB Ob6ecrneyeHnss 3awuTbl WHPopmaumm (B TOM uyucne
MCMnonb3oBaHWe WNGHPOBaHHbIX BUPTYasbHbIX AUCKOB).

1.2 O6nacTb NnpUMeHeHus

ROSA Virtualization Mo)keT akcnnyaTMpoBaTbCsA B LIeHTpPax 06paboTKM AaHHbIX
roCyfapCTBEHHbIX OPraHOB M YaCTHbIX OpraHusauni pasnnyHoro MacuTaba.

Bepcusa ROSA Virtualization, ceptudumumposaHHaa OCTIK Poccuu, Moxet
9KCnyaTMpoBaTbCA B rocyAapCTBEHHbIX MHGOPMaUMOHHbIX CUCTEMAX, B TOM 4uUcne
obpabaTbiBalOLMX MNepCOHasibHble AaHHble, B 3HAYMMbIX OO6bEKTaX KPUTUYECKOW
MHPOPMALMOHHOM MHPPACTPYKTYpbl, B aBTOMATU3MPOBAHHbIX CUCTEMAX YrnpaBneHns
NPOM3BOACTBEHHbIMU U TEXHOJIOFMYECKMMM  rpoueccamMn, a Takke B
MH(MOPMALMOHHbIX CUCTEMax 06LLLEero 1 cneLmanbHOro HazHayeHus.

1.3 ApxuteKTypa

MNporpammHoe ob6ecneyeHne ROSA Virtualization cocTtouT w3 cnepyrowmx
OCHOBHbIX QYHKLNOHaNbHbIX KOMMOHEHTOB:

— rMNepBmM3op — KOMMOHEHT YCTaHaB/IMBAeTCA HenocpeACcTBEHHO Ha
dmsmnyecknn cepeep 6e3 npeayctaHoBsieHHon OC M nonyyaeT NpsIMOM [OCTYn K
annapaTHOMYy O6OpYAOBaHUIO 3TOro XxocTa. [mMnepBM3op obecneymBaeT cO3jaHue,
3anyckK u GyHKUMOHMPOBaHUE BUPTYabHbIX MallMH Ha CBOEM XOCTE;

— cucTemMa ynpaBfieHus cpefol BupTyanusaumm (CYCB) — B 6a30BOW
KOHQUrypaumMm KOMMOHEHT pacronaraeTtcs BO BHEWHEM OTKa30yCTOMYMBOM
XpaHunuuwie pgaHHbix. CYCB npepocTtaBnsieT rpapuyeckui uHTepdenc pns
LLeHTPaNIM30BaHHOrO yrnpaB/ieHUs 06bekTaMu BUPTyanbHON cpedbl (rMnepBu3opamy,

_'POCA
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XpaHunuwiamu, Kracrtepamum XOoCToB, AaTa-LeHTpamMu, BUpTyasibHbIMU MallMHaMWU U
T.N.);

— cepeep IPA pagna wuageHTMduUKaumMm UM ayTeHTMPUKAUMM  AOMEHHbIX
nonb3oBaTenen;

— KOMMOHEHT GOpMUPOBAHUA OTYETHOCTY;

— KOMIOHEHT pe3epBHOIro KONMMpoBaHUs;

— knueHT ansa OC cemenctBa Windows ¢ nogaepyxkon Bepcuit ot XP SP3 un
BblLUE;

— AONONHUTENbHblE KOMMOHEHTbI — ApanBepbl NnapaBupTyannsauum, yTuamTbl 1
CNny>XebHble NporpamMmbi.

1.4 Pe)>xuMbl pyHKLLMOHUPOBAHUA

B 3aBUCMMOCTM OT uenen UCNoNb30BaHUSA CYLLECTBYIOT PasfiIMyHble PeXuMbl
dyHKumoHunpoaHus ROSA Virtualization. Hanbonee pacnpocTpaHeHHbIMU peXnUmMamm
(OYHKUMOHNPOBAHUA ABNAKOTCA NPOMBbILLNIEHHbIA U TECTOBbIN PEXUMBI.

1.4.71 NMPOMDILLIIEHHBIA PEXUM

MpOMBbILLNEHHbIN pexXnm $YHKLUMOHNPOBaHUS ROSA Virtualization
PEKOMeHAYeTCA K NMpMMEHeHUo BO Bcex cdepax, CBsi3aHHbIX C 06paboTKOM BaXKHbIX
[aHHbIX W paboTON KPUTUYHbIX CEPBMCOB OpraHusauuMu (Hanpumep, AOMEHHble
cnyx6bl, Be6-cepBuchl, cepBucbl CYB/, cuCTeMbl JIOKYMEHTOO60POTA).

B nNpoMbIWNEHHOM  pexume MCMNOJIb3YKOTCA  BbICOKOMNMPOU3BOAUTENIbHbIE
Mozaenu 060py,EI,OBaHVIFI, NPUMEHAETCA JJ,Y6J'IVI|DOBaHVIe OoTAEJIbHbIX Y3J10B armnapaTtHOro
obecrneyeHus, CI)yHKLWIOHMpyeT cnctemMa rapaHTUpoBaHHOro NMTaHUA.

(NaBHbIM OOCTOMHCTBOM MPOMbILWIEHHOrO peXuma SBNAeTCA MOBblleHHas
HafEeXHOCTb WU  OTKA30yCTOMYMBOCTb BCEr0  BbIYUCUTENIBHOIO  KOMIIEKCa,
BKJIHOYaroLLLaa pesepBupoBaHune gaHHbix 1 CYCB.

K HepocTaTkaM NPOMbBIWIEHHOrO pexunma  ¢yHKuMoHMpoBaHua ROSA
Virtualization oTHocsTCA cneaytowme dhakTopbl:

— TpeboBaHME K HaNUuMlo KakK MUHUMYM Tpex anmnapaTHblX CepBepoB
NPOMbBILIEHHbIX Mofenen AN YCTaHOBKW TUMEepBM30OPOB MpU  UCMOIb30BaHUN
oTKasoyctonumBon annoson cuctembl GlusterFS wnnm He MeHee pByx npu
MCNOJIb30BaHNN BHELUHEro 0TKa30yCTONYMBOIO XpaHUIINLL,

— NOBbILWEHHaA Harpyska Ha CceTeByK MNOACUCTEMY MPU  MUCMNOJSIb30BaAHUU
pacnpegeneHHbiX 0TKa3oycTonumBbIx pannosbix cuctem GlusterFs;

_'POCA



7
PCIOK.10102-02 32 05

— MOBbIWEHHblE TpeboBaHMA K BCriOMOraTeslbHOMYy 060pyOBaHuIo, BKIOYas
CpPeAcTBa pesepBUPOBAHUS KECTKUX [AWCKOB, a TakxXe o060pyLoBaHWe ceTeW,
3NEKTPONUTaHMUS, OXJTAXKAEHUS.

Ob6ecneyeHne BbICOKOM HAAEXHOCTM W [OCTYNHOCTM NoapasymMeBaeT
NpaBUIbHYIO OPraHN3aunio U TLaTesIbHY0 HAaCTPOMKY He TONIbKO NPOrpaMMHON, HO U
annapaTHOM YacTu BbIYUCNTENIbHOIO KOMMJeKca.

1.4.2 TeCTOBbIN pEXUM

TecToBbIN pexumMm ¢yHkunoHmpoBaHna ROSA Virtualization ncnonbsyetca ans
pasBepTbiBaHMA CuUCTeMbl BMpTyanusauuMm B nabopaTopusiXx U y4ebHbIX Knaccax C
Lenblo co3faHus cTeHAa ANS M3y4YyeHus QyHKUMIA U LEMOHCTpauMM BO3MOXHOCTEN
ROSA Virtualization.

B TecToBOM pexXmme BO3MOXXEH BapuaHT C UCNONb30BaHWEM OLHOMo XxocTa AJsis
yCTaHOBKM U PYHKLMOHMPOBaHUA cneayrowmx komnoHeHToB ROSA Virtualization:

— runepBu3op c pabounmu BM;
— JIoKanbHoe xpaHunuue ¢ passepHyTon CYCB.

TecToBbIA peXMM He TpebyeT MPOEKTUPOBAHUSA W CO3L4AHUSI  CIIOXKHbIX
annapaTHbIX M MPOrpaMMHbIX KOHOUrypauuin Ans CEeTU U XpPaHUNUL, a TakXe He
NpeabsABNAeT MNOBbIWEHHbIX TPeboBaHU K annapaTHbIM KOMMOHEHTaM Kak Aans
co3faBaemMoil cpefbl BMpTyanusauuMu, Tak W AN UHOW  MHGPACTPYKTypbl
BbIYMCNINTENBHOIrO KOMMJIEKCA.

Npn 9TOM TecToBblM pexunm QyHKumMoHnpoaHma ROSA Virtualization He
NOAXOAMT AJ1IS UCNOJSIb30BaHMWS, €CNM B aBTOMaTU3MPOBAHHOM (MHbOPMaLWOHHOM)
cucTeMe nnaHupyetcs obpabaTbiBaTb BaXKHble UM KPUTUYHbIE AaHHble, a TakxkKe
obecneuymBaTb MHPPACTPYKTYpPy BbICOKOHArpPy>XeHHbIMU U  OTKa30yCTOMYMBLIMMU
cepBucamum.

_'POCA
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2 YCnoBwuA BblINOJIHEHUA YCTAHOBKU

2.1 Tpe6oBaHuAa K annapaTHbIM cpeacTBaMm ROSA Virtualization

B 6a3oBoii KOHMWUrypauuu YCTaHOBKM annapaTtHoe o6ecnevyeHne ROSA
Virtualization f0MXHO COCTOATb U3 CreAYyOLLMX TEXHUYECKUX CPEACTB:

— MUHUMYM 3 dUM3NYECKMX cepBepa C MNOAAEPXKON (PYHKUMIA annapaTHOM
BUPTyanusauuu, npepgHasHayeHHbIX Aaa  YyCTaHOBKM UM YHKUMOHUPOBAHUSA
rMNepBM30poB, MNpPU  WUCMONb30BaHWM OTKA30yCTOMYMBOM  (PannoBon CUCTEMDI
GlusterFs;

nnu:

— MUHUMYM 2 (U3NYEeCKUX cepBepa C NoaAaep>XKoM QYHKUMI annapaTHOM
BUpTyanuMsaunn, npegHasHayeHHbIX AN YCTAHOBKUM U PYHKLWOHMPOBAHUSA
rMNepBU30pOB, NPU UCMNOJSIb30BAaHNN BHELLHEro 0TKa30yCTONYMBOrO XpaHUINLLa;

— cepBep KartanoroB LDAP (BO3MOXHO WCMOSb30BaHWE CYLLECTBYIOLLEro
KoprnopaTuBHoro cepsepa LDAP ans naeHtudumkauum n ayteHTMPuKaumm JOMeEHHbIX
nonb3oBatenen unu cepsepa IPA, passepHytoro Ha BM nopg ynpasneHnem ROSA
Virtualization);

— CUCTeMa XpaHeHWs AaHHbIX;

— ceTeBas MHPpaCTPYKTypa BbICOKOIO YPOBHSI MPOU3BOANTENBHOCTW.

2.1.1 TpeboBaHUA K cepBepy A1 YCTAaHOBKU rMnepeu3opa

CepBep, npefHasHaYeHHbI AONA  YCTAHOBKM  TUMNEepBM30pa,  [OOJIKEH
COOTBETCTBOBATb C/ieAyolWUM annapaTHbIM TPe60oBaHUAM:

— rpoueccop apxuTekTypbl x86_64 C KOIM4YeCTBOM Afep He MeHee 4 u
noAfep>Xkov dyHKUMA annapaTHou BupTyanusaumm AMD-V (gns npoueccopa AMD)
nnu Intel VT (gnsa npoueccopa Intel®). JononHuTenbHo B HacTpoikax BIOS / UEFI (B
obwem cnyyae B pasgene "Advanced — CPU Configuration") gonxeH 6biTb
BK/IHOYEH PEXMM annapaTHoOW BupTyanusaumu npoueccopa (yCTaHOBSIEHO 3HayeHue
"Enabled");

— onepaTmBHada NamMATb — He MeHee 64 'b;

— CBO6OAHOE ANCKOBOE NMPOCTPaHCTBO — He MeHee 100 I'G;

— ceTeBOM uHTepdenc — He MeHee 10 IF'6UT/Cc — ANa CBA3SU MeXAY XOCTamMu
rMNepBMU30POB M CUCTEMOWN XpaHeHMs AaHHbIX (4OMycKaeTcs CKOpPOCTb Nepeaauu
AaHHbIX 1 F6UT/C ¢ arperaunei nHTepdencos crnaboHarpy>KeHHbIX KOHbUrypauui);

— npusog DVD / nopt USB — ansa yctaHoBkwu [10.

Mopaep>xusatrotca cnepyrowme mogenwu LUMM:

_'POCA
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— AMD:

— Opteron G4,
— Opteron G5,
- EPYC;

— Intel:

- Nehalem;

- Westmere;

- SandyBridge;

- lvyBridge;

- Haswell;

- Broadwell;

— Skylake Client;

— Skylake Server;

- Cascadelake Server.

Ons kaxxgon mopenu LM ¢ obHoBneHMsaMu 6e3onacHocTn Tvn LM copepxuT
6a30BbI TN 1 6e3onacHbIn TUN. Hanpumep:

— CewmelnicTtBo cepBepoB Intel Cascadelake;
— CemeinnctBo cepepoB Secure Intel Cascadelake.

Tun 6e3onacHoro LM (Secure CPU) coaepXuT nocnegHue 06HOBNEHMS.

2.1.2 Tpe6boBaHusa K cepBepy A/ YCTaHOBKU cepBepa KaTaloros
LDAP

CepBep kaTanoroe LDAP (cepsep IPA) gomkeH COOTBETCTBOBATb ClieAyHOLLMM
annapaTHbIM TPe6OBaHUAM:

— Mpoueccop apxuTekTypbl X86_64 ¢ KONMYECTBOM Afep He MeHee 2,
— onepaTuBHadA NamMsAaTb — He MeHee 2 ['b;

CBOOOAHOE ANCKOBOE NPOCTPaHCTBO — He MeHee 50 I'b;

ceTeBOM MHTepdenc — He MeHee 1 F6UT/C;

— npusopg DVD / nopt USB — ansa yctaHoBkwu [10.

06beM pasfensieMoro XpaHunuuwa CUCTEMbl XPaHEHUS [AaHHbIX [OJSHKEH
cocTaBnaTb He MeHee 500 INb.

_'POCA
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2.2 Tpe6oBaHUA K MEXXCETEBOMY 9KpPaHy U MCNOJIb3yeMbIM NOpTaM

2.2.1 TpeboBaHus K MexceTeBOMY 3KpaHy anst DNS, NTP

ROSA Virtualization He co3gaeT DNS- unm NTP-cepBep, nosaTtoMy 6paHgmayapy
He HY)XKHO MMEeTb OTKPbITble NOPTbI AN BXoAALWwero Tpaduka.

Mo ymonyaHunto ROSA Virtualization pa3spelaeT ncxoasawmn tpaduk Ha DNS u
NTP Ha ntobom agpece HasHayeHus. Ecnm Bbl OTKAKOUMTE UCXOoAsWwMn Tpaduk,
ornpefenuTe UCKIIOYEHUS ANS 3anpocoB, KoTopble otnpaeBnatoTca Ha DNS n NTP
cepBepbl.

PekomeHgauum n TpeboBaHus:

— CYCB wu Bce xocTbl (xocT ROSA Virtualization) fonXHbl MMETb MOMHOCTbIO
ornpefeneHHOe [OMEHHOe WMSA U MNOJIHOe, uAeasibHO BbIPOBHEHHOE TMpsiMOe W
obpaTHOe paspeLleHne NUMEH.

— 3anyck cny6bl DNS kak BMpTyanbHOM MalUMHbl B CpeAe BUpTyanusauuu
ROSA Virtualization He nogaep>xmBaeTtcsa. Bce cnyx6bl DNS, ncnonbsyemble cpefomn
BupTyanusauum ROSA Virtualization, fonXHbl pasamMewaTbCcsl BHE Cpefbl.

— WUcnonbsynte DNS BMmecTo ¢anna /etc/hosts pgna paspewweHuss umeH.
Ncnonb3oBaHne danna hosts 06bi4HO TpebyeT 60sblie paboTbl U MMEET GOJbLUYHO
BEPOSATHOCTb OLLUMOOK.

2.2.2 TpeboBaHUA K MeXXceTeBOoMy aKpaHy CYCB

CYCB TpebyeT oTKpbITMA psaa NOPTOB AJA NPOonycka ceTeBoro Tpaduka yepes
MEXXCEeTEBOW 9KpPaH CUCTEMBI.

CKpuUNT HaACTPOMKKN ABMXXKA MOXXET aBTOMaTUYECKN HacTpamBaTb MeXCeTeBOM
9KpaH.

OnucaHHas B Tabnuue 1 KOHbUrypauuss MeXceTeBOro akpaHa npegnonaraer
KOH(MUrypaLmio No yMOTYaHuIo.

Tabnuuya 1 — TpeboBaHUA K MexceTeBoMy akpaHy CYCB

UpeHTtu- | Mopt (MpoTo- McToYHuK MecTo LUenb 3awudpo-
¢dukaTtop| (bI1) Kon Ha3Ha- BaHo Nno

YyeHus YMOJT4aHUIO
M1 - ICMP  [XocTbl BupTyanusauumu |CYCB HeobsazaTenbHbin  |HeT

Mo)keT nomoyb B
JunarHocTuke

M2 22 TCP Cuctembl, CyCB DocTtyn yepes|[a

_'POCA
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UpeHTu- | MNMopt |MpoTo- NcTouHuk MecTo Llenb 3awmdpo-
¢ukatop| (bl) Kon Ha3sHa- BaHoO Nno
YyeHus yMoON4yaHuio
ucrnonbsyemble AN 3alMLLEHHYIO
ob6cnyxueanusa CYCB, 060104Ky (SSH).
BK/IOYAA  HACTPOMKy Heob6s13aTenbHbIN
69KeHaa "
OOHOBJ/IEHUA
nporpaMMHoOro
obecneyeHus
M3 2222 |TCP KnneHTsl, CYCB DocTtyn no(Ma
nonyyaroLne AocTyn K npoTtokony Secure
nocnefoBaTeslbHbIM Shell (SSH) pans
KOHCOMAM NoAKNOYEHMUSA K
BUPTYyasbHbIX MaLlIWNH nocnefoBaTesbHbI
M KOHCONAM
BUPTYyasbHbIX
MaLlUuH
M4 80, TCP KnueHTbl noptana|CYCB MpepocTtaBnser Oa
443 aAMUHUCTPUpPOBaHUA HTTP (nopt 80, He
KnueHTtbl noptana BM salndposaH) v
HTTPS (nopt 443,
XocTbl BUpTYyanusaumm 3alnppoBaH)
XocTbl Linux poctyn k  CYCB.
HTTP
KnueHnTbl REST API nepeHanpasnseT
coeiNHeHNs Ha
HTTPS
M5 6100 (TCP KnuneHTbl noptana|CYCB MpepoctaBngaer HeTt
afMUHUCTPUPOBAHUSA JOCTYyn K MpOKcu-
KnueHTtbl nopTtana BM cepBepy BeG-cokeTa
ONA  KnveHTa Be6-
KOHCONM noVNC,
Korpa NpoKcK-
cepBep Beb6-cokeTa
3anyuweH Ha CYCB
M6 7410 |UDP  |XocTbl BupTYyanusauun |CYCB Ecnu Kdump|HeTt

XocTbl Linux

BKJIFOYEH Ha XOCTaXx,
OTKpOWTE 3TOT NOPT
ans
npocnylwmvBaTtens

_'POCA
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UpeHTu- | MNMopt |MpoTo- NcTouHuk MecTo Llenb 3awmdpo-
¢ukatop| (bl) Kon Ha3sHa- BaHoO Nno
YyeHus yMoON4yaHuio

fence_kdump B

CYCB.

fence_kdump He

npegocrtasnseT

cnocoba

WwndpoBaHus

COeAHEHWS.

OpHako Bbl MOXeTe

BPYYHYIO HaCTpOUTb

3TOT NOpPT, YTO6bI

3abnokupoBaTtb

JOCTyn C XOCTOB,

KOTOpble He UMeIT

Ha 9TO NpaBa

M7 54323 |TCP KnuneHTbl noptana|CYCB TpebyeTcs anslda
aAMUHUCTpUpOBaHUs |(cnyxba |cBsisM cO cnyx6oi

ovirt- |ovirt-imageo
imageio)

M8 6642 |TCP XocTbl BUpTYyanusauunu |basa MopkntounTbeA K|da
XocTbi Linux AaHHbIX 6§3e AaHHbIX Open

Open Virtual Network
Virtual (OVN)

Network

(OVN)

M9 9696 |TCP KnueHnTsl BHelUuHero|BHeluHun |CeTeBom API|Oa, c
ceTeBOro npoBangepalceteBon |OpenStack KOoHourypaw
ans OVN nposang nen,

ep Aons co3fiaHHOM

OVN C MOMOLLbIO
engine-
setup

M10 35357 |TCP KnueHnTnbl BHewHero|BHewHui |API Oa, o}
CeTeBOro npoBaifepalceTeBon |MaeHTUdUKaLmm KoHowurypay
ans OVN npoBang |OpenStack nen,

ep A4ns co3faHHOM

OVN C NOMOLLbIO
engine-
setup
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UpeHTu- | MNMopt |MpoTo- NcTouHuk MecTo Llenb 3awmdpo-
¢ukatop| (bl) Kon Ha3sHa- BaHoO Nno
YyeHus yMOJYaHuIo
M11 53 TCP, CYCB DNS- 3anpochbl nounckal|Hert
UDP cepeep |DNS ¢ nopTos

Bbie 1023 gOo
nopta 53 1 OTBeTbI.

OTKpbITO no
YMOJT4aHUIO
M12 123 UDP CYCB NTP- 3anpocbl NTP c|Het

cepBep |NopToB Bbiwe 1023
Ha nopTt 123 wu
otBeTbl.  OTKpbITO
Nno yMOJ14aHuIo

MpumeuvaHune - TopT ans 6asbl gaHHbix OVN Northbound (6641) He ykasaH,
NMOCKOJIbKY B KOH(Urypauum no yMOSYaHUIO €AMHCTBEHHbIM KJIMEHTOM A/s 6asbl AaHHbIX
OVN Northbound (6641) siBnaetcs ovirt-provider-ovn. lNockonbky oHu 06a paboTatoT Ha
OZIHOM XOCTE, UX CBSI3b HE BUHA CETWU.

Mo ymonuyaHuto ROSA Linux paspeluaeT ncxoaswmm tpapumk Ha DNS n NTP Ha
ntobom apgpece HasHayeHusa. Ecnu Bbl oTkmouMTe ucxogswmin tpaduk, caenante
ncknoyeHnsa ana CYCB, 4ytobbl oH oTnpaBnan 3anpocbl Ha DNS- n NTP-cepBepbi.
[pyrve ysnbl Takxe mMoryt Tpe6oBatb DNS n NTP. B 3ToM cnyyae o3HakoMbTechb C
TpeboOBaHUAMU ANS1 3TUX Y3/10B U HACTPOUTE MEXCETEBOW 3KPaH COOTBETCTBYHOLLMM
06pasom.

2.2.3 Tpe60oBaHUA K ME@XXCETEBOMY 3KpaHy XOCTa BUPTyaIm3aLum

XocTbl ROSA Linux n xocTbl BUpTyanusauum TpebyroT OTKPbITUS psga NOpPTOB
ANA nponycka ceTeBoro Tpaduka yepes CUCTEMHbIN MexceTeBoW akpaH. lNpasuna
MEXCETeBOro 9KpaHa aBTOMaTUYeCKM HacTpamBalrTCA MO YMOJIYaHUIO MpU
fob6aBneHun HoBoro xocta B CYCB, nepesanucbiBas nto6yt0 CyLLECTBYHOLLYHO
KOHbUrypaLmo MexceTeBoro sKkpaHa.

YTO6bl OTK/IOUMTb aBTOMATUYECKYHD HACTPOMKY MEXCETEBOro 3KpaHa mnpwu
[06aBNEHUN HOBOrO XOCTa, CHMMUTe dnaxok "ABTOMATUYECKU HACTpPAUBATH
OpaHgMayap" xocTa B pasgene "[JOIIOJTHUTENIbHbIE ITapaMeTPhI".

_'POCA
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Tabnuua 2 — TpeboBaHUA K MEXCETEBOMY 9KpaHy XOCTa BUpPTyanusayum
UpeHTtn- | Mopt [MpoTo-| WCTOYHMK MecTo Lenb 3awmudpo-
¢ukaTop | (b1) | Kon Ha3HauyeHust BaHoO Mo
yMONYaHuio
H1 22 TCP CyCB XocTbl Joctyn yepes|[a
BUPTyanu3sauuu | 3aLluULLEHHYIO
060104Ky (SSH).
HeobszaTenbHbln
H2 2223 |TCP CyCB XoCTbl Joctyn no|da
BUpTyanuaauuu [NpoTokony  Secure
Xocter  ROsa|Shell  (SSH) —ans
Linux NOAKITOYEHUSA K
nocnefoBaTesbHbl
M KOHCOMAM
BUPTYasbHbIX
MaLUWH
H3 161 |UDP XocTbl CYyCB MpocTon npoTokon|Het
BUpTyanusay yrpaB/ieHUA CeTbio
nm (SNMP). TpebyeTtcs
XocTbl ROSA TOTIbKO B TOM
Linux clnyyae, ecnv Bbl
XOTUTE, YTOObI
NIOBYLLKW MPOCTOro
npoTokona
yrpaBfieHUA CeTbio
oTrnpaBnAIUCh c
XOCTa OAHOMY WU
HECKOJIbKUM
BHELLUHUM
MeHez)kepam
SNMP.
HeobsasaTenbHbIN
H4 111 |TCP NFS-cepBep |XocCTbl NFS-nogkntoveHuns. |Het
XpaHeHus BUPTYANNSAUNN | || oo it
XocTbl ROSA
Linux
H5 5900 | TCP KnueHTbl XocCTbl YaaneHHbIn Oa
- noptana BMpTYyanusauum [rocteBoit aocTyn K|(Heo6sizaTe
6923 agMUHUCTPUP KoHconu Yyepes VNC
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UpeHtn- | Mopt |MpoTo-| WcTOYHUMK MecTto Llenb 3awwudpo-
¢ukatop | (b1) | kon Ha3HauyeHus BaHoO Mo
YMONYaHuIo
oBaHuA XocTbl ROSA |un SPICE. 3T nopTbl | IbHO)
KAVEHTbI Linux JOMKHbI 6bITb
nopTana BM OTKPbITbI ans
obneryeHus
AOCTyna KJIMEHTOB K
BUPTYasbHbIM
MallMHaMm
H6 5989 |TCP, MeHepxep XocCTbl UcnonbsyeTtca Het
UDP 06bEKTOB BupTyanusaumu |[Common
obLen XOCTb| ROSA Inf9rmatlon Model
nHpopmaLmo Linux Object Managers
HHON Mogenu (CIMOM) Aans
(CIMOM) MOHWUTOPUHra
BUPTYanbHbIX
MalLLVH,
paboTatoLmx Ha
xocTte.  Tpebyetcs
TONMbKO B TOM
cnyyae, ecnu Bbl
xoTute
ncnonb3oBaTb
CIMOM aons
MOHUTOpPMHra
BUPTYanbHbIX
MaluH B Ballewn
cpege
BUPTYyanusaumm.
HeobsasaTenbHblN
H7 9090 |TCP CYCB XocTbl TpebyeTcs ans|[a
KnveHTckue | BYPTYanmMsaumm ﬂ,OCTyI'IaU K Beb6-
MalUWHbI XocCTbl ROSA MHTe1p¢§Mcy
Linux Cockpit, ecnu oH
yCTaHOBMNEH
H8 1651 |TCP XocTbl XocTbl Mwurpaums Ja
4 BUpTyanuaay, |BupTyanusauum |BUpTyanbHOM
t XocCTbl ROSA | MatMHE! c
XocTbl  ROSA|Linux vcnoNib30BaHNeM

L'l
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UpeHtn- | Mopt |MpoTo-| WcTOYHUMK MecTto Llenb 3awwudpo-
¢ukatop | (b1) Kon Ha3HauyeHusa BaHO Mo
yMONYaHuio
Linux libvirt
H9 4915 |TCP XocTbl XocTbl Mwurpauus n| da. B
2 - BUpTyanusay, |BUpTYyanuMsauuu |orpaxgeHune 3aBuMCUMOCT
4921 nn XocTbl  ROSA |BYPTYa/bHbIX M OT areHTa
5 XocTbl  ROSA|Linux MaLLnH C|orpaxaeHu
Linux nUcnonb3oBaHWeM |, MUrpaums
VDSM. 31 nopTbl|ocyLwecTBns
AOJDKHbI ObITb|eTcsa 4epes
OTKPbIThI ans|(libvirt
obneryeHus Kak
aBTOMaTU3MPOBaHH
OW, TaK M py4yHOM
Murpaumm
BUPTYasbHbIX
MaLlUuH
H10 5432 | TCP CycCB XocTbl Ceasb VDSM c|[Oa
1 XOCThI BUpTyanusauuu | MeHegxepom n
BUpTyanusay |XocCTbl ROSA | APYIAMM — XOCTaMu
- Linux BUpTyanusauum
XocTtbl ROSA
Linux
H11 5432 | TCP CYCB cnyx6a|XocTbl TpebyeTcs ansa| da
2 ovirt -imageio |BUpTyanusauum [CBA3U CO CNYXXOOW
XOCThI ROSA ovirt-imageo
Linux
H12 6081 |UDP XocTbl XocTbl TpebyeTtca, korga B|Het
BUpTyanusay, |BUpTyanuMsauuun |KayecTBe CeTEeBOro
t XocCTbl ROSA |POBanAepa
Xoctbl  ROSA |Linux vcnone3syercs
Linux OTKpbITas
BUpTyanbHasi CeTb
(OVN), 4TOGbI
paspeLwmnTb OVN
cosfaBaTb TYHHeNu
MeXay XocTamu

L'l
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UpeHtn- | Mopt |MpoTo-| WcTOYHUMK MecTto Llenb 3awwudpo-
¢ukatop | (b1) | kon Ha3HauyeHus BaHoO Mo
yMONYaHuio
H13 53 TCP, XocTbl DNS-cepBep 3anpocbl noucka|Het
UDP BUpTyanusaL DNS c nopToB Bblwwe
nmn 1023 Ha nopT 53 u
XocThl ROSA OTBEeTbl. JTOT MOpT
Linux aBnsaeTcA
ob6sizaTeNlbHbIM U
OTKPbIT no
YMOJTYaHUIO
H14 123 |UDP XocTbl NTP-cepBep 3anpocbl NTP ¢
BUpTyanusay nopToB Bbiwe 1023
nn Ha nopT 123 w
XocThl ROSA OTBeTbl. JTOT MOpT
Linux obsizaTeneH n
OTKpPbIT no
YMOJTYaHUIO
H15 4500 |TCP, |XocTbl XocTbl MpoTokon Ja
UDP BUpTyanuaay |BupTyanusaumm |6e3onacHocTm
nm NHTepHeTa (IPSec)
H16 500 |UDP XocTbl XocTbl lMpoToKON Oa
BUpTyanuaay |BupTyanusauumum |6e3onacHoCcTm
nm NuTepHeTa (IPSec)
H17 - AH, XocTbl XocTbl lMpoTokonN Ha
ESP BUpPTyanusay |BupTyanusaumm |6e3onacHocTm
nm NHuTepHeTa (IPSec)

Mo ymonyanuto ROSA Linux paspewaet ucxoaawmn tpapmk Ha DNS n NTP Ha
noboM ajpece HasHayeHusi. Ecnu Bbl OTKAOUMTE UCXoAAWmMn Tpaduk, caenavte
NCKJTIOYEHNA NS XOCTOB BUPTYyanusauyuu.

XocTbl ROSA Linux oTnpaBnsatoT 3anpocbl Ha DNS- u NTP-cepepbl. [pyrue
y3nbl Takke MoryT Tpe6oBaTb DNS u NTP. B 3TtoM cnyyae 03HaKOMbTeECb C
TpeboBaHMUAMU A1 3TUX Y3/10B U HACTPONTE MEXCETEBOM 3KpaH COOTBETCTBYHOLLUM
0o6pa3om.

_'POCA
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2.2.4 TpeboBaHUA K MEeXXCETEBOMY 3KpaHy cepBepa 6a3bl JaHHbIX

ROSA Virtualization noaggep>xuBaeT Mcnosb3oBaHUe yaaneHHoro cepeepa 6asbl
LaHHbIX Ana 6asbl gaHHbIX CYCB (engine) u 6asbl gaHHbix Data Warehouse (ovirt-
engine-history). Ecnu Bbl nnaHupyeTe ucnonb3oBaTb yAasieHHbli cepBep 6as3bl
[AaHHbIX, OH [O/KeH paspewartb coeanHeHus ns CYCB un cnyx6bbl Data Warehouse
(koTopas MOXeT 6bITb oTAenbHoi oT CYCB).

AHanornyHo, ecnu Bbl NJaHUMpPYeTe MOMYyYUTb [OCTYN K JOKanbHOW Wnn
yAaneHHoW 6ase AaHHbIX XpaHUNuWa AaHHbIX U3 BHELUHEN cUCTeMbl, 6a3a JaHHbIX
JI0JKHa pa3peLlaTb NOAK/IHYEHMSA U3 3TOW CUCTEMBI.

HocTtyn Kk 6a3e gaHHbix CYCB 13 BHELWHNX CUCTEM He NOAAEPXXMBAETCS.

Ta6bnuua 3 — TpeboBaHUA K MeXCETEBOMY aKpaHy cepBepa 6a3sbl AaHHbIX

UpeHTn- | Mopt |MpoTo| UCTOUYHUK MecTo Ha3HauyeHust Lenb 3awudpo-
¢ukaTop| (b1) | -kon BaHO Mo
yMONYaHuio
a1 5432 |TCP, |CYCB CYCB (engine) cepsepalllopT no|Her, HO
ubDP Cyx6a 6a3bl JaHHbIX yMOJ14aHUIo MOXeT O6biTb
xpaHunuwa (Cepep 6a3bl JJ,aHHblx'”'m| . BKITIOHEHO
OaHHbIX XpaHunua OaHHbIX noglK”mquMM
(ovirt-engine-history)|K °23¢ AaHHbIX
PostgreSQL
02 5432 |TCP, |BHelwwHune CepBep 6a3bl faHHbIx|MopT no|lo
UDP |cuctembl XpaHunuiia JaHHbIX|yMONYaHu1o YMOJI4YaHUto
(ovirt-engine-history)|ans OTKJIHOYEHO.
noakntoyeHunn [Her, HO

K 6a3e [JaHHbIX|MOXeT 6biTb
PostgreSQL BKJ1HOYEHO

2.3 Tpe6oBaHusa K nepcoHany

CucteMHbIn  aAMWHUCTPATOP, OCYLECTBAAIOWMUA MPOLECC YCTAHOBKU U
nepBuyHon HacTporkum ROSA  Virtualization, ponxeH o6nagaTb  OMbITOM
pa3BepTbiBaHUA M COMPOBOXAeHUA cepBepHbliX Bepcuin OC Linux, COBMeCTUMbIX C
AnanektoM Red Hat® Enterprise Linux, Takux kak ROSA "Cobalt" Server, CentOS n T.1.

_'POCA
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3 YCTAHOBKA ROSA VIRTUALIZATION

YctaHoBka ROSA \Virtualization ocyuwecTBnserca agMUHUCTPAaTOPOM B
COOTBETCTBUMN C 3apaHee BblOpaHHON KOH@Urypaumen yCTaHOBKM — CTapTOBON wMn
6a30BOM.

3.1 KoHdurypauusa yctaHoBku ROSA Virtualization

3.1.1 CtapToBas KOH}Urypauus

CtapTtoBas KOHdMUrypaumss yCTaHOBKM MpefHasHayeHa pAnsa pJanbHenwero
ncnonosoaHms ROSA Virtualization B TectoBOM pexunme ¢GYHKLUMOHMPOBAHUA B
KayecTBe cTeHAa ANS U3y4YeHUs (QYHKUUN U AeMOHCTpaumm BO3MOXXHocTen ROSA
Virtualization.

IOna yctaHoBkn ROSA Virtualization B cTtapToBOo KOHGMrypauuu BbIMNONHUTE
chepyroume AencTBus:

1) ycTaHOBKa rnepBM3opa U HaCcTPoiKa CUCTEMHbIX MapaMeTpoB Ha XOCTE;
2) NOAroTOBKa CUCTEMbI XpaHEHUS AaHHbIX;
3) yctaHoBka CYCB;

4) akTnBauus nuueHsumn ROSA Virtualization.

3.1.2 bazoBas KoH¢uUrypauus

basoBasA KOHOUrypauuss YCTaHOBKM MpeAHa3HayeHa ANnA AanbHeunwero
ncnonb3oBaHms ROSA Virtualization B npoMbINeHHOM pexxnme QyHKLMOHUPOBAHUSA
B KayectBe CuCTeMbl BUpTyanusaumu BbIYUCAUTENbHbIX LEHTPOB, CBA3AHHbIX C
06pabOoTKON BaXKHbIX AAHHbBIX 1 pabOTON KPUTUYHbIX CEPBMCOB OpraHM3aunmn.

Ona yctaHoBkun ROSA Virtualization B 6a3oBoi KOHGUrypaumm BbIMOAHUTE
cnegyowne fencTeums:

1) ycTaHOBKa TIUMepBM3OPOB M HACTpOMKa CUCTEMHbIX MapaMeTpoB Ha
HECKOJIbKUX XOCTax;

2) NOAroTOBKa CUCTEMbI XpaHeHUs1 AaHHbIX;
3) yctaHoBka CYCB;
4) nobaBneHne XoCTOB B KJlacTep;

5) akTuBauma nuueHsnm ROSA Virtualization;
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6) ycTaHoBKa cepBepa IPA B kadyecTBe cepBepa KkartanoroB LDAP pans
npeHTMduKaumm wn ayTeHTUduUKauum [AOMEHHbIX Mofib3oBaTeNen W HacTponka
nogkntodeHnsa ROSA Virtualization k cnyx6e katanoroe LDAP cepBepa IPA.

3.2 YcTaHOBKa runepBusopa Ha ¢pusnyeckumn cepeep

YcTaHoBKa rmnepBusopa ROSA Virtualization ocyLlecTBnseTca
HenocpeACcTBEHHO Ha dun3nyeckuni cepeep 6e3 npegycrtaHosneHHom OC.

Ina ycTaHOBKM rvMnepBu3opa WCMOMb3yeTcs creuuanbHas nporpaMma
Anaconda, KoTopas npepocTaBnsieT agMUHUCTPATOPy MPOCTOM U yOAOOHbIN
rpaduyeckuin uHTepdenc, a TakKe MO3BOMSET M3MEHSITb pasMep CYLLECTBYHOLLMX
pasfenoB ANCKa Ha aTane yCTaHOBKMU.

Bo3MoOXHbl AiBa BapuMaHTa YCTaHOBKM NO TUNy GpU3NYEeCKoro HocuTens obpasa
AVNCTPMOYTUBA, B 3aBUCUMOCTM OT MMEIOLLLErocs anmnapaTHoOro 06ecneyeHms:

— ycTaHoBKa ¢ DVD-gucka anuctpmbyTtumea;
— yctaHoBKa ¢ ISO-o6pasa ancTpubyTmBa, NpeaBapuUTeIbHO 3anMCcaHHOro Ha
USB-HakonuTenb.

3.2.1 NoaroToBKa K ycTaHOBKe runepsusopa ¢ DVD aucka
ANCTpubyTnBa

Mo ymonuanuto guctpuodytus ROSA Virtualization noctaBnsietcs Ha DVD.

[Mpn Hanuumu y cepsepa DVD-npmBoga yctaHoBKka ocyuiectensetca ¢ DVD-
ANCKa, Ha KOTopbIn 3anucaH anctpubytue ROSA Virtualization.

YctaHoBute DVD-gMcK € 3anucaHHbIM Ha Hero puctpubytmsom B DVD-
HaKoMWUTENb M NepenauTe K npoLeccy yctaHoBku (cM. n. 3.2.3).

3.2.2 NoaroToBKa K ycTaHOBKe runepsusopa ¢ USB-HakonuTtens

Ecnun DVD-npuBog B KOMMbOTEPE OTCYTCTBYET, YCTAHOBKY MOXXHO OCYLLLECTBUTb
¢ USB-HakonuTens o6beMoM He MeHee 8 B.

Ona atoro Heobxoaumo 3arpysutb ISO-o6pa3 aucTpubyTvBa M3 Manku C
AUCTPUOYTMBOM B CETM WU npeABapuTesibHO 3anucatb obpa3 C AUCTPUOYTUBOM
ROSA Virtualization Ha USB-Hakonutenb, ucnonb3dysa DVD-guck ¢ ANCTpUOGYTMBOM,
ntobon komnbtoTep ¢ DVD-npuBogom 1 cBo6ogHbIM USB-nopTom.

3arpyeHHblt U3 cetn ISO-o6pas AMCTpUGYTMBA HEOHXOAMMO MPOBEPUTL Ha
LIeNIOCTHOCTb, UCMOMb3YA KOHTPOJIbHbIE CYMMBbI.
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3.2.2.1 NMpoBepKa KOHTPOJIbHOM cyMMbl ISO-06pa3a
[ns NpoBepKn KOHTPOJSIbHOM cyMMbl ISO-06pasa MOXHO ncnonb3oBaTb ¢ansbl
C KOHTPOJIbHbIMW CyMMaMM, HaxoasLWmecs B Nanke ¢ ANCTPUOYTMBOM.

®annbl ¢ pacwupeHnem .shal, .sha256, .gost12 copep)kaT KOHTPOJSIbHYHO
CyMMy 1 umMs daiina, anst KOTOpPoro 6blla paccynmTaHa KOHTPOJibHas cyMmma.

[na KoHTponsa uenocTHocTu |ISO-o6pasa AOCTAaTOYHO NPOBEPUTL JHOGYIO U3
yKa3aHHbIX KOHTPOJIbHbIX CYMM, UCMOJIb3Ys AOCTYMNMHbIE BaM UHCTPYMEHTDI.

3.2.2.1.1 NMpoBepka KOHTPonbHOU cyMMbl SHA256

[lns npoBepkn KOHTponbHOM cyMmbl SHA256 danna myfile.iso, ncnonbays
KOHTPOJIbHYKO CyMMy, paHee coxpaHeHHyto B danne myfile.sha256, BbinonHute
cnepyrowime warn B TepMuHane Linux:

1) Y6enutecb, uto dainbl myfile.iso u myile.sha256 sarpy»xeHbl 1 HaxoaATcs
B OO4HOWN AUPEKTOPUMN.

2) Ncnonbsyite komaHay sha256 sum BMecTe ¢ onuuent "-c", 4Tobbl NPOBEPUTD
KOHTPOJIbHYO CyMMY. BbInonHUTE cnegyroLyto KOMaHAay:

S sha256sum -c myfile.sha256

Ans puctpubytuBa ROSA Virtualization, BbinyweHHoro 12.05.2025 r. (dawn
RV-3.1-20250512.0-1v-x86_64-dvd1.is0), KOMaHAa BbIFNSAUT  CReAyHLWUM
0o6pa3omMm:

S sha256sum -c RV-3.1-20250512.0-rv-x86_64-dvd1.sha256

3) Ecnn KoHTposibHas cymMma coBnafaeT, Bbl yBUAUTE COO6LLEHNE, NOJ06HOe
aTOMYy:

myfile.iso: OK
nnm
myfile.iso: LEN
B 3aBMCUMOCTM OT JIOKaNM3aunm KOHCONM (aHrTMACKWUIA/PYCCKUIA S3bIK).

MNpu coBnageHnn KOHTPOSIbHOM CyMMbI Bbl MOXKeTe ucnonbsoBatb $painn c ISO-
06pa3oM AN1sl yCTaHOBKM.

Ecnu KOHTpoSibHasi cyMMa He COBMafaeT, Bbl MOSyYnTe COOBLLEHNE 06 OLINGKE,
M BaM Heo6xoauMo 6yaeT 3arpy3uTb I1SO-06pa3 3aHOBO U OCYLLECTBUTb MOBTOPHYIO
MPOBEPKY KOHTPOJSIbHOW CYyMMbl.

MpuMep NnpoBepKu KOHTPOJIbHOW CYMMbI B KOHCOJK:
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S sha256sum -c RV-3.1-20250512.0-rv-x86_64-dvd1.sha256
RV-3.1-20250512.0-rv-x86_64-dvd1.iso: LEJN

CnepyeT obpaTuTb BHUMaHue, 4yTo dann file.sha256 pnomkeH nmetb dopmar,
KOTOpbIN BKAtOYaeT UMs danna n ero KOHTPOJSIbHYKO CyMMy. Hanpumep, cogepXxmmoe
darina ponKHO BbIrNSAAeTb TakK:

<KOHTpoNbHasi_cymma> file.iso

3.2.2.1.2 NpoBepkKa KOHTPOJIbHOM CYMMbI gost12 c
ucrnosib3oBaHueM yTunuTbl gost12sum

Ina BbINOMHEHUA KOMaHA, npuBeneHHbIX B AaHHOM paspaere, Heo6xo4MMO
YyCTaHOBUTb NMakKeT gostsum.

Ana yctaHoBkn naketa B cemMenctBe OC CentOS/Fedora/RedHat Bbl MoxeTe
MCNonb3oBaTb KOMaHAY:

S sudo yum install gostsum

[nsa npoBepkn KOHTposbHOW cymmbl GOST12 ¢anna myfile.iso, ncnonbays
KOHTPOMbHYKO CYMMy, paHee coxpaHeHHyto B dawne myfile.gost12, BbinonHuTte
cnepgyroume warn B TepMuHarne Linux:

1) Y6eputecb, uto dannbl myfile.iso u myfile.gost12 3arpyxxeHbl wu
Haxo4ATCS B OQHON AUPEKTOPUN.

2) Ucnonb3yinTe KoMaHay gosti2sum, 4To6bl MOACUYMTATb KOHTPOSbHYHO
CyMMYy. BbInonHuTe cnegyroLlyo KoMaHay:

$ gost12sum myfile.iso

Ons puctpubytuea ROSA Virtualization, BbinyweHHoro 12.05.2025 r. (dain
RV-3.1-20250512.0-rv-x86_64-dvd1.is0), KOMaHAa BbIrMAAUT  CReAYHLWUM
0o6pa3omMm:

S gost12sum RV-3.1-20250512.0-rv-x86_64-dvd1.iso

3) BbiBeauTe B TEpMUHaN KOHTPOSIbHYHO CYMMYy, COXpaHeHHylo B dain
myfile.gost12, ucnonb3ya komaHpy cat:

S cat myfile.gost12

MNpu coBnageHUM KOHTPOJSIbHOW CYyMMbl C MOACYMTAHHOW paHee Bbl MOXeTe
ncnonb3oBaTb pain c ISO-o6pa3omM N5 yCTaHOBKM.

Ecnu KOHTpoNnbHas cymMMa He coBMnajaeT, BaM Heobxogumo 3arpy3uTtb ISO-
06pa3 3aHOBO M OCYLLECTBUTb MOBTOPHYH NPOBEPKY KOHTPOIbHON CYMMbI.
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MpuMep noacUYETa KOHTPOSIbHOW CYMMbl B KOHCOJU:

S gost12sum RV-3.1-20250512.0-rv-x86_64-dvd1.iso
d9a034774dd1a613760de776e1b8bc8592234114c17a7870921¢c9e54649a
c2ab RV-3.1-20250512.0-rv-x86_64-dvd1.iso

MpuMep BbiBOAA paHee COXPaHEHHOW KOHTPOJIbHOW CYMMbI B KOHCOJIb:

S cat RV-3.1-20250512.0-rv-x86_64-dvd1.gost12
d9aB34774dd1a613760de776e1b8bc8592234114c17a7870921¢c9e54649a
c2ab RV-3.1-2062506512.0-rv-x86_64-dvd1.iso

B AaHHOM cny4ae KOHTPOJibHble CyMMbl coBnagatoT, U ISO-o6pa3 aucka c
ANCTPUOYTUBOM MOXET 6bITb MCNONb30BaH A4/151 yCTaHOBKM.

3.2.2.1.3 lNpoBepka KOHTPOJIbHOM CYMMbI gost12 c
ucnonb3oBaHueM yTunutbl openssl B ROSA Linux

[na BbINOMHEHUA KOMaHA, MpPUBEAEHHbIX B [AaHHOM pa3sfene, Heobxoanm
KOMMbOTEep C ycTaHoBsieHHOM Ha HeM OC ROSA Linux mnn ROSA Virtualization. Bebl
MO)XKeTe YCTaHOBWUTb Ha 6o KomnbroTep unm cepeep ROSA Virtualization B
MWHUManbHON KOH(Urypaumm unm ucnonb3oeatb Ntob6or xoct ROSA Virtualization.

[lnAa npoBepkM HanuMuua Heo6XO[MMON BEPCUM OMepauLMOHHON CUCTEMbI
BbINO/IHUTE B KOHCOAM KomaHzy hostnamectl c¢ ¢wunbTpoM no napameTpy
"Operating System":

# hostnamectl | grep "Operating System"
Operating System: ROSA Virtualization 3.1.0

B paHHOM cnyyae Ha xocTe ycTtaHoBneHa OC ROSA Virtualization 3.1.0, n oH
MOXXET 6bITb UCNOJSIb30BaH A4N151 NPOBEPKN KOHTPOJSIbHOM CYMMbI.

Y6eputech, YTO y Bac ycTaHoBeH nakeT OpenSSL:

# yum info openssl | grep "WUmsa"
Uma . openssl

Ecnn naket OpenSSL ycTaHOBMEH, TO Bbl MOXETe NepexoauTb K Cneayrowmnm
Laram.

Ins npoBepkn KOHTposibHOW cymmbl GOST12 ¢anna myfile.iso, ncnonbays
KOHTPOMbHYKO CYMMy, paHee coxpaHeHHyto B ¢anne myfile.gost12, BbinonHuTte
cnepyrouwme warun B TepMuHarne Linux:

1) Y6eputecb, uto dannbl myfile.iso u myfile.gost12 3arpyxxeHbl wu
HaxoAATCs B OAHOW AUPEKTOPUN.
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2) Ncnonb3yinTe KoMaHay openssl, 4To6bl NMoAcYMTaTb KOHTPOJIbHYIO CYMMY.
BbinonHuTe cnepyoLLyto KoMaHay:

S openssl dgst -streebog256 myfile.iso

Ana puctpubytmea ROSA Virtualization, BbinyweHHoro 12.05.2025 r. (daitn
RV-3.1-20250512.0-rv-x86_64-dvd1.is0), KomaHga BbIFNSAUT  CHefyHLMM
o6pa3om:

S openssl dgst -streebog256 RV-3.1-20250512.0-rv-x86_64-
dvd1.iso

3) BoiBeanTe B TepMWHAN KOHTPOJIbHYHO CyMMY, COXpaHeHHyio B aiin,
“crnonb3ysa KoMaHay cat:

S cat myfile.gost12

MNpu coBnageHnn KOHTPOJIbHOM CYyMMbl C MOACUYMTAHHOM paHee, Bbl MOXeTe
ncnonb3oBaTb ain c ISO-o6pa3omM N5 yCTaHOBKM.

Ecnu KOHTponbHas cymMMa He coBnajaeT, BaM Heobxogumo 3arpy3uTtb ISO-
06pa3 3aHOBO U OCYLLECTBUTb MOBTOPHYHO MPOBEPKY KOHTPOJIbHOW CYMMBI.

MpuMep NoACYETa KOHTPOJIbHOW CYMMbI B KOHCOJIH:

S openssl dgst -streebog256 RV-3.1-20250512.0-rv-x86_64-
dvd1.iso

md_gost12_256(RV-3.1-20250512.0-rv-x86_64-dvd1.iso0)=
d9a034774dd1a613760de776e1b8bc8592234114c17a7870921c9e54649ac2ab

n_n

KoHTponbHas cyMMa BbIBOAUTCS NOC/e 3HaKa
MpuMep BbIBOAA paHee COXPaHEHHOW KOHTPOJIbHOW CYMMbI B KOHCOJIb:

$ cat RV-3.1-20250512.0-rv-x86_64-dvd1.gost12
d9aB34774dd1a613760de776e1b8bc8592234114c17a7870921¢c9e54649a
c2ab RV-3.1-206256512.0-rv-x86_64-dvd1.iso

B faHHOM cryyae KOHTpOJibHble CyMMbl coBragatoT, u 1SO-o6pas aucka ¢
ANCTPUGYTUBOM MOXKET 6bITb MCMONb30BaH /1A YCTAHOBKM.

3.2.2.2 3anucb o6bpasa guctpubytusa ROSA Virtualization Ha USB-
HakonuTenb B OC Linux

IOna 3anucm obpasa BcTaBbTe AMCK C aucTpubytmeom ROSA Virtualization B
DVD-npuBog, noakntounte USB-HakonuTeslb U CKOMUPYWTE Ha HEro COAEpPXUMOe
auncka.
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NMpumeyaHune - B paHHOM pasgene NpUBOAATCA KOMaHAbl ANA BbIMOJIHEHUSA
KonupoBaHus aucka Ha USB-Hakonutenb B OC Linux cemencTta CentOS / ROSA Server / ROSA
Desktop / RedHat. BbinonHeHne komaHpg, B apyrux Bepcusax OC Linux MoxeT otnnyaTbea. Ona
KonupoBaHus cogepxumoro DVD-gucka Ha USB-Hakonutenb B Apyrux ornepauyoHHbIX
cucTemax obpatutech K PykoBoACTBY Nonb3oBaTens Ballen onepaumoHHON CUCTEMDI.

Ba)xHo — 119 BbINOSIHEHWNA YKa3aHHbIX HUXE KOMaHf BaM HyXHbl npaBa
cynepnonb3oBaTens (aAMUHUCTpPAToOpa) cucTeMbl. ECnv y Bac oTCyTCTBYHOT NpaBa Ha
BbINOJIHEHME oOnepauMit C AMCKOM Ha YPOBHe ajgMuHUCTpaTopa, obpaTuTecb K
aIMMHUCTPATOpPY Ballleit CUCTEMBI.

Ha komMmnbtoTepe c yctaHoBsieHHoM OC cemencTtBa Linux Ana KOnNMpoBaHUSA
ancka BbIMOMHUTE  CefytoLLyto KOHCOJIbHYO KOMaHay ¢ npasamu
cynepnonb3oaTens (root):

# dd if=/dev/sr@ of=/dev/sdX
roe "X" — 6ykBa Aucka, cootsetcTBytowan USB-Hakonutento.

MpumMmeyaHue - [Ona nosydeHnss CBEAEHWA O MOAK/OYEHHbIX K CUCTeEMe
HaKOMNUTESSAX BbIMOSHUTE CeAyHoLYH KOHCOIbHYHO KOMaHAy ¢ npaBamMu cynepnonb3oBaTtens
root:

# fdisk -1

MNpu ycnewHoM nogkntoyeHnn USB-HakonuTenss B KOHCOMb OyaeT BbiBeAeHa
MHbOopMauusa Nogo6HOro BNAa:

# fdisk -1

Inck /dev/nvmednl: 60 GiB, 64424509440 6ant, 125829120
CEKTOpOB

EanHnup : cektopoB no 1 * 512 = 512 6aunt

Pasmep cekTopa (norudeckuin/¢musndeckunn): 512 6ant / 512 6anT

Pasamep I/0 (MMHMManbHbIi/oONTUManbHbIK) @ 512 6anTt / 512 6anT

Tun MeTkn pgucka: dos

NWoeHTndukaTop amcka: 0x9ab46fba

YcTp-BO 3arpysoyHbin  Ha4ano KoHey ~ CekTopbl
Pasmep UpeHTudmkaTop Twun

/dev/nvme@nipl * 2048 2099199 2097152
1G 83 Linux

/dev/nvmedn1p2 2099200 125829119 123729926
59G 8e Linux LVM
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lnck /dev/mapper/rv-root: 15,1 GiB, 16257122304 6awnT,
31752192 cekToOpoOB

EanHnup : cektopoB no 1 * 512 = 512 6aunt

Pasmep cekTopa (noruvdeckuin/¢musndeckunn): 512 6ant / 512 6ant

Pasamep I/0 (MuHMManbHbIi/onTUManbHbi) : 65536 6anTt / 65536
6anT

lnck /dev/mapper/rv-swap: 3,9 GiB, 4215275526 6ant, 82329660
CeKTopoB

EanHnup : cektopoB no 1 * 512 = 512 6aunt

Pasmep cekTopa (norudeckuin/¢msndeckun): 512 6ant / 512 6ant

Paamep I/0 (MMHUManbHbIA/ONTUMANbHLIN) @ 512 6anT / 512 6ant

Inck /dev/mapper/rv-var_log_audit: 2 GiB, 2147483648 6auT,
4194304 cekTOpoOB

EanHnup : cektopoB no 1 * 512 = 512 6aunT

Pasmep cekTopa (noruyeckuin/¢musndeckun): 512 6anTt / 512 6anT

Pasmep I/0 (MWHMManbHbIi/ONTUManNbHbLIA) : 65536 6anT / 65536
6anT

Inck /dev/mapper/rv-var_log: 8 GiB, 8589934592 6auT,
16777216 cekToOpoB

EouMHuub : cekTopoB no 1 * 512 = 512 6aunt

Pasmep cekTopa (noruvdeckuin/¢mandeckuin): 512 6anTt / 512 6anT

Pasamep I/0 (MWHWMManbHbI/ONTUManbHbLI) @ 65536 6anT / 65536
6anT

Inck /dev/mapper/rv-var: 15 GiB, 16106127360 6aut, 31457280
CEKTOpOB

EanHnup : cektopoB no 1 * 512 = 512 6aunt

Pasmep cekTopa (noruvdeckuin/¢musndeckunn): 512 6anTt / 512 6ant

Pasamep I/0 (MWHWMManbHbIi/ONTUManbHbIK) : 65536 6anT / 65536
6anT

Inck /dev/mapper/rv-tmp: 2 GiB, 2147483648 6anTt, 4194304
CeKTOopoB
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EanHnup : cektopoB no 1 * 512 = 512 6aunt

Pasmep cekTopa (noruvdeckuin/¢musndeckunn): 512 6ant / 512 6ant

Pasamep I/0 (MuWHMManbHbIi/ONTUManbHbI) @ 65536 6anT / 65536
6anT

Inck /dev/mapper/rv-home: 1 GiB, 1073741824 6ant, 2097152
CEeKTOpoB

EanHnup : cektopoB no 1 * 512 = 512 6aunt

Pasmep cekTopa (norudeckuin/¢musndeckunn): 512 6anTt / 512 6anT

Pasamep I/0 (MuHMManbHbIi/onTUManbHbi) : 65536 6anTt / 65536

6anT
Inck /dev/sda: 3,8 GiB, 4026531840 6anTt, 7864320 ceKTOpOB
EanHnup : cektopoB no 1 * 512 = 512 6aunt
Pasmep cekTopa (norudeckuin/¢msndeckunn): 512 6anTt / 512 6ant
Pasamep I/0 (MuHMManbHbIi/oNTUManbHbi) : 512 6anTt / 512 6anT
Tun MeTkn pgucka: dos
NWoeHTudukaTop gucka: Ox0060d108
YcTp-BO 3arpysoyHbin Hadano KoHeu CekTopbl Pasmep
NWoeHTudukatop Tun
/dev/sdal * 2048 7864319 7862272  3,8G

e W95 FAT16 (LBA)

Paspen /dev/sdal c dainosoi cuctemon W95 FAT16 (LBA) cooTBeTcTBYET
NOAKI/IFOYEHHOMY K KoMmnbioTepy USB-HakonuTento.

Ons BbiBOAa MHGOPMaLMN TONMBbKO O MOAK/KOYEHHbIX K CUCTEME HaKOMUTensax
MOXXHO Bocnosib3oBaTbcsl KomaHaon fdisk -1 | grep sda

# fdisk -1 | grep sda
nck /dev/sda: 3,8 GiB, 4026531840 6anTt, 7864320 ceKTOpOB
/dev/sdal * 2048 7864319 7862272 3,8G

e W95 FAT16 (LBA)

Pazgen /dev/sdal coOTBETCTBYeT MNEPBOMY MOAK/IOYEHHOMY K CUCTEME
HakonuTento. [pyM MCMNOMb30BaHUN HECKOJSIbKUX HAKOMUTENeW OHUM MOryT OblTb
naeHTMduunpoBaHbl kak /dev/sdbi, /dev/sdcl nT.a.
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3.2.3 3anycK nporpamMmMbl yCTaHOBKU

[ns ycTaHOBKW rMnepeu3opa 3arpysute cepBep C HOCUTeNns ¢ AUCTPUoYyTMBOM
ROSA Virtualization.

BaxxHo — B HacTponkax BIOS/UEFI yctaHOBUTEe NpuopuUTeT 3arpys3ku cepeepa c
DVD- nnun USB-HakonuTens, a TakXe BK/IKOYUTE PeXWM annapaTHOW BUPTyanunsauunu
npoueccopa.

B npouecce 3arpy3ku cepBepa Ha 3KpaHe aBTOMATUYECKU MOSIBUTCH MEHIO,
no3Bonsollee 3anyckaTb MporpaMMy YCTaHOBKW TUMepBM3opa B PassiMyHbIX
pexunmax (pucyHok 1).

RO5A Virtwalization 3.1

Install ROSA Virtwalization 3.1
Test this media & install ROSA Virtwalization 3.1

Troubleshoot ing

PucyHok 1 — MeHto yctaHoBkM ROSA Virtualization 3.1

[na 3anycka rpacdmyeckoro nHTepdenca nporpamMmbl YCTaHOBKM rvnepeusopa
HaXXmMuTe Knasuwy Enter wvnmu pgoxautecb aBTOMaTUYECKOro cTapTa YCTaHOBKM
yepes 60 cekyHA.

[MpuMeyaHnda
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1) B jaHHOM pyKOBOACTBE pacCMaTpMBAeTCA BapuaHT YCTAHOBKM runepBusopa C
ncnonb3oBaHmMeM rpadmyeckoro nHtepdenca nporpammbl Anaconda, HO B pegKux cny4dasax
(Hanpumep, Korga nporpaMma YCTaHOBKM He MOXET KOPPEKTHO onpenenuTb BUAEOKapTY)
MOXXET MNOTPe6oBaTbCsi KOHCOJIbHbIA PEXWM YCTAHOBKW TuUMNepBU3opa B TEKCTOBOM
nHTepdeince nporpaMmmbl Anaconda.

2) B TEKCTOBOM pexuMe YCTAHOBKM runepBu3opa 6yayT HAOCTYMHbl TOMbKO
CTaHAapTHble CXeMbl pa3bueHuss AUCKa Ha pasgesnbl (HanpuMep, MOXHO UCMO/b30BaTb BECb
AMCK WIN yOanuTb CYLLECTBYHOLME pasaesbl, HO Henb3si fo6aBnsATb pasgesbl U dainoBble
CUCTEMDI).

3) Ons 3anycka TEKCTOBOro MWHTepdeica nporpaMMmbl YCTaHOBKWU TruUMNepBM3opa
HaXXMuUTe knaeuwy Tab, 3aTem BBeauTe Yepes npoben crnoBo "text" B KOHeL CTPOKU C
napameTpamu 3arpysku u HaxmuTe knasuuly Enter.

3.2.3.1 Bbi60p s13biKa A/11 YCTAaHOBKM

MNocne 3anycka nporpaMMbl YCTAHOBKMW Ha SKpaHe NMOSIBUTCA OKHO MPUBETCTBUSA
(pucyHOK 2), npegHasHayeHHoe A7 Bblbopa sidblka MHTepdenca, KoTopblid 6yaeT
MCNosib30BaTbCA B NpoLecce YCTaHOBKM rmnepsn3sopa.
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= YCTAHOBKA ROSA VIRTUALIZATION 3.1

( B us Cripaeka

[OOBPO MNOXAJTOBATb B ROSA VIRTUALIZATION 3.1.

Kakon a3bik HYKHO MCMONbL30BaTh B NpoLiecce YCTBHOBKH?
English English
[ a

PucyHok 2 — OKHO NpMBETCTBUSA NPOrpaMMbl YCTaHOBKM

Mcnonb3ys nonocy NPOKPYTKM U CTPOKY Moucka BblbepuTe U3 Crncka B JIeBOW
0651acTU OKHa HEo6XOAUMbIN A3bIK UHTepdelica YCTaHOBKK, a B NpaBoi obnactn —
AA3bIKOBOW PETMOH.

Mo ymonyaHuto sa3blk MHTepdeiica yctaHoBKM — "Pycckuit (Poccus)".

Ona nepexoma K cneaywoweMy atany  YCTAaHOBKU  HaXXMUTE  KHOMKY
MpoponxnTb.

3.2.4 NMapameTpbl yCTaHOBKU

3.2.4.1 HacTtpoiKa napaMeTpoB yCTaHOBKW CUCTEMbDI

Ha okpaHe nosBMTCA WHTepdeinc, npeaHasHayeHHbIn Aana o63opa U
nocneayrollein HacTpoMKM MapamMeTpoB YCTaHOBKW. BmecTo nocnepoBaTtesibHOro
onpeAeneHvs napameTpoB MporpamMmMa YCTAHOBKW [aeT BO3MOXHOCTb HaCTPOUTb
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napamMeTpbl B MNPOW3BOJIbHOM TMOpPsAAKe, BblOMpass HeobxoAWMble CeKuunm ¢
TpebyeMbiMK NapaMeTpamMmu B MeHto "CBoKa YCTAaHOBKHU" (PUCYHOK 3).

= CBOOKA YCTAHOBKN YCTAHOBKA ROSA VIRTUALIZATION 3.1

' B us Cnpaeka

POCA

PEFMOHAJBHLIE HACTPOMKA ~ MPOrPAMMHOE OBECMEYEHUE CUCTEMA

E Knaewarypa McTo4HNK ycTaHoBKM €@ Mecro ycraroskn

Arnrmuiicini (Anrmaickan FMokaneHest HoCUTEML R Bubpaio

(aMepukaHckan))...coxmi (Pycckan) ABTOMATHYE. .EHME QMK
AsbikoBan nopaepxka ﬁ Bui6op nporpamm KDUMP

Pyccinis (Poccua) XocT mupTyamisaymm Kdump exmouer

Data/Bpemsa =» CeTb U MMA XOCTa

Yacosoit noac Espona/Mocksa (- He nogkmoueto

a Monutuka 6esonacHocT
= He raai o)

MAPAMETPbI MOSIb30BATENEN © MEHIREND i Qaro KeTeTa

c, Mapons root

Yuétran 3amuce root oTkmovera.

ALMCKH HE MoOBEPrHYTCA M3MEHEHWAM OO0 TEX MOP, MoKa He OYOET HaMaTa KHOMKa Havyana YCTaHoBKW

LY 3anonHWTE OTMEYEHHbIE CEKLWW, Npexne yem nepeﬁm K CnenylllemMy wary.

PucyHok 3 — CBoKa yCTaHOBKMU

B meHo "CBOomgKa yCTaHOBKU" MapaMeTpbl YCTaHOBKW pacrnpefeneHbl no
cnegylowum pasgenaMm - "PerroHayibHble HacTpouku"', "[IporpamMmHOe
obecneueHue", "Cucrtema", "[lapamMeTpsl TOJIb30BATEIEN".

3.2.4.2 PernoHanbHble HaCTPOUKHU

Pasgen "PervoHajyibHble HAaCTPOMKH" COAEPXMUT Cneaylolme Cekuumn ¢
napamMeTpamMu yCTaHOBKMU:

— KimaBuatypa - wuHTepdenc cekumm no3BonseT BblbpaTb packnagky
KnaBuaTypbl M YyKaszaTb KOMOMHaLMIO KNaBWUW AN NEPEKNHOYEHUSA pacKnagkw.
3HayeHMss mapaMeTpoB MO YMONYaHUKO — packnagka "AHrnunckas/Pycckas" c
KOMOUuHauuen knaeuw A1t+Shift ans nepekntoyeHns packnagku;
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— f3pIKOBas IIOOOEpP3KKA -— WHTeppenc cekuuum npeaHasHayeH Ans
A06GaBNeHNs  OOMOJIHUTENbHbIX  fA3bIKOB B MOJSIb30BATE/IbCKUIA  UHTepdeinc
rmnepBM3opa. 3HauYeHne napaMeTpa no ymonyanuto — "Pycckui (Poccusi)";

— HaTta/BpeMs — uHTepdenc cekuumum npegHasHadeH ANs NPOBEPKUM WU Mpu
Heo6X0ANMMOCTN KOPPEKTUPOBKU aBTOMATUYECKM OMpefeneHHblX AaTbl, BPEMEHU U
4acoBOro rosica, a TakXe ANA NOAKJIIOYEHUA runepBusopa K BHELWHWUM CeTeBbIM
NCTOYHMKAM TOYHOro BpemMeHu no npotokosny NTP.

3.2.4.3 HacTpo#kKa ycTaHaB/nMBaeMoro nporpamMMHoOro
obecneuyeHus

Pazgen "IIporpaMMHOe ObGecIiedeHUEe" COAepXXUT cnepyroume cekuumn c
napameTpamMu yCTaHOBKMU:

— VICTOYHHUK VCTAHOBKM — WHTeppenc cekuuMm No3BONSET YyKasaTb
PacrosioXXeHne YCTaHOBOYHbIX (ainoB (floKaNbHbIA HOCUTENb WM CETEBOM
pPeno3nMTopuin) MU OCyLLEeCTBUTb MNPOBEPKY LENOCTHOCTU YCTAaHOBOYHOIO HOCUTENS.
Ecnn nporpamma ycTaHOBKM runepBu3opa 6Obina 3anyweHa ¢ DVD- wnm USB-
HaKoMnuTeNs, To YCTaHOBOYHbIN HOCUTENDb ByAeT 06Hapy>XeH aBTOMAaTUYECKY;

— Bribop mnporpamMm - uHTepdenc cekumnm npepHasHayeH Ans Bblbopa
6a30BOro MPOrpaMMHOI0 OKPYXXEHWUs, KOTopoe OyaeT YCTaHOBIEHO B MpoLlecce
nHctannsaymm MoO.

NMpumeyaHune - 3HayeHne NnapameTpa No ymonyaHuo — "XoCT BUPTyaIusanuu"
(byHKIIMY IUIIEPBU30PA).

3.2.4.3.1 Bbi6op TMNa ycTaHaBNIMBaeMoOro NporpaMMHoro oéecrneyeHus

Bbi6paTb TUM YCTaHaB/IMBAEMbIX KOMMOHEHT MOXHO B MeHi "Bbi6op
nmporpaMm" (pUCYHOK 4).
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loToeo Hus Cnpaeka

Basopoe okpyKeHue HononHutensHoe nporpamMMHoe obecnederve onA BuIbpaHHoM cpefpl

® Xocr BUPTYanu3auumn
POCA XocT eupTyann3auuu (Tunepensop)

CnyxbBa katanoroe
POCA @yHKUWW KOHTpONNepa QoMeHa

MuHMManeHaA ycTaHoBKa
Bazoean pyHkuMOHaNLHOCTE ([INA pononHeHMiA)

PucyHok 4 — Bblbop Tuna yctaHaBnueaemoro M0 (Bbi6paH XoCT BUpPTyanu3auum)

ﬂ,OCTyI'IHbI cneayrowine KOMMOHEHTbI 6a30BOro OKPY>XEHUA:

— XOCT BUPTyaJIU3allUU — Bbl6EpPUTE AaHHYHO ONUMIO AJ1S YCTAHOBKM XOCTa
BMpTYanuaaumm (byHKLUN runepsum3opa).

— Cny>k6a KaTaJIorOB — Bbl6epuTe AaHHY OMUUIO ANsi YCTAHOBKMU CIYX6bI
KaTanoros/KOHTpossiepa AOMEHA.

— MuHuMajyibHasi YCTaHOBKA — Bbl6epuTe AaHHYIO ONUMIO AAs YCTaHOBKM
MWHMManNbHOW KOHbUrypauum cepeepa.

MNocne BblI6Opa HEOHXOAUMOIrO KOMMOHEHTa HaXMUTe Ha KHornky [0ToBO Ans
BO3BpaTa Ha aKpaHHyto ¢popMmy "CBOKA YCTAHOBKU".

3.2.4.4 HacTtpoilka napameTpoB cuctemMbl. CeTeBble HACTPOMKM.
Bbi6op MMeHM xocTa

Paspen "Cucrema" copepXxuT cnegyloowue cekuMum C napamMeTpamu
YCTaHOBKMU:
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— MecCTO yCTaHOBKHU — UHTepdenc cekumm npeHasHa4yeH aas Bbibopa gucka
ANA YCTaHOBKM TruUMNepBM3opa W HACTPOMKWM KOHduUrypauum pasgenoB [ucka B
aBTOMAaTMYECKOM UJTU PYYHOM PEXUME;

— KDUMP - wuHTepdenc cekuum npegHasHadeH Ans  yrnpaBneHus
(BKNtOYEHME/BbIK/IIOYEHME) U HACTPOWKWU pe3epBMpoBaHMsA namsatun ans kdump
(MexaHun3M cbopa CTaTUCTUKKM O cHosX sapa). 3HaYeHMe napaMeTpa No YMoYaHUo —
"kdump BKJIIOUEH C PpPe3epBUPOBAHMEM IaMSITH B aBTOMAaTHUYECKOM
pexxume";

— CeTb U UMS XOCTa — UHTepdenc cekumu npegHasHayeH ANsi HAaCTPOMKM
napaMeTpoB CeTeBbIX afanTepoB N YKaszaHUs UMEHU XOCTa rmnepBm3opa;

Paspgen "IlapaMeTphl MOJIb30BATEIEN" COAepXUT cekuuto "TTaposb root”,
KoTopas npeAHasHayeHa Ans YCTaHOBKM napons yYeTHOW 3anucu
cynepnosib3oBaTtens root (agMuHMUCTpaTopa rMnepen3opa).

Mo HaMMeHOBaHMEM KaXK[oWN ceKuuMu npuBoaMTCA MHGOPMAaUMA O TeKYLLMX
napaMeTpax, HaCTPOEHHbIX aBTOMATUYECKU MPOrpaMMOi YCTaHOBKM.

BakHo — Cekuumn, OTMeYEHHble BOCKIMLATENIbHbIM 3HAKOM, SABASAIOTCS
06513aTeNbHbIMWN 4N11 HACTPOMKKN NMapaMeTpoB, YTO TaKXXe NOATBEPXAAeT coobLieHne
B HWXHEN 4acTu OKHa, BblgeNeHHoe opaHXeBbiIM ¢(OHOM — "3aIloJTHUTe

OTMeuYeHHbIe CeKIIUHU, ITpeKae YeM IIepPeiTH K clienyolleMy ary".

HaXmMuTe Ha HauMeHOBaHWe CeKLuM Ans nepexoda K MHTepdency HacTponKu
COOTBETCTBYIOLLMX NapaMeTpPOB.

BaxkHo - Cregylowme  cekuun  ABASKOTCA  00s13aTeflbHbIMM UK
PEKOMEHAYEMbIMUN A1 HACTPONKM NapaMeTpPoB YCTAaHOBKM rMnepBM3opa:

— Oata/BpeMs (CM. NyHKT 3.2.4.5);

IlesieBOe YCTPOMCTBO YCTAHOBKHU (CM. NYHKT 3.2.4.6);
— CeTb U M4 XOCTa (CM. NyHKT 3.2.4.7);

ITapoinb root (cM. NyHKT 3.2.4.8).

MpumeyaHune — Hactpoika "[JaTbel/BpeMeHU" C MCNob3oBaHMEM cepBepoB NTP
TpebyeT MOAKMNKOYEHUS K BHELWHUM CeTeBbIM MCTOYHWKAM TOYHOrO BpeMeHu. HacTpowTe
"CeTp U MMs XOCTa" [0 Hayana HacTpoinku "[aTbl/BpeMeHU", ecnu Bbl MiaHUpyeTe
NCNoNb30BaTb BHELIHWE CETEeBble NCTOYHUKM TOYHOIO BPEMEHMW.

Mocne HacTpolku Bcex o06si3aTeNlbHbIX W PeKOMEHAYyeMbIX MapamMeTpoB
Ha)XXMWUTe KHOMKY HayaTb ycTaHOBKY A/si cTapTa npolecca yCTaHOBKU rMnepBr3opa
(cM. nyHKT 3.2.5).

[ns oTMeHbl YCTaHOBKWU Ha>XMUTE KHOMKY Boixoq u noarBepaunTe npekKpaweHune
npouecca yCtaHOBKMW.

_'POCA



35
PCIOK.10102-02 32 05

3.2.4.5 [laTa, BpeMs U 4acoBOW NOAC

NHTepdenc cekumm "IlaTa/BpeMs" npefHasHayeH Ans NPOBEPKM WU Mnpwu
HEOOXOANMOCTM KOPPEKTUPOBKM aBTOMATUYECKM OMpPefeneHHbIX AaTbl, BPEMEHU U
4acoBOro nosca, a TakXe ANA NOAKNOYEHUSA rMnepBu3opa K BHELWHWM CeTeBbIM
MCTOYHMKAM TOUYHOro BpeMeHu no npoTokosy NTP (pucyHok 5).

BaxxHo — [1nsA HacTpoika "[IaTbl/BpeEMEHH" C UCMONb30BaHWEM CepBepPOB
NTP TpebyeTcsi HAaCTpOEHHOEe ceTeBOe NoAktoyeHne (HacTpoika ocyllecTBrsieTcs B
cekunn "CeTb M uMMs XOcCTa"), obecrieymBalollee CETEBYO AOCTYMHOCTb CEpBepoB
NTP.

Eus Cnpaeka
Pemou:‘ Eepona ‘ - ‘ ropou:‘ Mocksa ‘ - I CeTeroe BpeMJIE]I] =

04w | 02w | 2025w

O go/nocne nonygHA

(A ][]
20 . 08 (#) 24-uacoroit opmar
(v |[v]

PucyHok 5 — HacTpoika gaTbl, BpeMeHU 1 4acoBOro rnosica

[na HacTpoMkM BpPEMEHM M 4YacOBOro nosica BblGepuTe MociefoBaTeNbHO
PErMoH n ropoj M3 COOTBETCTBYIOLIMX BblMagatowmx CnMckoB. Ecnn Heobxogmmoro
ropofa HeT B CMNCKE, BblbepuTe 6/IvKaiLnin ropog, B TOM Xe YacOBOM 30HeE.

Ba)xHo — HacTponTe yacoBom Mnosic, Aaxe ecnu Bbl NaaHMpyeTe UCMoJSib30BaTb
npotokon NTP gna CMHXpoHU3aLmMmn 4yacos.
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Ecnu cuctemHble Yacbl NOKa3biBalOT HEBEPHOE BPEMS, OTKOPPEKTUPYITE €ro C
MOMOLLBbIO KHOMOK A (6onblie) n V (MeHble). Onsa Bblibopa popmaTa oTo6paXKeHus
BPEMEHM YCTAHOBUTE B COOTBETCTBYHOLLEE MOMOXEHNE NepektovaTenb — 24-4acoBoii
dopmat nnmn "AM/PM".

MNpyM HEo6XOAMMOCTM CKOpPPEeKTUpynTe paty. [na aToro BblbepuTe U3

BblMNnagarolWwnx CriMCKOB TeEKYLLNE 3Ha4YeHUA AHA, MeCALlla U roja.

BaxxHo — [1ns MCNosib30BaHUA BHELIHUX CETEBbIX UCTOYHUKOB TOYHOIO0 BPEMEHU MO
npotokony NTP HeobxoAMMO CHavana HacTpOUTb CETeBOe MOAK/YEeHUe, obecneuns
ceTeBYH [OCTYMHOCTb cepBepoB NTP.

3.2.4.5.1 HacTpoiika ceTeBOro BpeMeHu ¢ ucnosib3osaHmem npotokona NTP

Ecnu cepBep noakmtoyeH K ceTn, byaeT AOCTyneH nepekntovdartens "CeTeBoe
BpeMs". YTobbl BKIKOYUTb CUMHXPOHM3ALMIO YACOB C MCMOJIb3OBAaHMEM MPOTOKOMA
NTP, ycTaHOBMTE BO BKJIFOYEHHOE NOMOXeHUE nepekstoyaTenb "CeTeBoe BpeMs".

na HacTpOMKU CUHXPOHM3aLUN BpeMeHu C onpepesieHHbIM cepBepoM NTP

HaXXMUTe KHOMKY KoHburypaumm £ . Ha akpaHe nosBMTCA MOAanbHOE OKHO
"[Io6aBUTh U OTMETHUTH UCIIOJIb3yeMble cepBepbl NTP" (pucyHoK 6).
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Do6aBUTE U OTMETUTbL McrNoNib3yeMble cepBepbl NTP

\ +

[ 370 anpec URL nyna cepeepoe NTP

Wma xocta Myn PaGotaer Wcnons3oeats
ntpl.niiftri.ru
ntp2.vniiftri.ru
ntp3.vniiftriru
ntpd.vniiftriru
ntp.sstf.nsk.ru

PucyHok 6 — Bbibop cepepoB NTP

B MopanbHOM OKHe OTO6pPasMTCA CMUCOK MCMonb3yeMbix (NpeaBapuTesnibHO
HaCTpOeHHbIX) cepepoB NTP.

IOns Bbi6opa cepeepa NTP 13 cnucka yctaHoBuTe pnaxok "VICIIOIb30BaTh".

ons ,D,O6aBJ'IeHVIFI OOMOJIHUTEJIbHOIO cepBepa NTP B cnncok BeBegnTe NMs y3na

(apgpec) M HaxXmuTe KHOMKY +. [NA 3aBepLUEHMS HACTPOMKM HaxkmuTe KHonky OK
(PucyHOK 6).

NMpumeyaHune — Ecnu BO BpeMsi YCTaHOBKU BblbpaHHbIi cepBep NTP HepocTyne,
CMCTeMHOe BpeMs ByaeT BbiCTaBneHo, koraa cepep NTP cTaHeT akTUBHbIM.

MNocne HacCTPOMKKN NapaMeTpoB AaTbl U BPEMEHU HaXXMUTe KHOMKY [0TOBO Ans
BO3BpalLeHus B MeHo "CBOKAa YCTAHOBKU".
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3.2.4.6 Bbi6op MecTa yCTaHOBKMU

NHTepdelic cekunm "LlemeBoe YCTPOMCTBO YCTAaHOBKU" NpefHasHayeH s
BblbOpa AMCKa ANs YCTAaHOBKMW runepBu3opa M HaCTPOMKKU KOHbUrypauuu pasgenos
AMCKa B aBTOMaTUYECKOM WJTN PyYHOM pexkume (PUCYHOK 7).

loToeo B us Cnpaska

BoiGop ycTpoiicTs

BeibepuTe Lenesble ycTpoMcTBa ANs ycTaHoBKW. OxM BynyT ocTaeaThcs 6e3 maMeHeHMI [o Tex nop, noka He BymeT HaxaTa kHonka «HavaTe
YCTaHOBKY» B IMaBHOM OKHe.

TNokansHele CTaHAAPTHEIE AMCKA

180 I'mb
QEMU QEMU HARDDISK
sda / 1023 Kub ceobooHo

VI3MeHEeHWA 33TPOHYT TOMLKO BLIGPaHHEIE 31eCh JMCKM.
CFIEU'MBHMSMPGBBHHHE W CeTeBble OUCKA

3
DOobaeutb gUCK...

W3meHeHWA 33TPOHYT TOMbLKO BLIDPAHHEIE 30eCh IMCKA,
Kouqmrypau.ua YCTPOACTE XpPaHeHNA BaHHbIX
* | ABTOMATHYeCKK Ceos KoH(urypaumna
BrinennTs OONONHUTENEHOE MPOCTPaHCTBO
Wndpposanne

3awuchposath faHHbie [apons HykH

[NonHas CBOOKA MO OMCKaM W 3arpy3unKY... Buibpax 1 guck; émkocTs 180 [wb; ceobopHo 1023 Kub OBHOBUTL...

PucyHok 7 — Bbl6op aucka u cnoco6a KoHGUrypaumum pasaenos

Mo ymonyaHuto nHTepdenc otobpaxKaeT TOJIbKO JIOKabHble AUCKU, [OCTYMHbIE
ANS YCTAHOBKWM runepBu3opa. [na Kaxporo Aucka MokasaHbl pasmep, MeTka,
AOCTYMHOE NPOCTpPaHCTBO. /19 Bbl6bOpa AUCKA HAXMUTE Ha 610K ¢ uHdopmaLmen o
AVCKe. BblbpaHHbI ANns yCTaHOBKM JAWUCK OyaeT oOTMedeH dnaxkom. [pwu
Heo6X0AMMOCTU U HANMYMK BblGEPUTE HECKONBbKO AUCKOB ANl yCTaHOBKNU. Ecnun guck
He BblOpaH, OH He ByAEeT NCNOMb30BaTbCA NPU YCTAaHOBKE.

MpumeyaHne — lpu HeobXxogMMOCTU AoGABNEHUS AOMOSHUTENbHbIX YCTPOWCTB
XpaHeHust AaHHbIX (cneunanuMsmMpoBaHHbIx HakonuTenen iSCSI, ceteBbix auckoB FCoE SAN,

YyCTPOMWCTB C MOoAynsiMu nocTosiHHow namMaTn NVDIMM) HaxkmuTe KHOMKy l06aBUTb OUCK.

[lns HOBOWM yCTaHOBKM rmnepBu3opa C yaaneHneM BCeX CyLLeCTBYHOLUNX AaHHbIX
C Bbl6paHHOro AucKa ycTaHoBMTe nepekntoyaTens "KoHOUTypallus YCTPOMCTB
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XPaHEeHUS OJaHHBIX" B NON0OXeHne "ABTOMaTU4YECKU". ECnn Ha BbiIGBpaHHOM gucke
HeJOCTaTOYHO CBOOGOAHOrO MecTa ANli aBTOMATMYECKOro pasbueHns wunu 6bis
ycTaHoBneH ¢naxok "BbIOeIUTh JOIOJIHUTEIbHOE IPOCTPAHCTBO", ocBO6OAUTE
MPOCTPAHCTBO Ha AUCKEe BPYYHYHO (CM. NyHKT 3.2.4.6.1).

[na HacTpoMKM NONb30BaTeNbCKON KOHUrypauum W co3faHusa pasfenos
LUCKa BpYYHYHO YycTaHoBWUTE nepekntovyatens "KoHuUrypauuss YCTPOMUCTB
XpaHeHUs OaHHBIX" B nonoxeHve "CBos KOHUTypaIusa” (CM. NyHKT 3.2.4.6.2).

MpumeyaHue - lpu Heo6XoAMMOCTM B WnMdpoBaHUM paspenoB aucka (Kpome
/boot) ycraHosute dnaxok "3arrdpoBaTh gaHHbIE" (CM. MYHKT 3.2.4.6.3).

Mpy Hannummn ABYX M 60sIee ANCKOB, BbIGpaHHbIX A1 YCTaHOBKMW rMMNepB13opa,
nepenaute no ccbiike "IlonmHasg cBOOKa MO OUCKaM U 3arpys3dyuky’ B
nHTepdeiic Bbibopa AMCKA, HA KOTOPOM 6yAeT yCTaHOBMIEH 3arpysyumk (CM. MyHKT
3.2.4.6.4).

IOna nNpoaonkeHns HacTPOWKM KOHUrypauuu pucka unum BO3BpaLLEHMA B
MeHto "CBOJKa YCTAaHOBKHU" HaXXMUTe KHOMKY [0TOBO.

3.2.4.6.1. OcBO60OXXAEHME A,OMNONHNTENIBHOIO NPOCTPAHCTBA Ha AUCKe

UHTepdeiic 0oCBOGOXAEHUS AWCKOBOFO MNPOCTPAHCTBA COAEPXUT  CMMCOK
pasgenoB paucka (ainoBbiXx CUCTEM) M 3NEMEHTbI YNpaBfieHUs, NO3BONAIOLME
YAANsATb MW YyMeHbluaTb pa3aenbl (PUCYHOK 8).

Ba)xHo — [Mpu 0CBOGOXAEHWM MPOCTpaHCTBa 6yayT yAaneHbl BCce fAaHHble, KOTopble
COEepPXWUT pasfen pAucka (3a WCK/OYEHMEM CIlyyaeB CXaTus pasfgena), MoaTomy
npeasapuTeNbHO PEKOMeHyeTcs co3AaTh pe3epBHble KOMUU HEO6X0AMMbIX AaHHbIX.
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OCBOBOX[EHWE NPOCTPAHCTBA HA OWCKE

Y7061 ocBobOAMTE MECTO, MOKHO YOANWTL HEHYXHbIE (halinoBLe cUCTeMbl YganeHue qrainoBoA CMCTeMB HABCrAa YHUUTOXWT W BCe AaHHLIE, KOTOPLIE OHA COOEPMMUT.

B cywecteyroux chaiinossix CHCTeMax Takke ecTh cBo00HOE MECTO. XOTA 3T0 PUCKOBAHHAA OMepaluWA, M Nepeq eé NposeneHUeM PeKDMEHOYETCA CO30aTh PE3EPBHYID
KOMMIO OaHHLX, 3T0 CBoB0gHOE MECTO MOMKHO MOMYYUTs W COENaTe OOCTYNHEM ONA OaHHOA YCTaHOBKM.

Ouck Wma  @aiinosan cucteMa  CronbKO MecTa Ha AMCKe MOXHO oceoGonute  [leficTBue

- 180 b QEMU QEMU HARDDISK sda He uamenaTs

'— /boot (ROSA Enterprise Server Linux 8.8 pna x86_64) sdal ext4 507 Mub 1z 1024 Mub He uameHATL
L w sda2 physical volume (LVM) Henbza namednte pazmep He wnamenats

He uamenaTs Voanute YMEHLIWUTL YoanuTe acé

1 nnck; MoxHO ocBoGonuts 179,49 Mub (B dhaltnoesx cucTemax)
Bcero seibpaHo ana oceoboxpenus: 0

[InA yCTaHOBKM CUCTEMHBLIX AaHHLEX Heobxogumo 11,46 Tmb.

Qtmena OcsofoguTh NpocTpaHCTBO

PucyHok 8 — UHTepdeitc popMbl A1t 0CBOBOXAEHUS ANCKOBOIo NMPOCTPaHCTBa

B ctonbue "CKOJIBKO MecTa Ha OHCKe MOXKXHO OCBOOOOHUTH" nokasaH
NoTeHLManbHO AOCTYMNHbIM pa3Mep AMCKOBOIro NPOCTpaHCTBa.

B cTon6ue "[ercTBHE" NOKasaH METOA OCBOGOXAEHMSA NPOCTPAHCTBA, @ CaMu
MeToAbl OCBOOOXJAEHMA MPOCTPAHCTBA AOCTYMHbl MO HAaXXaTUKO  ClefyroLmnx
COOTBETCTBYHOLMX KHOMOK:

— He n3MeHATb — He ocBOGOXAATb MECTO B Bbi6paHHOM (aisioBon cucTemMe.
9TO AencTBuMe yCTaHOBIEHO NO YMOJIYAHUIO;

— YpanuTb — 0CcBO60ANTb BCE 3aHATOE NPOCTPAHCTBO;

— YMeHbwnTb — 0CBOGOANTb HE3aHATOE MPOCTPAHCTBO B (PanioBON CUCTEME.
Pa3smep KoppekTunpyeTca C MOMOLLbIO MON3YyHKa. 3TO AeNCcTBUe HeaoCTynHo ans LVM
n RAID;

— Ypanutb Bce / OcTaBUTb BCe — (PYHKUMOHMPYET KakK MepekstovaTtesb:
€Cnn BbibpaTb OAWH BapuaHT, Ha3BaHMEe KHOMKWM U3MEHUTCS Ha BTOPOM, U HAO6OPOT.
[encteme NpUMEHMMO KO BCeM (PpainsioBbiM CUCTEMAM.
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Bbi6epuTe daiinoByro cuctemy (pasgen) Uam Becb ANUCK, NMOCie Yero NpuMeHnTe
HeobxoAUMble MeTOAbl OCBOOOXAEHUSA npocTpaHcTBa. Koraa 6yaer AOCTUTHYT
JIOCTaTOYHbI 06beM CBO6GOJHOrO AWCKOBOro MPOCTPaAHCTBA AN NPOAO/IKEHUSA
yCcTaHOBKM (06bEM 3aBUCUMT OT BblOpaHHOro 6as3oBoro M gononHutenHoro [10),
HaxmuTe KHonky OcBO60OAUTb MPOCTPAHCTBO, KOTOpas CTaHEeT AOCTYNHoOW Ans
ncnonb3aoBaHus (PUCyHOK 9).

OCBOBOXOEHWME NPOCTPAHCTBA HA OWNCKE

Y7066 0cBOHOANTE MECTO, MOXHO YOANUTL HEHYXHLIE (haiNOBLIe CUCTeMbL YaaneHne (ainoBOA CUCTEMB! HABCETa YHUUTOXWT W BCE [aHHLE, KOTOPLIE OHA COMEPXWT.

B CyleCTeyow X anﬁHGBbD( CACTEMaAX TaKHKeE eCTb CBGéGFI,HGe MecTo. XoTA 3To pyCKOBaHHaA onepalua, U nepen a8 nposeneHAeM pekoMeHOYeTCA CO30aTL pelepaHyio
KOMNWD OaHHLX, 3TO cmﬁap,l—lae MECTO MOXHO NMOMYYUTL M COENaTL OOCTYNHLIM ONA Hﬂ-lHOl:‘ YCTAHOBKUW.

Owck Wma  daiinoeaa cucrema  Cronbko MecTa Ha AWCKe MoxHO ocBoGopgute  [eictere
w 180 b QEMU QEMU HARDDISK sda Ypanute
'— /boot (ROSA Enterprise Server Linux 8.8 pna x86_64) sdal ext4 507 Mub 13 1024 Mub Ypanute
L sda2 physical volume {LVM) Henbza nimennTts pasmep Ypanute

He uzmeHATb YoanuTs YMEHBLWUTE OcTaeuTs BLE

1 puck; moxHo oceoBonute 179,49 Mnb (B draiinoesx cucTemax)
Bcero ewbpato ona oceoboxnenna: 180 Mk

[InA YCTAHOBKM CUCTEMHBIX fiaHHEX Heobxoaumo 11,46 Tub.

OtMmeHa OceoBoguTe NpocTpaHCTBO

PucyHok 9 — BbibpaHo ania ocBo6oxXxaeHus 1806 AnckoBoro npocTpaHcTBa

3.2.4.6.2 HacTpoiika nonb3oBaTeNIbCKOi KOHUrypauum pasaenoB gUcCKa

[lns ycTaHOBKM rMnepBmn3opa peKoMeHayeTcs co3aaTth creayrowme pasaenbl: /,
/boot, /home, /var, /tmp, swap. Pasgen nogkaykm swap He saBAAeTca
06513aTesibHbIM, HO TMNpPU OrpaHUYEeHHOM KONMYEecTBE OMNepaTUBHOW NaMSATU €ero
MCNONb30BaHME HACTOSATENIbHO pekoMeHayeTcs. [lonosIHUTeNbHO aAMMUHUCTpaTop
YCTaHOBKW MOXET co3/aTb Apyrue paszesbl N0 CBOEMY YCMOTPEHMUIO.

Ans co3paHua pasgena AMcka HeobXoAMMO CO34aTb TOYKY MOHTMPOBaHWSA
(aBTOMATMYECKM MU BPYYHYO) M HAaCTPOMUTb MapameTpbl pasgena (Tvn ycTpomncTBa,
TMN daiiIoBOM CUCTEMbI pasaena).
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Ecnu nepekntoyatens "KoHUTypanus YCTPOUCTB XpPaHEHHUS HOaHHBIX"
6bin ycTaHoBneH B nonoxeHve "CBOS KOHOUIypalUs", Ha 9KpaHe MOSABUTCS
nHTepdenc cosgaHusa pasgenos gucka.

3.2.4.6.2.1 Co3paHue cxembl pasgenos LVM ¢ TOHKUM pe3epBupoBaHUeM

[nsa cospaHua cxembl pasgenos LVM ¢ TOHKMM pe3epBMpOBaHWEM BblGepUTe
B cnucke NyHKT "LVM c TOHKUM pe3epBUpoBaHueM" (pucyHok 10).

Eus Cnpaexa

~ HoBan ycraHoeka ROSA Virtualization 3.1
na ycranoskn ROSA Virtualization 3.1 ewé He Beino 33paHo
TOUYEK MOHTUPOBaHWUA. MoXHO!

. Co303TE WX 3BTOMATUYECKN

e (C030aTk HOBHIE TOYKK MOHTUPOBAHWA, HA¥ 3B KHOMKY «+t»

,D,.I'IH HOBGLIX TOUEK MOHTUPOBaHWUA GWJET WCNOoNE20BATLCA
CNedylowad cxemMa pasfenos:

LVM € ToHKMM pe3epeuMpoBaHMEM -

3peck BypeT nokazaHa MHOPMALWA O CO3MaHHLIX TOUKAX MOHTUPOBaHMA ANA ycTaHosk ROSA
Virtualization 3.1.

+ - ¢

OOCTYMHO BCETD
20 'mb 20 I'mb
Buifpario 1 ycrpoitcTeo xpateHus Reset All

PucyHok 10 — CospgaHue cxeMbl pasgenoB LVM ¢ TOHKUM pe3epBupoBaHNEM

3.2.4.6.2.2 Co3paHue cTaHAapTHbIX pa3aenos

[lna cosfiaHna cxeMbl CO CTaHAAPTHbIMU pasfesiaMuy Bbi6epuTe B CIUCKE MYHKT
"CTaHOapTHBIN pa3gen” (pucyHok 11).
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loToeo Eus Cnpaeka

~ Hoeas ycraHoska ROSA Virtualization 3.1
Ina ycradoekn ROSA Virtualization 3.1 ewé He Guno 3anaqo
TOYEK MOHTUPOBAHWA. MoxHo:

L] cDBﬂ,aTb HOBHIE TOYKKM MOHTWPOBaHWA, HEHEE KHOMKY wtn

[INA HOBLIX TOUEK MOHTUPOBaHWA GWJET WCNONb30BaATLCA
CNeQYOWanA CXeMa pasnenos:

CTaHpapTHLIA paspen -

3pecs GyOeT nokazada MHMOPMALMA O CO3MaHHLX TOYKX MOHTAPOBaHUA ONA ycTaHoskk ROSA
Virtualization 3.1

+ - ¢

AOCTYNMHD BCETD
20 'mb 20 I'mb
Buibpatio 1 ycrpoiicteo xpatenmns Reset All

PucyHok 11 — CosfaHue cxeMbl CO CTaHA4apTHbIMKU pasgenamu

MpumMmeyvyaHue — MNpu HANMUYKUK CYLLLECTBYIOLLMX pa3aenioB y6eamTech, YTO Ha AUCKe
JOCTAaTOYHO MecTa A/ YCTaHOBKWM runepBusopa (3HayeHne CBO60OAHOrO AUCKOBOro
MpOCTPaHCTBa NPMBELEHO B HUXXHEN 4YacTu OokHa WHTepdeiica). Mpu HeobXxoAMMOCTU B
OCBOGOXAEHMN AWCKOBOro MPOCTPAHCTBA yAanuTe HeHyXHble pasfenbl. Ons ypaneHus
BbIGPAHHOIo paszesnia HAXXMUTE KHOMKY —.

3.2.4.6.2.3 ABTOMaTH4YECKOE CO3aHue pa3faenioB U TOYKU MOHTUPOBaHUS

[nsa Toro 4tobbl NporpaMmMa yCTAaHOBKM aBTOMAaTMYeCcKW co3gana pasgenbl u
TOYKM MOHTUPOBAHUS, BblibepuTe cxeMy pa3bueHus pasgenoB - "CTaHOAPTHBIN
pasgen", "LVM c TOHKHUM pe3epBHpoBaHueM" (cxemMa no ymonyanuio), "LVM" n3
BbINafatoLero CnnMcka n HaxxmmTe cebiky "CosmaTh UX aBTOMAaTUYECKHU".

B pesynbTate 6yayT co3paHbl pasgensl /, /boot, /home, /var, /tmp v pasgen
noakayku swap. MNpu atom pasgen /boot 6yaeT cosgaH Kak CTaHOAPTHBIN pa3gen
He3aBMCUMO OT paHee BbI6paHHOIro 3HaYeHNs1 CXeMbl Pa3fenoB.
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3.2.4.6.2.4 Co3paHune TOYKM MOHTUMPOBaAHUA BPY4YHYIO

[na co3pgaHns TOYKU MOHTUMPOBAHUA BPYYHYIO Ha)XMUTe KHOMKY +. Ha akpaHe
NosiBUTCA MoAasnibHOe OKHO "I106aBUTh HOBYIO TOYKY MOHTUPOBAHUS" (PUCYHOK
12).

OOBABMTL HOBYIO TOYKY MOHTHMPOBAHWA

[HononHuTensHele HECTPDHHH CTaHYT OOCTYNHBIMMK
nocne co3faHWA TOYKM MOHTWUPOBaHWA HAME.

Touka MOHTHPOBAHMA: | | -

HenaeMblid 06bEM:

OTmeHa [o6asKTL TOUKY MOHTMPOBaHWA
PucyHok 12 — Co3fiaHue TOYKM MOHTUPOBaHUSA

BbibepuTe pasgen gns NOAKIKOYEHUA TOYKM MOHTUPOBAHWUS U3 BbiMafakoLero
cnucka B none "Touka MOHTUPOBaHUA" (pucyHOK 12) wnu BBeAMTe NyTb K

Heo6XxoAMMOMY pasfesnly Bpy4YHyto. Hanpumep, / — Ansa KopHeBoro pasgena, /boot -
LS 3arpy304HOro pasgena.

YKaxuTe pasMep pasgena B MerabanTtax, rurabantax unu tepabantax B nosne
"JKenaeMbIli 06 bEM", Hanpumep, 20 I'b. Ecnu pa3mep He 3ajaH WM MNpeBblllaeT
AOMYCTUMBIN, 6yAeT 3aHATO BCE AOCTYMHOE AUCKOBOE NMPOCTPAHCTRO.

HaxxmuTe kHonky l06aBUTb TOYKY MOHTMpPOBAHUA (PUCYHOK 12).

Mocne co3paHUsi TOYKUM MOHTMPOBAHMS CTaHYT AOCTYNHbIMM (B NpaBoW
obnacTtu nHTepdeica) HacTPoKKM NapaMeTpoB pa3gena (pucyHok 13).
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~ HoBan ycraHoeka ROSA Virtualization 3.0 rv-home

Touka MOHTMPOBaHKA: Ycrpoiicrea:
VMware Virtual disk (sda)
fhome

Ivar/lo S
w—var,lugg Bl Kenaembii 06bEM:
Ivar/log/audit 2Tub 1024 Mub

rv-var_log_audit

Tun ycrpoiicTea: Fpynna Tomos:
! 85,97 Nub

rv-root LVM C ToHKMM pe3epernpoeaHUEM v 3awndhporart v {0 E cBoBogHo)

/tmp 2Tub Maiinoean cucrema:
rv-tmp

Ivar 15 rub

rv-var

N3meHnTe...
extd ¥ | [+ ®opmatposats nosTopH

et 1024 Mug | Mema: Wna:
sdal

swap 5 b

v-swap

home

+ = o Mpumevarmne: cenaHHeEe B 3TOM OKHE M3MEHEHMA
) e BCTYMAT B AEHCTBUE TOMLKO MOCTE HAKATUA KHOMKA

LOCTYTHO BCErO
1023 Kub 150 M'mb

Buifipao 1 yCTPOMCTBO XpaHeHWA Reset All

PucyHok 13 — HacTponkun napameTpoB pasgena

[lns BbIGpaHHOro pasaena AOoCTYMHbl clieaytowme napaMeTpbl HACTPOMKMU:

— ToyKka MOHTUPOBAHHUA — TOYKa MOAK/MOYEHUA pasfena. Hanpumep, ons
KOpHeBOro pasgena seeaute "/", pna 3arpysovHoro pasgena seegute "/boot", gns
pasfena noakayku ykKasblBaTb TOYKY He HY)XXHO, AOCTAaTOYHO NUWb BBECTU TwN
"swap";

— XemnaeMbIi OOBEM - pasMep pasgena B KunobanTax, MerabanTax,
rurabantax unu TepabamnTtax. Ecnv eamHuubl He yKasaHbl, 6yayT WMCMONb30BaTbCS
KnnobamTbl;

— Tun ycTpoucTBa - Tun pasgena. [lapameTp MoOXeT NpUHMMATb
cnepylowme 3HaveHus: "CraHmapTHBIM paspen”, "LVM", "LVM c TOHKUM
pesepBupoBaHreM" (cM. NyHKT 3.2.4.6.2.6). Mpu Hanuuum OByx M 6onee AWUCKOB,
BbIOGpaHHbIX 4/1 YCTAaHOBKU rMNepBU3opa, Takxe 6yaeT AOCTYMHO 3HayeHne "RAID";

— QamnoBas cucTeMa - Tun @annoBon cuctemMbl. [MapameTp MoxeT
NpuHUMaTb cnegyrowme 3HadyeHus: "XFS", "ext4", "ext3", "ext2", "VFAT", "swap",
"biosboot" (cMm. nyHkT 3.2.4.6.2.9). CnpaBa OT Mnona pacnosioxeH Gnaxok Ans
dbopmaTmpoBaHus;

— MeTKa — yHUKanbHasa MeTKa pasfena;

— UMma - uma toma LVM. MiMeHa cTaHOapTHbIX pas3fesnioB npucBauMBatoTCA
aBTOMAaTUYECKN U He MeHsAroTcA. Hanpumep, pa3geny /home MoXeT 6bITb NPUCBOEHO
nmsa "sdai".

Flp|/| HGO6XO,U,I/IMOCTVI BHeCUTe nameHeHnda B 3Ha4eHNA NapamMeTpoB.
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[lns coxpaHeHUs U3MEHEeHWH Haxmute KHomnky O6HOBUTbL napameTpbl. MNpu
9TOM U3MEHEHUSA BCTYNAT B CUJTY TONIbKO MOC/E Hayana yCTaHOBKM.

[ns 3aBepLUeHNA HAaCTPOMKN HaXXMUTe KHOMKY [0TOBO.

Ha akpaHe nosiButcsi MoganbHoe okHo "CBoOKa M3MeHeHUMN" (pucyHok 14),
rae 6yayT nepevncneHbl BbibpaHHble onepaunn no HacTponke pasgenos u GannoBbiX
CUCTEM, BK/IKOYaloLLMe co3faHune, UsMeHeHne pasmepa v yaaneHue.

CBOOKA W3MEHEHWIA

Hoekle HEETPDIT‘IKIJ"I NpUBEOYT K CNegylowmnMM U3MEHEHWAM, KOTODBE BCTYMNAT B CUITY NOCNe BO3BpaTa B IMaBHOE MEHKO W Havana
YCTaHOBKK!

1 yganuTe hopMatipoeadie Unknown ATA VBOX HARDDISK (sda)

2 CO303TL (hopmaTkpoeadie Tabnuua pazgenoe (M5D05) ATA VBOX HARDDISK (sda)

3 CO30aTk YCTPOACTBO partition sdal B ATA VBOX HARDDISK

4 CO30aTh YCTPONCTBO partition sdaZ B ATA VBOX HARDDISK

5 cozpate chopmatmpoeanie physical volume (LVM) sda2 e ATA VBOX HARDDISK

] CO30aTk YCTPOACTED lvmvg v

7 CO30aTk YCTPOACTBO lvmthinpool r-pool00

8 CO3QaTh YCTPOMCTEO vmthinly rv-root

9 CO30aTh (DOPMATMPORaHME extd rv-root !

10 CO30aTh YCTPOACTBO Ivmthinlv rv-home

11 Co30aTe hopMaTMpoRaHmue extd rv-home /home
OTMeHWTL 1 BepHYTLCA K cobcTBeHHOM cxeme pazbueHna [puHATE M3MeHeHWA

PucyHok 14 — CBofKa USMEHEHUM

HaxxmuTe KHOMKY anIHFITb N3MEHEHUA.

[nAa OTMeHbl W3MEHEHUN HaXXMWUTe KHOMKY OTMEHUWTb W BEpPHYTbCA K
CO6CTBEHHON CXeMe pa36ueHus.

[nsa Toro 4tobbl HacTpoOUTb pasgenbl BPYYHYIO Ha APYroM AUCKe, BblbepuTe
HeobXxoAMMbIA AUCK B OKHe wWHTepdeica cekumnm "llerrieBoe YCTPOMCTBO
YCTAaHOBKH" W YycCTaHOBUTE nepeknovatens "KoHPUTrypalius YCTPOMHCTB
XpaHeHWd OAaHHBIX" B nofoxeHne "CBOSA KOHPUTrypaius".

3.2.4.6.2.5 O6w,asn cxema pa3bueHus AucKa Ha pasgenbl

B o6uwemM cryyae npu HacTpoWKe MOMb30BaTeNbCKON KOHGUrypauumn aucka
pekoMeHAyeTcsa co3aaTthb cliefytolue pasaenbi:

— KOpHeBOI pa3pgen ¢ainoBoit cuctembl / (PEKOMEHAYEMbIN pa3Mep — He
MeHee 10 I'b);
— 3arpy3ouHblit pasgen /boot (pekoMeHayeMblit pasmep — He MeHee 1 'b);
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— paspen gomaluHero Katanora /home (pekoMeHayeMblil paaMep — He MeHee
1TB);
— paspen KaTanora npuioXeHun /var (pekoMeHayemMbli pasmep — He MeHee
25TB);

— paspen katasiora BpeMeHHbIx pannoB /tmp (pekomeHAyeMblil pasmMep — He
meHee 2 'b);
— paspen nogkayku swap (pekoMeHayeMblit paamep — He MeHee 3 I'b).

[MpumMeyaHunn

1)B cuctemax c¢ BIOS, wucnonbsytowmx Taénuuyy GPT, Heobxoaumo co3paathb
CTaHOAPTHBIU pa3gen biosboot paamepom 1 MbB, B To Bpemsl Kak Mpu HannymMm Ha gucke
obnactu MBR B 9TOM HET HEOH6XOAUMOCTM.

2) B cuctemax ¢ UEFI Heobxoaumo co3paTb CTAHOAPTHBIM pasgen /boot/efi
pa3mMepoM He MeHee 50 MB (pekoMmeHayeMblit pasmep — 200 MB).

3) HekoTopble BIOS He noppepxwuBatoT 3arpysky ¢ RAID-koHTponnepoB. B Takux
cnyyasx pasgen /boot cnegyet cosgaTb Ha OTAeNbHOM AUCKe 3a npegenamu RAID-maccuBa.

3.2.4.6.2.6 Tunbl pa3genos gUcKa

Mpu HacTpolKe MONb30BaTENbCKON KOH(UrypaumMm Aucka MoaaepXuBaeTcs
co3/JaHue pa3aesnios creaytoLmxX TUMoB:

— CTaHOapTHBIU pa3fell — pa3fen MOXET cofepXaTb (ainioByto cuctemy
WA NPOCTPaAHCTBO MNOJAKAaYKW, a TakXe BbICTyNaTb B KayeCTBe OCHOBblI AN
nporpammHoro RAID-maccuBa unu dunsmndyeckoro toma LVM,;

— LVM - pasgen ontumMusupyeT paboTy XeCTKux AUCKoB. [Mpu co3pgaHum
pasgena nornyeckuim Tom LVM 6yaeTt co3fnaH aBTOMaTUYeECKY;

— LVM cCc TOHKUM pe3epBUPOBAaHUEM - pasfen nepepacnpegenser
cBO6OAHOE MPOCTPAHCTBO MeXAy YCTPOMCTBAMWM B 3aBUCUMMOCTUM OT TpeboBaHWM
npunoxexHun. Mo Mepe Heo6XOAMMOCTM Myn MPOCTPAHCTBA MOXXET HapalinBaTbcs
AVMHaMu4yeckn (CM. NyHKT 3.2.4.6.2.7);

— RAID - kaxgomy aucky ebiaensetca oanH RAID-pasgen. Mpu Hannuuu aByx
n 6onee AUCKOB, BbiOpPaHHbIX A1 YCTAHOBKM rMNepBmn3opa, NosiBUTCA BO3MOXHOCTb
co3faTb nporpamMmMHbii RAID-mMaccuB (CM. NyHKT 3.2.4.6.2.8).

3.2.4.6.2.7 Co3panue rpynnbl TomoB LVM

LVM pacnpegensieT npocTpaHCTBO MeXAay AWHAMUYeCKU U3MeHSAEMbIMU
ToMamu. Pasgenbl pusnyeckoro gucka npeacrtaBfieHbl B KayecTBe (GM3NMYECKUX
TOMOB, KOTOPbl€ MOryT 6bITb 06BbEANHEHDbI B rpynnbl. B cBOO oyepeab, rpynnbl TOMOB
MOryT NOAPas3fAenAaTbCs Ha JIOTMYecKne TOMa, KOTOpblie MO MNPUHUMMNY pPabdoTbl
aHaNIOrMyHbl CTaHAAPTHBbIM AUCKOBbIM pasaenaM. Takum o6pa3om, Iormyeckme Toma
LVM ¢byHKUMOHUPYIOT KaK pa3aersibl, KOTOpble MOryT pacnosiaraTbCA Ha HECKONMbKNX
dbunsnyecknx guckax.
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Npynna TomoB LVM cospaeTcs 4epe3 mHTepdenc HacTpomku napameTpoB
pasgena. M3 Bbinagatowiero cnvucka "THUIT yCTPOUCTBA" BblbepuTe 3HaYeHne "LVM
C TOHKUM pe3epBUpOBaHUeM". B pesynbTaTe nosasutca cnucok "I'pymnmna Tomos"
C UMeHeM co3gaHHou rpynnbl TomoB LVM.

[ns HacTponku cosgaHHon rpynnbl TOMOB LVM HaxmuTe KHonky USMEHUTb.
Ha akpaHe nosBuTca MofasnibHoe okHO "HacTpolika rpymInbl TOMOB" (pucyHok 15).

HACTPOWKA MPYMNMA TOMOB
YkawuTe UMA ONA rpynna TOMOB 1 BuiDepuTe HUME Kak MUHUMYM OOWH OWCK.
Wma: | I |

Onucaxne Wmn

ATA VBOX HARDDISK (VBOX_HARDDISK_VBf6Sf8ebc-2eb7bbd3) sda !

(| 3awndposats

¥poeens RAID:  Her

MNonuTuka pazmepa: | ABTOMaTUYECKK -

OTmeHa CoxpasnTs

PucyHok 15 — HacTpowka rpynnbl TomoB LVM

Beegute wumsa ana rpynnbl TomoB LVM 1 BblbepuTe AUCK/QUCKN [ns
pa3mMelleHna pasgena.

MNpu HEO6XOANMOCTM co3aanTe nporpaMmHblin RAID-maccmB Ans rpynnbl TOMOB
LVM (cM. nyHKT 3.2.4.6.2.8). 3 Bbinagatowiero cnucka "YpoBeHb RAID" BbibepuTe
OQHO W3 CeAyoWmMX 3HaYEeHNA:

— RAID-0 (Nnpovn3BOAUTENIbHOCTb);

— RAID-1 (36bITOYHOCTD);

RAID-4 (npoBepka OLWKN60K);

RAID-5 (pacnpefeneHHas NpoBepKa OLWn6OK);
RAID-6 (npoBepKa OLMB0K C U36bITOYHOCTbIO);
RAID-10 (Npon3BOANTENbHOCTb, U36bITOYHOCTD).
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NMpumevaHune - [nsa wudpoBaHua pasgena rpynnbl TomoB LVM yctaHoBuUTe
dnaxok "3ammmdpoBaTs”.

Onpepenute pasmep rpynnbl TomoB LVM. W3 Bbinagatowero cnucka
"TlonmuTUKa pasMepa” BblbepmTe OHO U3 CNEAYHOLLUX 3HAYEHNNA:

— ABTOMAaTHYeCKU — pa3mep rpynnbl TOMOB 6yAeT OnpefeneH C y4eToMm
3aflaHHbIX MapaMeTpoB. BapuaHT sABNsieTCs ONTMMAanbHbIM, €CNn He TpebyeTcsa
OCTaBNATb CBOGOAHOE NPOCTPAHCTBO B NpeAenax rpynnbl TOMOB;

— Kak MOKHO OO0JIbllle — BblAeNsieTca MakCUManbHO BO3MOXHbIA pa3mMep
He3aBUCUMO OT KOHdUrypaumun. BapmaHT nogxoauT ansa xpaHeHus gaHHbix B LVM ¢
BO3MOXXHOW MepcrnekTUBON A06aBNEHUA HOBbIX WW HapaluBaHWA CYLLECTBYHOLMX
TOMOB;

— OUKCHUPOBAHHBIM — TOYHbIA pasmMep rpynnbl TOMOB YyCTaHaBnMBaeTcs
BPYYHYL0. BBeanTe B Nosie He06Xxo0ANMMOe 3HauyeHne pasmepa rpynnbl TOMOB.

Haxxmute KHonky CoxpaHuTb.

Ecnu pna cospanma RAID-mMaccuBa He XxBaTaeT AUCKOB, B HUXXHEM 4YaCTU OKHa
NOSABUTCA COOOLLEHNE C PEKOMEHAYEMbBIM KOJIMYECTBOM.

MpumMeyaHune — 3arpy3oyHblit pasgen /boot He MOXeT pacnonaraTbCcsa B Npegenax
norundeckoro toma LVM.

3.2.4.6.2.8 Co3spaHue nporpammHoro RAID-mMaccuBa

RAID-maccuBbl 06begUHAOT HECKOIbKO YCTPOWCTB XpaHeHUs Ansa obecneyeHums
AOJIHKHOI0 YPOBHSA NMPOU3BOAUTENIbHOCTU U OTKA30yCTONYMBOCTH.

RAID-maccuB cosgaetca oguH pas, nocne 4yero coctaB RAID-maccuBa MOXHO
KOPPeKTMpOBaTb NOCPEACTBOM A0OABNEHUSA MU UCKTFOYEHUS OUCKOB.

Ha kaxgoMm aucke MOXeT 6biTb co3aaH oanH RAID-paspen. Takum obpasom,
MakcuManbHbIn ypoBeHb RAID onpenensieTca KomM4yeCcTBOM AUCKOB.

Mpy Hanuuuu ABYX n 6051ee AUCKOB, BbIOPaHHbIX A YCTaHOBKM MMNEpBU30pa,
NOSABUTCA BO3MOXHOCTb CO034aTb nporpaMmHbii RAID-maccuB 4yepe3 uHTepdenc
HacCTpPOWKW MapamMeTpoB pasgena. M3 Bbinagatowero cnucka "Tun yctpoucrtsa”
BbibepuTe 3HayeHne "RAID". B peaynbtaTte nosButca cnmucok "YpoBeHb RAID" gns
Bbl6Opa OQHOr0 M3 creayroLmnx 3HaYeHUm:

— RAID-0 (IIpOM3BOOMUTEJIBHOCTb) — [aHHble pacrnpepensatoTcs Mexay
HEeCKOJIbKUMU AUCKaMMU. RAID-0 obecneymBaeT BbICOKUM YpPOBEHb
NPON3BOAMTENIbHOCTM 3a CcYeT o06beguMHeHUss [UCKOB B OOHO BUpTyasnbHoOeE
yctponctBo. HapgexHoctb RAID-0 HeBbiCOKas, TaK KaK OTKas OfHOro Aucka
npuBeAET K c60t0 Bcero maccmpa. [Ansa cosgaHnsa RAID-0 He06X04MMO Kak MUHUMYM
nBa pasgena RAID;
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— RAID-1 (MW30BITOYHOCTB) — WCNONb3yeT 3epKanupoBaHMe 3a CcyeT
KOMMpOBaHUA [aHHbIX Ha BCe JAUCKM B cocTaBe MaccuBa. [ononHuTeNbHble
YCTPOMCTBA NOBbILWAT YPOBEHb U36bITOYHOCTU. NS co3pgaHmsa RAID-1 Heob6xoanMo
Kak MMHUMYM faBa pasgena RAID;

— RAID-4 (mpoBepKka OIIMOOK) — [JaHHble pacnpepenstoTca Mexay
HECKONbKUMW JUCKaMK, HO MpU 3TOM OAWUH AUCK CAYXXUT ANA XpaHeHuss nHbopmayum
O YETHOCTM, YTO NOMOraeT BOCCTAaHOBUTb AaHHble B cnyyae c6os. HepgoctaTok Takowm
opraHMsaumn 3aksyaeTcs B TOM, YTO MHDOPMaLUA O YETHOCTU XPaHUTCA Ha OQHOM
AVCKe, 4YTO MpeacTaBnseT pUCK ANA O6Lein NpousBOAUTENIbHOCTM MaccuBa. s
co3paHus RAID-4 Heo6x0ANMMO Kak MUHUMYM Tpu pasgena RAID;

— RAID-5 (pacnpepnerieHHasi IIpoBepKa OLIUOOK) — KOHTPOJIbHbIE CyMMblI
N paHHble UMKIIMYECKU pacrpenensroTca Mexay anemMeHtamm maccumBa. RAID-5
6onee BocTtpeboBaH Mo cpaBHeHuto ¢ RAID-4 6narogaps napannenbHon obpaboTke
AaHHbIX. [nsa coszpaHmnsa RAID-5 Heo6xoaMMO Kak MUHUMYM Tpu pa3sgena RAID;

— RAID-6 (mpoBepKa OIIMUO60K C U3O6BITOYHOCTBIO) — aHanornyeH RAID-5,
HO KOHTPOJIbHble AaHHble KOMUPYKTCA Ha ABa ycTpoucTtea. [ns cos3gaHmsa RAID-6
Heo6XxoAMMO KaK MMHUMYM 4YeTblpe pasgena RAID (aBa pasgena Ans OCHOBHbIX
JlaHHbIX W Ba pasgena Ass KOHTPOJSIbHbIX AaHHbIX);

— RAID-10 (IPOU3BOOUTEIILHOCTS, N30BITOYHOCTD) - JaHHble
pacnpefenstoTca Mexay 3epkanbHbiMu Habopamu auckoB. RAID-10 n3 4yeTbipex
pasgenoB OyfeTr BkAoyaTb ABe 3epkanbHble napbl RAID-1. lpu 3TOM faHHble
nocnefoBaTeNlbHO pacnpefenarTcs Mexay napamu adanormyHo RAID-0. [Onsa
co3gaHna RAID-10 Heo6xo0AMMO Kak MMHUMYM 4YeTbipe pa3gena RAID.

ons COXpaHeHuna N3MEHEHNN HaXXMUTe KHOTMKY 06HOBUTb napameTpbl.

Ecnn pna co3panna RAID-maccmBa He xBaTaeT AUCKOB, B HMXHEW YacTU OKHa
MNOSIBUTCA COOBLLEHNE C PEKOMEHAYEMbBIM KOMTIMYECTBOM.

3.2.4.6.2.9 Tunbl ¢aitnoBbiX cUCTEM

Mpu HacTporike MONb30BATENbCKON KOH(UrypaumMm Aucka MNoaaepXuBaeTcs
co3gaHue GannoBbiXx CUCTEM CieAyHoLLMX TUMOB:

— XFS - BbicOKOMpou3BoauTenbHass MacwTabupyemas annopasi CUCTEMa,
pa3Mep KOTOPOW MOXeT gocturaTb 16 akcab6anT (16 mMunnmoHoB TepabainT). XFS
nopfep>xveaeTr Gainbl pasmepoM Ao 8 3kcabaWT (8 MUNNIMOHOB TepabainT) U
CTPYKTYpbl KaTasioroB C AecATKaMW MUJJIMOHOB 3anucen u BKo4vaeT dyHKLUMK
XXYpHaNuMpoBaHUSA MeTafaHHbIX, YTO rapaHTMpyeT 6bICTPOe BOCCTAHOBJ/IEHME B Cly4Yae
cbos, a Takxe noapepxusaetr pedparMeHTauulo U U3MeEHeHWe pasmepa 6es3
HEeO6X0ANMMOCTM OTK/IOYEHNS (GannoBon cucTeMbl. MaKcuMManbHO [ONYCTUMbIN
o6beM dannoson cuctembl XFS coctaBnset 500 Th;

— ext4 - ¢annosas cuctema, cosgaHHas Ha ocHoBe ext3. lNpenmyliecTBamu
ext4 asnatoTca nopaepxka 6onblimx dannoBbix cucteM u (annos, 6bICTPoE U
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abdekTuBHOE pacnpegeneHne nNpPoOCTPaHCTBaA, OTCYTCTBME OrpaHUYeHUn Ha YUCNOo
nogKaTasioroB B OAHOM KaTanore, 6bicTpass npoBepka ¢anoBOM CUCTEMbl U
HaJeXHoe BefeHMe )>XypHanoB. MakcumanbHO AOoNycTUMbIA 06beM (dainnosomn
cuctembl ext4 coctasnset 50 Th;

— ext3 - ¢QannoBaa cucTemMma, cosfaHHaas Ha ocHoBe ext2. [NnaBHbIM
npenMyLLecTBOM ext3 ABMseTCA NoALEpP)KKA XXYPHasoB, YTO COKpallaeT Bpemsi
BOCCTaHOBNeHUA ¢GannoBoM CUCTEMbI 6Gnarofgaps OTCYTCTBMIO HEO6XOAMMOCTM B
npoBepKe ¢ ucnosibaopaHnem ytunutol fsck;

— ext2 - ¢dannoBas cuctemMa Nogaep>XmBaeT ctaHgapTHble Tunbl dannos Unix
(06bl4YHble dhainbl, KaTanoru, CUMBOJIbHbIE CCbINIKM) U NO3BONISIET NPUCBanMBaTb UM
UMeHa ANIMHOM A0 255 3HAKOB,

— VFAT - ¢annosas cuctema Linux, coemectumas ¢ FAT n nogaep>xuaroas
ANWHHbIE uMeHa ¢annoB OC cemencTtea Windows;

— Swap - pasgen nogkadku ans opraHusauumm BupTyasnbHoW namsatn. Ecnu B
O3Y He xBaTaeT MecTa ANnsa 060paboTKM [AaHHbIX, HeaKTUBHble (parMeHTbl
nepemeLLaroTcs B 06/1aCTb NOAKAYKK, OCBOOOXKAAA MECTO A1 HOBbIX CTPaHUL;

— biosboot — He6onbLLIOW CTaHAAPTHbIN pasaen Ansa 3arpy3ku cucTeM Ha 6ase
BIOS ¢ guckoe ¢ Tabnuuen pasaenos GPT.

MpumeyaHue - lNpu pabote c darnammu 6onbloro pasmepa (Hanpumep, AUCKM
BUPTYalbHbIX MalLUMH) peEKOMeHyeTcsl Mcrnonb3oBaTh ¢ainoyto cuctemy XFS.

3.2.4.6.3 WnudpoBaHue pa3nenoB guckKa

lUndbpoBaHue pasgenioB Aucka MNO3BONSET 3alUMTUTb KOHUAeHUMUanbHble
[aHHble OT HeaBTOPU30BAHHOIO JOCTyna K CEpBEPHOMY O6OPYAOBAHMWIO, HO
HaK/agblBaeT AOMNOJIHUTENbHbIE 3KCMyaTalMOHHbIE OrpaHNYeHMsI.

IOnsa wndpoBaHMsa pasgenos Ancka ucnonbayerca mexaHnam LUKS.

Ecnu B cekuum napametpoB "llerieBoe YCTPOMCTBO YCTAaHOBKU" 6bin
ycTaHoBNEeH ¢pnaxok "3almundpoBaTh OAHHBIE", Ha 9KpaHe MosABUTCA UHTepdenc
CO3/aHusi Maposa AOCTyNa K 3almndpoBaHHbIM AaHHbIM (PUCYHOK 16).

MpumevyaHune — lMaponb goctyna Hago 6yAeT BBOAUTb KaXKAbl pas Npu 3arpyske
OC runepBu3opa, NoaToMy LWKMdpoBaHMe pa3fenos ANcka MOXeT b6biTb Hellenlecoo6pasHbiM B
NPOMbILLNEHHOM pexnme dyHKunoHnpoBaHusa ROSA Virtualization, Tak kak CHWxaeTcs obLias
NpOM3BOAUTENBHOCTb paboTbl ¢ CucTeMon BUpPTyanuMsauun. Takxe obpaTtuTe BHUMaHMWE, YTO
B Cnyyae yTepu naponbHow ¢pasbl 3awmndpoBaHHble pasgenbl M UX AaHHble 6yayT
HeOCTYMHbl — BOCCTAaHOBUTb JOCTYN 6yAeT HEBO3MOXHO.
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MAFONb WADPOBAHWA OWCKA

B Buifipany wndposaHne paHHb. HeobxoauMo co3paTk Napons OOCTYNA NpW 3anycke
ONEepPaLMOoHHOM CUCTEMBI.

lNaponsHas ¢opaza; | eeseesese

B3 us ([ Y | ok

MNopTreepxaeHme: "-------|

MpepynpexpaeHune. [Npy 3arpy3ke CUCTEMBLI NEPEKNIOYEHME PACKNAAKWA B OKHE BBOMA NapONLHOW
tppazw ByOeT HepoCTyNHO.

OTMmena CoxpaHnTe naponsHylo dpasy

PucyHok 16 — Co3gaHue napons g4ocTyna npv Ucnonb3oBaHUM LMbpPOBaHMA AMCKa

B none "ITaposipHas ¢pasa"” BBeanTe naposibHyto ¢paasy, Npum aToM obpaTuTe
BHMMaHMEe Ha packnafky KnaBuaTtypbl (pucyHokK 16). [na U3MeHEHWs packiafKu
KnaBnaTypbl HaXXMuUTe Ha 3Ha4yok E. Ecnu BBefeHHbIN naponb ABASETCA cnabblM, Ha
9KpaHe nosiBUTCA NHbOPMaLMOHHOE COOBLLIEHNE C MPeayNpPeXAeHNEM.

B none "IlogTBep>KOeHUe" BBeAUTE Napofib AOCTynNa elle pas, nocne 4yero
Ha)xmMuTe KHonKy CoXpaHnTb NaposibHYyl ¢pasy.

3.2.4.6.4 Bbi60p pucKa pna yCTaHOBKU 3arpy3umka

3arpysuMk — nepBas nporpaMma, 3anyckaemass rocne BKJIHOYEHMS
KOMMbIOTEpa, KoTopas nepegaet ynpasneHue aapy OC.

OC runepsusopa ncnonbayet 3arpysunk GRUB2.

Mpy Hanuuuu ABYX U 60s1ee AUCKOB, BbIGpPaHHbIX A YCTaHOBKM MMNepBU30pa,
noTpebyeTcs BPYy4YHYHO OnpedennMTb Heo6XOAUMbIA 3arpy3o4yHblii guck (pucyHok 17).
MNepexoa no ccbinke "IIojmHasg CBOOKA IO OUCKAM UM 3arpys3uyUKy" OTKpoeT
nHTepdenc Bbibopa AMUCKa, Ha KOTOPOM 6yAeT YCTAHOBJIEH 3arpy3yuK.
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BBIEPAHHEIE OWMCKA W 3ATPY3HMK

BriSpaHHble guckn

ATA VBOX HARDDISK (VBOX_HARDDISK_VBfo9f8ebc-2eb766d9) sda 51,33 Twb

Buibpan 1 puck; émkocts 51,33 Mwb; ceobopHo 1,84 Mub

3aKpuTb
PucyHok 17 — Bblbop AMcKa Ans yCTaHOBKM 3arpysyumka

Mo ymMonyaHuio 3arpy304yHoe YCTPOMCTBO OTMEYEHO (GnaKkoM. YTobbl
YyCTaHOBWUTb 3arpy3unk Ha Apyroe yCTPOMUCTBO, BbIGepUTE ero U3 Crnmncka n HaxxMmuTe Ha

KHOMKY CpenaTb 3ar py3o4HbIM.

[Ans Bo3BpalleHns K uHTepdency cekuyun "llesreBoe yCTPOUCTBO
YCTaHOBKHU" HAaXXMUTE KHOMKY 3aKpbiTb (pucyHok 17).

Mo ymonyaHuto 3arpy3unk GRUB2 6ypeT yctaHoBneH B obnactb MBR ans
aucka (c KopHeBoit ¢haioBon cucTemoit) paamepoM MeHblwe 2 Tb unu B obnacTtb

GPT - ansa gucka pasmepom 6onblue 2 Thb.

3.2.4.7 Umsa xocTa 1 ceTeBble NOAKJIIOYEHUA runepBu3opa

NHTepdenc cekunmn "CeTb ¥ UM4 XOCTA" nNpefHasHavyeH Ans yKkasaHUs UMEHU
XOCTa M HaCTPOWKM NapaMeTpPOB CETEBbIX aflanTepoB rmnepensopa (pUcyHok 18).

BakHo - 3ajaHve MMeHM XOcCTa SIBNSieTCA 006s3aTeNibHbIM A NpoBeAeHUs
yCreLwHoN yCTaHOBKM CUCTEMBI.
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BaxxHo - [InA yctaHoBKM W Hadana okcnnyataumm ROSA Virtualization
Heo6XoAUMO HaCTPOUTb KakK MMHMMYM OAWH ceTeBoW apantep. [logkntoyeHue
OCTalilbHbIX CeTeBbIX afanTepoB [OMNYCKaeTCA BbINOMHUTb MOC/Ee YCTaHOBKMU
runepsn3opa C NOMOLLbIO CPeACTB aAMUHUCTPUPOBAHUS.

F Ethernet (enp6s18) _—
2 R Hat, Inc. Virtio network device |jp| Ethernet (enp6s18) -j
= MogknioyeHo

AnnapatHeiiA appec BC24:11:1F:5F73
Cropocts
Appec IP 10.10.20.6/24
MappyT no ymonuaduio 10.10.20.1
DN5 10.10.20.1

HactpouTs...

WMma xocta: | rvhostl.rosalan MpuMeHuTL Tekyuiee uma xocTa:  rvhostl.rosalan

PucyHok 18 — CeTeBble afantepbl U UMSA XOCTa

3.2.4.7.1 Ama xocTa

Mma xocTa rmnepeu3opa ABNAAETCA Heo6Xxo4MMbIM napameTpomMm And
KOH(I)VIprVIDOBaHMFI CUCTEeMbI Ha aTare npe,qBapMTeanon noAroToBkn K yCTaHOBKeE

B none "ViMsa y3ma" BBeauTe MosiHOE AOMEHHOE MMSA XOcTa runepsusopa

(hanpumep, "rvhostl.rosa.lan") n Haxxmute kHonKy MpuUMeHUTb. Kaxkabl XOCT C
yCTaHOB/IEHHbIM TMNEPBMU30POM A0/IHKEH UMETb YHUKANIbHOE UMS B OMEHE.

Ba)xHO — MMsi xocTa runepBu3opa LOMKHO 6biTb AENCTBUTENIbHBIM UMEHEM
DNS, B KOTOpPOM pa3speluaeTcsi UCMOb30BaTb TOMbKO Lndpbl, CUMBONbI andasuTa U
nedwuc ("-"). Apyrne cMMBOMbl B UMEHM XOCTa (Hanpumep, HUXHee noayepKMBaHUe)
npuBeayT K c60siM B paboTe cnyx6bl DNS. Kpome Toro, ms xocta [OMKHO COCTOSAITb
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TONIbKO M3 CMMBOJIOB B HWXHEM perucTpe, NMponucHbie 6yKBbl B UMEHM XOCTa He
LOMyCKatoTCs.

3.2.4.7.2 CeTeBble NOAKNIOYEHUS

lNporpaMmMa YCTaHOBKW ruUnepBm3opa aBTOMATUMYECKUM HanAeT [OCTYMHble
ceTeBble MHTepdENCbl U 0TOOPA3UT UX CMMCKOM B IEBOM YaCTM OKHa cekumn "CeTb U
nuM4 xocra".

[na noakntoyeHns ceTeBoro nHtepdenca BblbeputTe HEO6XOANMbIN aganTep B
CNUCKe M yCTaHOBMTE nepeknaroyatenb B MnosioxeHue "[", a Ans OTKAKOYEHUs — B
nonoxexwue "O".

[ns HACTpOMKM napaMeTpoB BblbepuTe HEOOXOANMDBIN CeTeBON MHTepdelc B
CMUCKe U HaXXMuTe KHOMNKy HacTpouTb. Ha akpaHe NoABUTCA OKHO C napamMeTpamMmu

nHTepdeitica (NepeyeHb [OCTYMHbIX MapaMeTpoB 3aBWUCMT OT TWMa CETeBOro
coepuHeHus) (pucyHok 19).

CETb 1 UMA XOCTA YCTAHOBKA ROSA VIRTUALIZATION 3.1
loToeo Bus Cnpaexa
. ]
M3amenenne enpbsls x
WmA coeguHeHns | enp6sl8
OcHoBHOE Ethernet CTtanpapt bezonacHocTh 802.1x DCB Mpokck MapameTpel IPV4 MapameTpel IPV6
MeTon Bpy4Hyo -
Appeca
Appec Macka ceTH Lintos3 NobapuTe
10.10.20.6 255.255.255.0 10.10.20.1

Yoanute

Cepeepel DNS | 10.10.20.1
MowuckoBbIR foMeH | rosa.lan
D knueHTa DHCP
|z TpeEOBaTb afpecaumo IPvd nna aToro coefJUHEHUA

MapwpyThbl...

OTMEHWTb CoXpaHWTb

TR wocTa: | localhost.localdomain [T TIpAMEnnTE | TERyiliee WMA Xocra: - localnost. localdomain

PucyHok 19 — [NapamMeTpbl ceTeBOro coeAnHeHus: |IPv4, noaknroyeHne Bpy4HyHo,
"TpeboBaTs appecanuio IPv4 njig sToro coequHeHus"
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[ns aBTOMaTU4ecKoro noAkKno4yeHns Heob6xoaMMoro CeTeBoro MHTepdenca B
npouecce 3arpy3dku OC runepBusopa yctaHoBuTe ¢Gnaxok "ABTOMaTHUYECKHU
MMOOKJIIOYAThCSI K 3TOM CEeTH, KOTa OHa JOCTyMnHA" Bo Bknagke "OCHOBHOE" ¢
06LMMM NapamMeTpamMm faHHOro nHTepdelica.

3.2.4.7.2.1 HacTpoiKa napamMeTpoB CETEBOro NOAK/IOYEHUSI C aBTOMaTUYECKUM
KOoHpurypuposaHuem no npotokony DHCP

Mo ymonuaHuto ceTeBble napameTpbl IPv4 w©n [IPv6 HacTpauBatoTcs
aBTOMaTMyecku no npotokony DHCP (pucyHok 20).

W3MeHeHWe enp0s3

Ha3eaHue coeaWHeHws: | enp0s3

MapameTphl IPv4

MeToa: | ABTomaTwuyeckuit (DHCP) =

Additional static addresses

OobaeuTe
Yoanute
AononHWTeneHble cepeepbl DNS:
OonoNHWTeNbHLIE NOWCKOBLIE AOMEHBI:
ID knneHTa DHCP:
TpeboeaTe agpecauuio IPv4 0ns 3TOM0 CORANHEHWS
MapwpyThl...
OTMEHWTE CoxpaHWTe

PucyHok 20 — HacTpowka IPv4 ¢ aBToMaTU4eCKUM KOHbUIypMpoBaHUeM no
npotokony DHCP

MpumeyaHne - Tllpn wncnonb3oBaHUM aBTOMATMYECKOM HACTPOWKM CeETEBbIX
napameTpoB no npotokony DHCP Heobxoanmo Hanunume B cetu DHCP cepBepa n gobasneHune
XoCTa Ha KopnopaTuBHbii DNS-cepBep, KOTOpbI WUCMONb3yeTCA AN paspelleHnss UMeH
XOCTOB B JOMEHE.

3.2.4.7.2.2 HacTpoiKa napaMeTpoB CETEBOro NOAKI/IIOYEHUSA C UCNONIb30BaHNUEM
cTtaTudyeckoro IP-apgpeca

Ina HacTpoOMKW ceTeBOro CoefMHeHus C Ucnosib3oBaHWeM crtaTtuyeckoro |P-
agpeca nepengute Ha Bknagky "IlapameTpsl IPv4" n Bbibepute n3 BbinagaroLlero
cnucka "MeToq" 3HayeHne "Bpy4uHyI0" (pUCyHOK 21).
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CETb 11 MUMA XOCTA YCTAHOBKA ROSA VIRTUALIZATION 3.1
loToeo Eus Cnpaska
. ) ) ) 2
W3meHeHue enp6s18 x
Wims coeauHeHns | enp6s18
OcCHOBHOe Ethernet CTaHpapT De3onacHOCTH 802.1x DCB MNMpokcu NapameTpu IPV4 NapameTphl IPV6
MeTon Bpy4Hyo -
Appeca
Appec Macka ceTn Linww3 [obaenTb

255.255.255.0 10.10.20.1

Yoanmte

Cepeepsl DNS | 10.10.20.1
Mouckosbli goMeH | rosa.lan
D knueHTa DHCP
Eﬂ TpeboeaTe agpecaunio IPv4 ANs 3Toro coeguHEHUs

MapLUpyThi...

OTMEHWUTL CoXpaHWTk

VTmA¥ocTa | localhostlocaldomarn [T TIPWMERVTE | TERyIIEe WMA XoCTa:  ocalnost. [ocadomain

PucyHok 21 — HacTpoiika napameTpoB IPv4: BpyyHyto (cTaTudeckuit IP-agpec), IP-
azpec, Macka noacety, w03, DNS-cepsep, LWAKO3 U MOUCKOBbIN JOMEH

Haxxmure KHOMKY ﬂ06aBVITb n BBeEOUTE B COOTBETCTBYHOLMUE NMONA
Heo6XoAMMble 3HAYEHUsI CTaTUYECKOrO IP-ap,peca MHTep(beVlca, MacCKu CeTn 1 WKo3a.

Ba)xHo — [lepen NpMCBOEHUEM XOCTY cTaTuyeckoro IP-agpeca ybegurtech, 4To
AaHHbIN IP agpec He ucnonb3yeTca ApyrMuMn XocTamMum B CETU U He BXOOMUT B AManasoH
IP-apgpecoB, aBToMaTuyecku Bbigensembix DHCP cepsepom.

B none "CepBeprr DNS" BBeguTe 3HaveHue IP-agpeca KopnopaTUBHOIO U/nnu
BHeLHero ny6nmyHoro DNS-cepBepa, KOTOpPbIN UCNOMb3yeTca AN pa3peLleHns MMeH
XOCTOB B pAoMeHe (npv Heo6XoAMMOCTU YKauTe Heckonbko |P-agpecoB DNS-
CepBepOB Yepes 3ansaTyho).

B none "IIOMCKOBBIM JOMEH" yKaXuTe HauMeHOBaHMEe AOMeHa (Hanpumep,
"rosa.lan").

YctaHoBuTe ¢dnaxok "TpeboBaTp appecaunuio IPv4 [Ojg  9TOro
coenquHeHUus".
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ANna npuMeHeHUs caenaHHblX W3MeHeHUI HaxMuTe KHonmky CoXpaHuTb
(pucyHok 21).

[Ons po6aBneHnss U HACTPOWKK HOBOro BupTyanbHoro uHtepdeinca (VLAN u
nHTepdencobl, cosfaHHble NMOCPeACTBOM O6beAuMHeHUs (IrpynnupoBKM) GU3NYECKUX
CeTeBbIX aflanTepPoB) HAXXMUTE KHOMKY + B JIEBOM HUXHEN YacTu OKHa cekummn "CeTb
U UM XocTa".

Ana ypaneHus BblI6paHHOrO CETEBOro WMHTepdenca M3 crnucka nporpammbl
YCTaHOBKW HAXMUTE KHOTMKY —.

Nocne HaACTpPOMKWM CceTeBbiX MapaMeTpoB HaXmuTe KHornky [oToBO And
BO3BpaLLeHusi B MeHto "CBoOIKa YCTAaHOBKHU" (PUCYHOK 21).

3.2.4.8 NMNaponb pana y4yeTHOU 3anucu cynepnosib3oBarens root

YyeTHaa  3anucb  cynepronb3oBaTensa  root  npegHasHayeHa @ AnA
agMuHuctpmupoBaHma ROSA Virtualization. [1na yyeTHOM 3anucu cynepnosib3oBaTens
root KpavHe BaXXHO YCTAaHOBUTb HaZEXHbIV Maposib, YTOObI MCKJTHOYNTb BO3SMOXKHOCTb
HecaHKLUMOHMPOBAHHOro gocTtyna K pecypcamMm ROSA Virtualization.

MNpu BblIGOPE M WCNONb30BaHMM Mapofii PeKoOMeHAyeTcsi cnefoBaTb
cnepyroLWUM npaBuiam:

— AJZIMHa Napons AOMXHA 6bITb HE MeHee 8 CUMBOJIOB;

— UCMNONb3yWTe ANA Napofia He TOMbKO 6YKBbl U LUdPbI, HO U CNeLCUMBOJIbI
("@", "#", S, &, "%, " TN,

— UCMONb3yWTe ANA Napofisi Kak CTPOYHble (B HMXXHEM perucTpe), Tak U
MponucHble (B BEPXHEM pernctpe) 6ykBsbl;

— He ucnonb3yhTe Ans naposs oblieynoTpebuTenbHble CNoBa, B TOM 4yuche
MMeHa COOCTBEHHble. HapaexXHbl naponb  AO/MKEH NPeacTaBnATb  CO6OW
6eCCMbIC/IEHHYIO KOMBVHALMIO CUMBOJIOB;

— HUKOrAa He 3anucbiBaiTe Maposib (HU Ha 3NEKTPOHHbIX, HU Ha GYMaXKHbIX
HOCUTENSsX);

— HMKOMY He cOoo6LanTe Naporb;

— 3arnoMHUTE Naposb, YTO6bI He 3a6bITb €ro.

B okHe cekuun "Ilaposib root" BBeguTe 1 NoATBEpAUTE NapoOsb 4S8 YYETHON
3anucu cynepnosib3oBaTtens (PUCYHOK 22).
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loToRo Eus Cnpagka

YuertHas 3anucs root npepHasHayeHa onA aoMWHACTPUPOBEHWA CUCTEMBI BBED,HTE naponk NONb30BaTeNA root.

I-Iaponbroot: ssssssassnnes

nDﬂTBEPPKJJ,EHME: ssssssassnnes

PucyHok 22 — BBog u noaTeepXxgeHne napons y4eTtHom 3anmcu root

MpumeyaHue — [Npu BBOAE CAULLIKOM MPOCTOrO Maposisi mporpaMmMa YCTaHOBKM
BblacT COOTBETCTBYHOLLEE MPeaynpexneHne, 1 B 3TOM Cllyyae PeKOMEHAYEeTCA CMEHUTb
naposib Ha 6onee HafeXHbIN.

MNMocne BBOAA Mapofisi HaXXMWUTe KHOMKY FOTOBO A/ BO3BpPALLEHUS B MEHO
"CBOKa yCTAaHOBKHU".

3.2.5 Hayano m xoa npouecca yCTaHOBKMU

[lns cTapTa npouecca YCTaAHOBKW TUMepBU3opa HaXMuUTe KHOMKy HavaTb

YCTaHOBKY, KOTOpas CTaHeT AOCTynHon B MeHo "CBOIKa YCTAaHOBKHU' nocne
HaCTPOWKWN 06s13aTesbHbIX NapamMeTpoB (pUCyHOK 23).
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—I CBOOKA YCTAHOBKN YCTAHOBKA ROSA VIRTUALIZATION 3.1

‘ Hus Cnpaeka

POCA

PEMMOHASBHBIE HACTPOMKY  MPOrPAMMHOE OBECMEYEHME CUCTEMA

E KnaB_uaT)(pa ) @ If"lc'rouH_MK YCTaHOBKM Mecro ycTaHoBkM
Anrmuickain (Asrmaickan ToxansHswe HocuTens Bubparo
(amepurarickan))...commi (Pycckan) SETOMATHYE. .EHHE [CKE
AsblkoBas nopaepxka ﬁ BblEop nporpaMmM KDUMP
Pyccw (Poccun) XocT supTyanm3anm Kdump sxmouer
e Lata/epems =P Cerb W UMA XOCTa
Hacosoh noac Espona/Mockea (- Mposomyioe coemretue (enpbs18)
YETEHOBNEHO
n Monutuka GesonacHoctn
MAPAMETPbI MOMb30BATENEN S T

C: Maponk root

Mapons root 3ana

Lvcki He MOOBEIHYTCA M3MEHEHMAM 00 TEX IMOP, MOKd He :5',"1397 HaXdTd KHOMKS Haddlna yLTaHOBK.

PucyHok 23 — CBojKa yCTaHOBKM

MporpaMma ycTaHoBKM Anaconda BblAeNIUT MeCTO Ha BblGpaHHOM AUCKe U
HaYyHeT YCTaHOBKY rnnepeunsopa.

Xop npouecca YCTaHOBKM OTOGpaXaeTcs Ha 3KpaHe B BMAe MHAMKATOpa
nporpecca (pUcyHok 24).
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m XoO YCTAHOBKWN YCTAHOBKA ROSA VIRTUALIZATION 3.1

‘ BEus Cnpaexa

POCA

€ Cospanme initramfs

Brxog Mepezarpyzka cuctem

PucyHok 24 - lNpouecc yctaHoBkn ROSA Virtualization

3.2.6 3aBeplLueHMe yCTaHOBKM

[inA 3aBeplUeHUs YCTAaHOBKU Ha)XMWUTe KHOMKY [lepesarpyska CUCTEMbI,
KOoTopas CTaHeT [AOCTYMHOWM Mocsie YyCrewHOro OKOHYaHWA Mnpouecca MHCTanNsaumm
rmnepeuaopa (pMcyHok 25).
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= Xo[O YCTAHOBKN YCTAHOBKA ROSA VIRTUALIZATION 3.1

‘ Hus Cnpaeka

POCA

loToeo

Ycranoeka ROSA Virtualization Beina ycnewHo 3apepuieda, Bcé rotoso k pabote.
[na Hayana paboTw NepesarpyauTe cucTemy.

Flepe:sarpy:u(a CUCTEMBEL

L2y Mcnone3oeaHve 3Toro NpoaykTa NoAneXuT NULIEHIMOHHOMY COMMALLIEHMIO, pacnonoxeHHomMy B /usr/share/rosa-release/EULA

PucyHok 25 — 3aBepLueHue npoLiecca yCTaHOBKMN

N3Bnekunte DVD- nunmn USB-HakonuTesib, C KOTOPOro BbIMOJIHAMNACh YCTaHOBKaA.

Nocne nepesarpy3kn CUCTEMbl BbIMOMHUTE BXO4 B Beb-UHTepdenc
agMUHUCTPUPOBAHUA XOCTa rmnepeusopa Ass Npoao/HKEHNSS HACTPOMKN U YCTAaHOBKM
komMmnoHeHToB ROSA Virtualization.

MpumevaHune — [ns passepTbiBaHuss ROSA Virtualization B 6a3oBoW KoHbUrypawmm
YyCTaHOBUTE Kak MMHUMYM 3 rMnepBmn3opa Ha pasfiMyHbIX XOCTax.

3.2.7 Bxop, B Be6-uHTEep(eic xocTta runepeusopa

Ons pocTtyna K Be6-uHTepdency xocTa rvnepeMsopa BBeauTe B aApecHOM
CTpOKe 6pay3epa (Ha BHeLUHel paboyei CTaHUuuKn) JOMeHHoe umMa unu IP-agpec xocTa
runepeuaopa c 06a3aTeNibHbIM YKa3aHWeM nopTa NoAK/IYeHnsa — "9090", Hanpumep:

https://rvhost1.rosa.lan:9090

Ha akpaHe nosABUTCS OKHO aBTOpu3auuu nHtepdeiica.
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MpumeyaHune - lpu nNepBoM Bxofe B Beb-MHTepdenc runepensopa B 6paysepe
MOXeT oTobpasuTbes "[IpenynpeskgeHue: BeposaTHasa yrposa 6e3onacHoCTU". B aTom
crnyyae HaXmuTe KHOMKy [OMoNMHUTENbHO, a 3aTeM Ha KHomnKy [puHATbB puUck U
npopjomxmTb. [pegynpexaeHve o 6e30NacHOCTU CBSA3aHO OTCYTCTBMEM B 6paysepe
cepTudmKaTa, MCNOsIb3yeMOoro Nnpu yCTaHOBKe XocTa BUpTyanu3auum "rvhost1".

Ona nepBMYHOM HACTPOMKM W aAMUHUCTPUPOBAHUA XOCTa runepBusopa
OCYLLLeCTBUTE BXOA B MHTEP(ENC OT MMEHM YY4E€THOM 3anncu cynepnosib3oBaTens root,
MCMonb3ys NapoJsib, BbibpaHHbli paHee (cMm. n. 3.2.4.8).

Ana Bxoaa B uWHTepdeic BBeaAUTe UMSA (NTOMMH) M Naponb Mosb3oBaTensa B

COOTBETCTBYIOLLME MOJIA, MOC/E YEro HaxXMuTe KHOMKY Bxop B cucTemy (pUCyHOK
26).

ROSA Virtualization

Wms nonb3oBatens

Mapone

p Apyrue napameTphb

Bowtun

Cepsep: rvhost1.rosa.lan

Borigute B cucTemy C MOMOLLbO
CBOeli YY4ETHOI 3anuncu noab3osatens
cepBepa.

PucyHok 26 — OKHO aBTOpu3aLmm Beb-uHTepdenca xocTa runepemsopa

B cnyyae ycnelwHol aBTopu3aumm oTKpoeTca cTpaHuua nHTepdeitca (Bknagka)
"O630p", KOTOpas 3arpy)aeTcsi Mo YMOSYAHUIO M COAEPXUT obLime CBefeHusa o
XOCTe runepeusopa (pucyHok 27).
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[ns nepemelleHuss No cTpaHMUaM uHTepderica UCMnonb3ynTe Heob6XxoAuMble
BKJ1aAKN NaHenn HaBuraLlum.

root@
Momouwp CeaHc ~
rvhost1.rosa.lan @ iy Q

Q Momck rvhost1.rosa.lan BeinonHsietcs ROSA Virtualization 3.1 Mepesarpyska .

MpunoxeHuna

Buptyanusauua

3p0poBbe Mcnonb3oBaHue
T— & MocnepHnii yaauHelii Bxoa: 04 desp., 20:28 un 0% 13 8 npoLieccopos
Ha
CMOTpeTb NCTOPUM BXOA0B MNamats u 0,51/7,5GiB
0630p
XypHabi CMOTpeTb METPUKM 1 UCTOPUIO
XpaHunuie
i CBefleHVs o cucteme HacTtpoiika
YUBTHble 3anucun Mogenb QEMU Standard PC (Q35 + ICH9, Wwmsa y3na rvhost1.rosa.lan
2009) peaakTpoBaTb
Cnyx6el NaeHTndukatop d875d675631448ec876c55e4415 CucteMHoe Bpems 4 ¢esp. 2025r., 20:32
cucTembl 97d77
[AomeH MpucoeanHNTLCA K AOMEHY
WNHCTPYMEHTBI Bpems pabotbl 4 MUHYTBI
MNpoduns
virtual-guest
NpoV3BOANTENBLHOCT
Jamn sagpa
Cryptographic policy Mo ymonuaHuo

ﬂ,marHocmuecme OTYETbI
MpocMOTpeTh cBegeHIsi 06 060pyA0BaHNM Kntouwn Secure Shell MokasaTb oTneyaTku

TepmuHan

SELinux

PucyHok 27 — UHTepdeiic xocTa runepeusopa ([aHenb HaBurauuu, Cekumm
"3moposbe", "Hcmosib3oBaHue", "CBemeHus o cucteme", "HacTporiika")

3.3 HacTtpoiika cucTeMHbIX NapamMeTpOB XOCTa rMnepBu3opa

HacTpoiika  napamMeTpoB  CUCTEMHOINO  OKPY)XE€HWsI  ocyllecTBisieTcs
aAMUHUCTPATOPOM B KOHCOJIM KaXXA0ro U3 XOCTOB C YCTaHOBMEHHbIM MMNEPBU30POM.

3.3.1 [locTyn K KOHCOMU C UCTNO/Ib30BaHMeM Beb-uHTepdeica

[na poctyna K KOHCONM B BebG-uHTepdence xocTa neperanTe Ha BKagky
"TepMuHan" naHenu HaBuraumm uHTepdenca COOTBETCTBYHOLLErO  XOCTa
runepsu3sopa (pucyHok 28).
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root@
Momouwp CeaHc ~
rvhost1.rosa.lan @ iy Q

Q Mouck root@rvhostl:~ Pasmep wpupta — 16 +  CTUNb OTOBpaxeHUsi UEépHblitv

[root@rvhostl ~]#
MpunoxeHns

Buptyanusaums

Cucrema

0630p

XypHanb!
XpaHunuie
CeTb

YuéTHble 3anucu

Cnyx6bl

WHCTpyMeHTbI

Jamn azpa
[lnarHoctnyeckme oT4HETHI
TepmuHan

SELinux

PucyHok 28 — KoHconb (TepMUHan) xocTa runepB13opa, C AOCTYNoOM Yepes Beb-
nHTepdenc

3.3.2 [locTyn K KOHCONM € ucnonb3osaHnem SSH

ons OOCTYyNna K KOHCOJ1M XOCTa MO>XXHO BOCMNOJIb30OBaTbCA SSH-coeanHeHunem.

Ona nonyyeHus pgoctyna K KOHConu yepe3 SSH ucnonb3ynte MMsa yyeTHOM
3anucu cynepnosib3oBaTtesisi root v naposnb, Bbi6paHHbIi paHee (cM. 1.3.2.4.8).

BbinonHWTe KOMaHAy B TePMUHale, yKkasaB MMs XocTa (B MpUMepe HMXe UMS
xocTa "rvhostil.rosa.lan" 3aMeHnTe Ha UMA XOCTa, pa3BepHyToro B Bawem LIOM):

# ssh root@rvhostl.rosa.lan

MpnmMeyaHune - KomaHAbl NO HacTpoMKe XOCTa, yKasaHHble B pasfeniax Huxe,
MOFYT BbINOJIHATLCA B KOHCOMM C AOCTYrNoM 4eped SSH mnu B TepMuHane, OTKPbITOM B
6paysepe Be6-mHTepdence agMMHUCTPUPOBAHMNS XOCTa.
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3.3.3 Pa3pewieHune umeH DNS

Mpu oTcyTcTBUM B ceTn cepBepa DNS ncnonbsyinte KOHGUIrypauMoHHbIA dann
/etc/hosts gna HacTponkn paspelwieHna nmeH DNS B IP-agpeca ceTeBbIX pecypcosB.
KoHdurypaumoHHbin dann /etc/hosts cogep>Xut NocTpoyHblin cnmcok IP-agpecoB u
cooTBeTCcTBYHOLWMX UMeH DNS ans nx npeobpasoBaHus npu obpaLLeHnn.

3.3.3.1 PepaktupoBanue d¢anna /etc/hosts ¢ ummeHamm xocTos,
MCNoJIb3yeMbIX B CUCTEME

B kKoHconu xocta oTkponTe pegakTop mcedit n ykaxute B ¢anne /etc/hosts
IP-agpeca n nmeHa DNS Bsanmopenctyrowmx KomnoHeHToB ROSA Virtualization -
XOCTOB C YyCTaHOBJIeHHbIMU runepsmnsopammn, BM CYCB u cepsepa IPA.

IAns Hayana pepakTupoBaHus @danna /etc/hosts ¢ ucnonbsoBaHWeM
pegakTopa mcedit BbINOMHUTE KOMaHAY B KOHCOJM:

# mcedit /etc/hosts

MNocne 3aBeplUeHUs pefakTUpOBaHWUA BbIAAUTE M3 pPefakTopa, COXpaHuB

pesynbTaT. [1ns Bbixoga U3 pefakTopa MOXHO MCnofnb3oBaTb KHonky Esc. Ecnu B
dann 6binn BHECEHbI N3MEHEHMS, TO BaM NPeAsIoXaT UX COXPaHUTb WM BbINTU 6e3
coxpaHeHus. Bbibepute onunto "CoOXpaHUTh IPU BeIXome" — "I1a" ans coxpaHeHus
BHECEHHbIX UBMEHEHUI NpU BbIXoe U3 peAakTopa.

[MpnmMeyaHun

1) Ons coxpaHeHus pe3ynbTaTOB pefakTupoBaHus ¢daina B pepaktope mcedit
HaxxmuTte F2. [Ina BbIxoAa u3 pepakTopa HaxmuTte F10. MNpu ncnonb3oBaHuu pegakropa B

OKHe 6pay3epa Bbl MOXXeTe HaXkaTb Ha KHonku F2 n F16, ncnonb3ysa Kypcop Mblln U NEBYHO
KNaBuLly MblILLWN.

2) Bbl Tak)ke MoKeTe UCMosib30BaTb A/ peAaKTUPOBaHUS NO6GON ApYroi TeKCTOBbIN
pefakTop, Harnpumep Vi.

Ons pepakTupoBaHusa daina ¢ MCNOSIb30BaHWEM pefakTopa Vi BbIMOJIHUTE
KOMaHAy:

# vi /etc/hosts
[ins BbIxo4a U3 pefiakTopa Vi He06X0AMMO UCMONb30BaTb KOMaHAY :d.

[ns nepexofa B peXuM pefakTupoBaHust B pegaktope Vi (pexum "INSERT")
HakmuTe knaBuwy Insert. [Mocne BHeECEHUss HEOOXOAUMbBIX U3MEHEHWUA HaXMUTe
knaBuwy Esc, 3aTeMm BBeANTE KOMaHAY : X.

O3HakoMUTbCA rlo,u,po6Hee C KOMaHAaMK TEKCTOBOIO peaaKTopa V1 Bbl MOXeTe
B UHCTPYKUMN K AaHHOMY TECTOBOMY penaKTOPYy.
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Mpumep d¢anna /etc/hosts ¢ IP-agpecamm u umeHamum DNS
B3aMMOAeNCTBYyOWMNX KOMMOHeHTOB ROSA  Virtualization - xoctoB ¢
ycTaHoBneHHbIMU runepeusopamu, BM CYCB u cepBepa IPA:

10.10.20.4 susv susv.rosa.lan # BM CYCB

10.10.20.6 host1 rvhost1.rosa.lan #
XOCT runepsusopa

160.10.20.7 host2 rvhost2.rosa.lan #
XOCT runepemsopa

10.10.20.8 host3 rvhost3.rosa.lan #
XOCT runepemsopa

10.10.20.9 ipa ipa.rosa.lan # cepBep IPA

MoBTopuTe Mpoueaypy peldakTupoBaHus daitna /etc/hosts Ha kaxaom wus
XOCTOB C YCTAHOBJIEHHbIM r'MMNEPBU30POM.

[MpnmMeyaHunn

1) YkazaHHble B TekcTe Bbllwe IP-agpeca CYCB, xocToB BMpTyanusauuu, cepepa IPA
ABNAKOTCA NpUMMepoM. Mcnonb3ynte Ansa cosgaHus KOHGUrypaunmoHHbix ¢annosB IP-agpeca
CYCB, xocToB, cepBepa IPA, ncnonbsyemble (3afaHHble) Npu YCTaHOBKE COOTBETCTBYHOLLUX
XOCTOB B Bawlem LIO.

2) YkasaHue B (aine /etc/hosts IP-agpecoB u umeH DNS B3aMMopencTByHOLWMX
koMmnoHeHTOB ROSA Virtualization no3sonset o6ecneuntb GyHKLMOHNMPOBAHWE CUCTEMbBI NPU
HefoCTYyrnHOM KoprnopaTuBHoM DNS cepBepe.

3.3.4 HacTtpoiika ayTeHTU(UKaLUM C NPUMEHEHUEM
Kpuntorpaduyeckux Krouen BMeCTo naposns

[Ona ncnonb3oBaHUA ayTeHTUdUKaLMM C MPUMEHEHUEM KpunTorpapuyeckmnx
K/oYen BMeCTO naporsisi Npu B3anMOLENCTBUU MeXAY XOCTaMU C YyCTaHOBIEHHbIMMU
rMnepBu3opamMmn cosgamTe Ha KaXAOM XOCTe 3aKpbITbl U OTKPbITbIN Kntoun SSH, a
3aTeM CKOMUPYMNTe OTKPbITbIN KJIKOY Ha ApYyrue XocCTbl.

3.3.4.1 Co3paHue knoyeun SSH

Ona cospaHna kntoven SSH BbINOSTHUTE CNeayoLLyo KOHCOJTbHYHO KOMaHAy:
# ssh-keygen -t rsa

I'Ile CO3aHuN KIOYen peKoMeHayeTCcA nNpuHUMMaTb npegnoXXeHHble 3Ha4YeHUA
napamMeTpoB Mo ymMoOJ14aHUHo. na atoro npu BbiBOAE 3aMnpocos HaXXnmaunTe Knasuy

Enter.
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3.3.4.2 KonupoBaHue OTKPpbITbIX KpunTtorpapuueckKux Kruyend Ha
Apyrue xocTbl

Mocne co3gaHus Kio4Yen CKOMUPYNTE OTKPbITbIA KIKOY Ha Apyrue xocTbl. [na
STOro BbIMNOJSIHANTE CrieAyroLWyo KOMaHay nocrnefoBaTesibHO yKasblBasgs MMeHa BCeX
HEeO06XO04NMbIX XOCTOB:

# ssh-copy-id umsa_xocTa

B kauyectBe "MM$_XOCTa" B KOMaHAe Bbllle YKaXXuTe rnoJsiHoe JOMeHHOE UMA
XOCTa, Ha KOTOprVl Haao CKonmpoBaTb OTKprTbII7I KJ1FOY C AAaHHOIo XOCTa.

3.3.4.3 HacTpoika B3auMoAeNCTBUA XOCTa C CUCTEMOMN XpaHeHus
AaHHbIX

nsa HaCTDOVIKM B3aMMOLENCTBUA XOCTa C CUCTEMOM XpaHeHUA [OaHHbIX
BbIMOJIHUTE B KOHCOJIN XOCTa cjieayrouine KomMmaHbl:

# cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
# ssh -o "StrictHostKeyChecking no" root@ hostname”™ exit

MpumevyaHune — MNpu BbINONHEHUN NOCNEAHEN KOMaHAbl NepeMeHHasa "hostname"
6yaeT aBTOMaTUYECKN 3aMEHEHA Ha [leNCTBUTENIbHOE UMSA XOCTa.

PesyanaT BbIMNMOJIHEHUA YKa3aHHbIX Bbllle KOMaH4 B KOHCOJIN XOCTa:

[root@rvhost1 ~]# cat ~/.ssh/id_rsa.pub >>
~/.ssh/authorized_keys

[root@rvhost1 ~]# ssh -o "StrictHostKeyChecking no"
root@ hostname’ exit

Warning: Permanently added "rvhostl.rosa.lan,10.10.20.6"
(GOST) to the list of known hosts.

NMoBTopuTe npoueaypbl co3daHua Kioyen SSH, KONMpoBaHUA OTKPbITOro
K/lto4a M HACTPOMKM B3aMMoZencTBusa rno SSH ¢ cucteMon xpaHeHUs AaHHbIX Ha
Ka)[,0M 13 XOCTOB C YCTaHOBJIEHHbIM r'MNEePBU30POM.

3.4 NMoaroToBKa cUCTEMDI XpaHeHnda AaHHbIX

B KkayecTtBe cucteMbl XxpaHeHus pAaHHbix ROSA Virtualization mMoxeTt
MCNONb30BaTbCA  CYLECTBYIOLWMA  KOPMOpaTUBHbIA  CepBep WM creumnanbHo
pasBepHYTOE XpaHU/ULLE O4HOMo U3 cnefyroLwmx TUMoBs:

— Gluster;
— NFS;
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— iSCS];
— Ceph.

PasBepTbiBaHue xpaHunuwa Gluster ocyuiectBnsietcs yepes Be6-uHTEpdenc
XOCTa HemnocpeacTBEHHO B MpoLecce rmnepKoHBepreHTHon nHctannsumm CYCB (cm.
n. 3.5.1).

MpumeyaHune - XpaHunmwe Tuna NFS, iSCSI unn Ceph pomkHO 6biTb
NOAroTOBNEHO 3apaHee nepef yctaHoBkon CYCB.

3.4.1 NogrotoBka xpaHunuwia NFS ¢ ncnonbsoeaHnem Be6-
uHTepdenca

Ans ycnewHoro @yHKUMOHMpOBaHMA CUCTeMbl BUpTyanusauum Heob6xoaMMo
co3gaTb aiIoBoe XpaHUIULLE UM UCTMIOSIb30BATb YXXe NMEIOLLLEECH XPaHUIIMLLE.

B JaHHOM pasfesie Mbl pacCMOTPUM co3faHue dainosoro xpaHunuwa NFS Ha
OCHOBE XOCTa runepsensopa.

OTKpoM1Te B NaHenu ynpasneHus cekumto "BupTyanusanusa” (pucyHok 29).

root@
< Momou v CeaHc ~
rvhost1.rosa.lan @ W *

Q Mowuck
YnpaeneHue
Mpynoxexva
cycB 1
Buptyanusauyus
Cucreva YcraHoska CYCB

HacTpoViTe 11 yCTaHOBMTE BLICOKOAOCTYMHYIO

0630p

BUPTYa/bHYH0 MaLLVMHY, KOTOPas 3anycTuT
CYCB Ansi ypaBNeHWsi HeCKONbKUMM
>KypHan bl BbIUNCNTENBHBIMU Y3N1aMK, UK JobaBbTe
3Ty CUCTeMy K CyLLecTByloLieMy KnacTepy

XpaHunuiie CYCE:
CeTb

YUéTHble 3anucu

Cnyx6bl
OTKa3oycToluMBOE yNpaBneHue FMnepkoHBepreHTHas HCTaNaLms YcraHoska NFS.
VHCTDYMEH T Pa3BepHyTb BUPTya/lbHyIo MalLHy HacTpouTs XpaHunue Gluster n HacTpouTs xpaHmnmiLe NFS.
24 CYCB Ha XpaHunuLiie, KoTopoe yxe 6bi10 Pa3BepHyTb BUPTya/bHYK MalnHY
NoAroToBneHo cycB m
Ao napa o =
AnarHoctnyeckune oTHETbI
TepmuHan
Npuctynas PYKOBOACTBO M0 yCTaHoBKe [JlononHuTenbHbie ROSA Website
K paGoTe cBefeHus

SELinux

PucyHok 29 — UHTepdenc moayns yctaHoBku CYCB 1 HacTporku hannoBoro
XpaHunuwa

_'POCA



70
PCIOK.10102-02 32 05

Bbibepute B nHTepdenca cekuuto "YctaHoBka NFS" n HaxxmMuTte Ha KHOMKY
llanee.

OTKpoeTcA AuanoroBoe OKHO ANs HacTpownku ¢annosoro xpaHunuwa NFS
(pucyHok 30).

HacTtpoitka nfs

XocT *

ALpeC MaLWWHB! AT HACTPOIiKW Nfs

Aapec HegocT!

Monb3oBatens *

Naponb

Katanorn /data/engine

/data/vmstore

/data/export

/datal/iso

Jlor onepauwii

aepons

PucyHok 30 — UHTepdenc okHa ansa HacTponku xpaHunuuwa NFS

IOna HacTponkn xpaHunuwa NFS BamMm notpebyeTcsa nMsa XocTa, MMS U Naposib
nonb3oBaTtesns, MMeEKLero npasa Ccynepnosb3oBaTesns, M CTPYKTypa KaTanoros
(npepnaraeTcst MCNONb30BaTb CTPYKTYPY MO yMONYaHuto) (pucyHok 31).
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Hactpoitka nfs

Xocr + rvhost1.rosa.lan

ABPEC MaLLIUHLI ANS HACTPOTAKY nfs

Monb3oBaTtens «

Naponb

Katanorn /data/engine

/data/vmstore

/data/export

/data/iso

Jlor onepauwii CospaH katanor /data/export
Co3paH katanor /data/engine
Co3paH katanor /data/vmstore
CosaaH katanor /data/iso
chown -R 36:36 /data
YcnewHo gobasneHo: firewall-cmd --permanent --add-service=nfs

daiin /etc/exports:

3aKpbiTh MepeiiTv K ycTaHOBKe

PucyHok 31 — NHTepdenc okHa ansa HacTporku xpaHnnuuwa NFS ¢ ykazaHHbIM
MMEHEM XOCTa, TIOTMHOM U NOT BbIMO/IHEHHbIX 4ENCTBUN

MNocne BBoga TpebyemMbix napameTpoB xpaHunuuwe NFS 6yaetr cospgaHo u
HacTpoeHo, B popmy "JIor omneparuii” 6yaet BbiBeAeH 0T BbINOJIHEHHbIX AEACTBUN.

MNocne 3aBepweHnsa HacTPorku xpaHunmwa NFS MOXHO nepenTun K yctaHoBKe
CYCB (kHonka [lepenTn K ycTaHOBKE) UK 3aKpbiTb GopMy (KHOMKa 3aKpbiTh).

3.4.1.1 NpoBepka paboTocnocob6HocTn NFS xpaHunuw,a

MNpn HeO6XO0AUMOCTM Bbl MOXETE MPOBEPUTb PabOTOCNOCOBHOCTb XpaHUAMLLa
NFS, BbINO/HMB B KOHCOMN XOCcTa KoMaHay systemctl status nfs-server:

# systemctl status nfs-server
e nfs-server.service - NFS server and services
Loaded: loaded (/usr/lib/systemd/system/nfs-
server.service; enabled; vendor preset: disabled)
Drop-In: /run/systemd/generator/nfs-server.service.d
L _order-with-mounts.conf
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Active: active (exited) since Thu 2025-02-27 18:22:15
MSK; 57s ago
Process: 16131 ExecReload=/usr/sbin/exportfs -r
(code=exited, status=0/SUCCESS)
Main PID: 15710 (code=exited, status=0/SUCCESS)

deB 27 18:22:15 rvhostl.rosa.lan systemd[1]: Starting NFS
server and services...

deB 27 18:22:15 rvhostl.rosa.lan systemd[1]: Started NFS
server and services.

deB 27 18:22:16 rvhostl.rosa.lan systemd[1]: Reloading NFS
server and services.

deB 27 18:22:16 rvhostl.rosa.lan systemd[1]: Reloaded NFS
server and services.

CtaTtyc "Active: active" ykasbIBaeT Ha TO, YTO CEPBUC aKTUBEH.

3.4.2 NopgroroBka xpaHunuw,a NFS ¢ ucnonbsosaHuemM KOMaHAHOM
CTPOKM

B paHHOM pasgene paccMmatpuBaeTca nogrotoBka XpaHunuwa NFES
cpeactBamu ROSA Virtualization B KOHCOMM XocTa, NpegHa3Ha4Ye€HHOro A5l YCTaHOBKM
BM CYCB.

MpumeyaHne - Ecnn Bbl paHee HacTpounu ¢annosoe xpaHunuwe NFS c
ncnonb3oBaHMeM Beb-vHTepdenca, TO AaHHYK CEKLUKO MOXHO MPONyCTUTb U MEpenTn K
cnepytoLlen.

Ona poctyna K KOHCoMM nepengute Ha Bknagky "TepMuHan" naHenu
HaBurauun uHTepdenca COOTBETCTBYIOLEro XOCTa WM OTKPOWTE KOHCOJSIb XOCTa
yepes SSH-coeguHeHune.

3.4.2.1 Co3paHue CTPYKTYpbl KaTanoroe ansa xpaHunuw,a NFS

B pasgene gucka, npegHasHayeHHOM AN XPaHEHUs BUPTYasbHbIX MaLUUH U
o6pasoB, co3fanTe onpefesnieHHyo CTPYKTypy Katanoros. [1ns co3gaHus KaTanoros
MCMNONb3yiTe pefakTop MC UIu KOHCoNbHYyto yTunuty mkdir.

Hanprmep, BbIMOSIHUTE CREAYOLLYIO KOMaHAY:

# mkdir -p /data/engine /data/vmstore /data/export /data/iso
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N3meHnTe BRagenbua BCeX CO3AaHHbIX KaTasiorOB Ha  CHY)XeO6HOro
nonb3oatensa vdsm (uid=36) “ COOTBETCTBYHOLLYH CHAYXe6Hyto rpynny Kkvm
(gid=36). lns aTOro BbIMNOMHUTE CEAYIOLLYI0 KOMaHAY:

# chown -R 36:36 /data

B pepgakTope mc (3anyck pefaktopa OCYLIECTBASETCA U3 KOMaHAHOW CTPOKM
TepMuUHana KomaHgoin mcedit) oTpenakTupyinTe KOHbUrypaLumMoHHbIi daitn cepeepa
NFS /etc/exports Tak, 4To6bl NpegocTaBUTb BCEM XOCTaM B CeTU [OCTyn K
CO3[aHHbIM KaTanoraMm Ha 4TeHMe W 3anucb. [na atoro pob6aBbTe B (dawnn
/etc/exports cTpoku cnegyoulero CoepXKaHus:

/data/engine  *(rw)
/data/vmstore *(rw)
/data/export  *(rw)
/data/iso *(rw)

3.4.2.2 HacTpoiika MeXCeTeBOro 9KpaHa Ana paboTbl cC
xpaHunuw,em NFS

[na paspelweHns Bxogawmx coegmHenmin Kk NFS yepes cnyxby MexceTeBoro
akpaHa firewalld BbinonHWTE crneayoLLyO KOMaHAY:
# firewall-cmd --permanent --add-service=nfs

ANna npuMeHeHUs M3MeHeHW nepesarpysute KOHQUrypauuo MeXCeTeBOoro
aKpaHa. 119 3TOoro BbINOJIHUTE C/IeAyHoLLYH KOHCOMbHYHO KOMaHAy:

# firewall-cmd --reload

3.4.2.3 3anyck cepBepa NFS wu HacTpoka aBTOMaTU4YeCKOro
3anycKa npu 3arpy3ske CUCTEMbI

Mo ymonuyaHuto cepsep NFS He 3anyckaeTcA aBTOMaTM4YeCKW Mpu 3arpyske
CUCTEMBbI.

ons Tekywero m aBToMaTn4eCKoro 3arycka cepBepa NFS npun 3arpyske
CUCTEMDI BbIMNMOJIHUTE cneayrowmne KoMaHabl:

# systemctl start nfs-server
# systemctl enable nfs-server

MpnmMmeyaHune - [lpn paHee 3anyweHHoM cepBepe NFS pana npuMeHeHus
N3MEHEHWUI, BHECEHHbIX B KOHWUrypauuio 4epes pepakTMpoBaHue napaMeTpoB daina
/etc/exports, BbINONHWUTE CcrieayoLLyo KOMaHAy:
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# systemctl reload nfs-server

3.4.2.3.1 MNMpoBepka pabotocnocobHocTu NFS-cepeepa

Ansa nposepku ctatyca NFS-cepBepa BbiNnonHMTE KOMaHAY:

# systemctl status nfs-server

MNpumep BbINONHEHMA KOMaHAbl No npoBepke ctaTyca NFS-cepsepa:

# systemctl status nfs-server
e nfs-server.service - NFS server and services
Loaded: loaded (/usr/lib/systemd/system/nfs-
server.service; enabled; vendor preset: disabled)
Drop-In: /run/systemd/generator/nfs-server.service.d
L—order-with-mounts.conf
Active: active (exited) since Thu 2025-02-27 18:22:15
MSK; 57s ago
Process: 16131 ExecReload=/usr/sbin/exportfs -r
(code=exited, status=0/SUCCESS)
Main PID: 15710 (code=exited, status=0/SUCCESS)

deB 27 18:22:15 rvhostl.rosa.lan systemd[1]: Starting NFS
server and services...

deB 27 18:22:15 rvhostl1.rosa.lan systemd[1]: Started NFS
server and services.

deB 27 18:22:16 rvhostl.rosa.lan systemd[1]: Reloading NFS
server and services.

deB 27 18:22:16 rvhostl.rosa.lan systemd[1]: Reloaded NFS
server and services.

Cratyc "Active: active" ykasbiBaeT Ha TO, YTO CEPBUC aKTUBEH.

3.5 YctaHoBKa CYCB

B obwem cnyyae yctaHoBka CYCB ocyuwecTtBnsietcss 4yepe3 Beb-uHTepdenc
xocta (Hanpumep, '"rvhostil.rosa.lan"), Ha KoTOpoM 6yaeT pasBepHyTa
cooTBeTCTBYyloW,as BM.

[Ons Bblbopa ogHOro n3 BapuaHToB ycTtaHoBkM CYCB nepenante Ha BKNagKy
"BUpTyanusanusa” naHenm Haeuraumm nHtepdeica xocta (pucyHok 32). Ha akpaHe
nosseutca MeHo "YctaHoBka CYCB", B KOTOpoM cnocobbl pa3sepTbiBaHua CYCB
npeacTaBfieHbl B BUAe CnefyoLlmnx CeKLUN:
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— OTKa30yCTOMYHUBOE VIIPABJIEHHUE;

- FI/IHepKOHBepI‘eHTHaH HHCTAJIJIALINA.

root@
< Momou v CeaHc ~
rvhost1.rosa.lan @ W *

Q Mowuck
YnpaeneHue
MpunoxeHuna
cycB 1
Buptyanusauyus
Cucreva YcraHoska CYCB

HacTpoViTe 11 yCTaHOBMTE BLICOKOAOCTYMHYIO

0630p

BUPTYa/bHYH0 MaLLVMHY, KOTOPas 3anycTuT
CYCB Ansi ypaBNeHWsi HeCKONbKUMM
>KypHan bl BbIUNCNTENBHBIMU Y3N1aMK, UK JobaBbTe
3Ty CUCTeMy K CyLLecTByloLieMy KnacTepy

XpaHunue CYCE:
CeTb

YUéTHble 3anucu

Cnyx6bl
0OTKa30yCTONYVBOE yripaBneHve [MnepkoHBEpreHTHas UHCTanAAUMS YcraHoBka NFS.
VHCTDYMEH T Pa3BepHyTb BUPTya/lbHyIo MalLHy HacTpouTs XpaHunue Gluster n HacTpouTs xpaHmnmiLe NFS.
24 CYCB Ha XpaHunuliie, KOTopoe yxe 6bl10 Pa3BepHyTb BUPTya/bHYK MalnHY

NoAroToB/NeHO cycB m
Ao e s =
AnarHoctnyeckune oTHETbI
TepmuHan

Npuctynas PYKOBOACTBO N0 yCTaHoBKe [JlononHuTenbHbie ROSA Website
K paGoTe cBefeHus

SELinux

PucyHok 32 — Bblbop BapuaHTa ycTaHoBKM CYCB B Beb6-uHTepdence xocta
BUpTyanusauyum

Bbi6op BapuaHTa yctaHoBKM CYCB:

— Ona yctaHoBkn CYCB Ha 3apaHee NOArOTOBJSIEHHOE XPaHUULLE HaXMuTe
KHonky [lanee B cekuun "OTKA30yCTOMYUBOe YyIIpaBieHue". [lporpamma
YCTaHOBKWM 3anyCTUT WMHTEpPaKTMBHbIA Mpouecc pa3BepTbiBaHus BM CYCB (cm. n.
3.5.2).

— [ns nogrotoBkn xpaHunuwa Gluster n nocnegytowen yctaHoskn CYCB B
Xo4e eauHoro npouecca HaxxMmuTe KHonky flanee B cekuymu "T'HIIepPKOHBEPreHTHAs
UHCTAIUIALUA". [lporpamMma yCTaHOBKM 3anyCTUT WHTEpPaKTUBHbIA npoLecc
pa3BepTbiBaHUs xpaHunuwa Gluster (cm. n. 3.5.1).

NMpumMeyvaHune — Ecnu Bbl He NnaHWpyeTe ucnonb3oBaTtb xpaHunuuwe Gluster, To n.
3.5.1 MOXHO NPONYCTUTb.
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3.5.1 PasBepTbiBaHue xpaHunuuia Gluster

B okHe "Koudurypanusa Gluster" Haxmute KHOMKYy 3anycTuTb

ycTaHoBWMK Gluster ans nepexofia K HacTpoWke KOHdUrypauuu XpaHuauwia
(pucyHok 33).

Kondurypauwms Gluster

3anycTuTb ycTaHoBLMK Gluster 3anycTuTb yc Gluster ans op oysna i}

PucyHok 33 — 3anyck HacTporku koHpurypaumm Gluster

MpumeyvaHune — Ecnu B coctaBe ROSA Virtualization pa3BepHyT TONIbKO OAUH XOCT C
YCTaHOBJIEHHbIM TMMEPBU3OPOM, TO HaXMUTe KHOMKY 3anyCTUTb YycTaHoBuUMK Gluster

ONs oAMHOYHOro Yyana (pucyHok 33). [ocne HaxaTus KHOMKK 6yAeT 3anyLeH YCTaHOBLUMK
Gluster gns ognHoYHoOro y3na (pucyHok 34)
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PasBépTbiBaHMe Gluster

XocTbl MNakeTb! SNeMeHTbI TOMOB

Clykaxure, 6yAyT M XOCTbI Ucnonb3oBaTh IPV6 (No ymonuaHuio 6yaeT ncnonbsosatbes IPv4)

Storage Network FQDN

OTmena RUCEERI  Crieaytowymii >

PucyHok 34 — ®opma NoOMOLLHUKa HAacTpoMKu KoHpurypaumm Gluster ansa
OAMHOYHOrO y3na

3.5.1.1 HacTtponka kKoHdurypauumn Gluster pna rpynnbl u3 Tpéx
XOCTOB

Ha oakpaHe nosiButcas okHO "PasBepThiBaHUe Gluster”, B KoTOpoMm
napamMeTpbl XpaHunuwia pacnpegenedbl no cekuyuam "Xoctwl', "ITakeTsr”, "Toma",

"OreMeHTHI TOMOB" 1 "O630p" Ans nocnegoBaTesbHOW HAaCTPOMKU KOHGUrypauum
(pucyHok 35).
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PasBépTbiBaHMe Gluster X

XoCThbl MakeTbl Toma SNemMeHTbl TOMOB 0630p

[JWcnonbsoBaTh 0aHO 1 TO Xe MMA XOCTa KaK ANA CeTW XPaHWUAULLA, TaK U ANA 061eA0CTYNHO ceTK

Dyxamwre, 6yAYT N1 XOCTbI UcNonb3oBaTk IPV6 (Mo ymonuaHuio 6yaeT ncnonbsoBatbes IPv4)

Host1 gluster1.local
1
Public Network FQDN
Host2 gluster2.local
1
Public Network FQDN
Host3 @ gluster3.local
1
Public Network FQDN

CozpaHue kntoueid SSH (Knwou cosgan @)

Co3gatb SSH kntoy 0 Mepeco3gate SSH ko4 O

VM Host Host1 Host2 Host3

/etc/hosts

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4
| localhost localhost.localdomain localhost6 localhost6.localdomainé
10.10.20.6 rvhost1.rosa.lan rvhost1

10.10.20.16 rvbackup.rosa.lan rvbackup

10.10.20.17 rvmin.rosa.lan rvmin

#

10.10.20.4 susv.rosa.lan susv

4

CoxpaHnTs

PucyHok 35 — ®opma nomoLHMKa HacTponkmn koHburypauumm Gluster ans rpynnbi ns
Tpex XxocToB — cekums "[lapaMeTpbl XOCTOB"

B cekuun "XocTwI" BBeAWUTE NOJSIHble AOMEHHble UMeHa pas3BepHYTbIX XOCTOB
ROSA Virtualization B cooTBeTcTBytoWwMe nons. lpyM 3TOM XOCT, yKa3aHHbI B none
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"Host3", 6ypeT ABNATbCA YnNpaBAsAOLWMM CEpBEPOM 06LLero pacnpeneneHHoro
xpaHunuwa Gluster (pucyHok 35).

Ecnu ykasaHHble MMeHa XOCTOB OyayT WCNoONb30BaTbCA KakK ANs CeTu
XpaHUAMLWa, Tak 1 ans obLefoCTyNHOM CeTH, yCTaHOBUTE COOTBETCTBYHOLLNIA (l1aXkoK
NN oTAENbHO BBEAUTE MMEHA XOCTOB A1l O6LEeAOCTYNHOMW CETU B HUXHEN CTPOKe
Ka)xgoro nons.

[Ona Npoao/mKeHNss HaCTPOMKM KOHUrypaumm XpaHunauwa HaXMUTe KHOTMKY
Cnepytowunin ansa nepexopa K cekumm "TlakeTs" (pUCyHOK 36).
NMpumeyaHue - B cnyyae nosBneHus cooblyeHuns 06 owmnbke "Host is not added

in known_hosts" BbinonHWTe Npoueaypy HacTPOMKM B3aMMOAEWCTBUSI AAHHOro XocTa C
CUCTEMOM XpaHeHust faHHbix no SSH (cm. n. 3.3.4).

PasBépTbiBaHMe Gluster

XocTbl MNakeTb! SNeMeHTbI TOMOB

© 2

Penosutopun
MakeTbl

[Jo6HoBMTE x0CTHI

OTmeHa < Hasap Cnepyrowwii >

PucyHok 36 — lMoMoLHMK HacTpokn KoHpurypauum Gluster - cekuus "IlakeTbr"

B cekuun "IlakeThl" HaxmuTe KHoOMkKy Crnegywwmnm p[nsa npofosmHKeHus
HaCTPOMKM KOHUIrypaLmmn XpaHunumLLa n nepexoga kK cekumm "Toma" (pucyHok 37).
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PasBépTbiBaHMe Gluster

XocTbl MakeTbl 3/1eMeHTbl TOMOB

©

KaTanoru anemeHToB TOMa

engine Replicate /gluster_bricks/engine/engine
iso Replicate /gluster_bricks/iso/iso

vmstore Replicate /gluster_bricks/vmstore/vmstc
export Replicate /gluster_bricks/export/export

® [o6aBHTE TOM

@ MepBbiii ToM B cnuncke 6yaeT nc TheA AN P PTbIBaHUS
BUPTyanusmMpoBaHHoro LY

OTmeHa < Hasap Cneayowmia >

PucyHok 37 — lMapameTpbl TomoB Gluster

B cekumn "Toma" nsmeHunte umsa Toma "data" Ha 3HavyeHue "iso" u fobaBbTe
HOBbI TOM "export".

[ns po6aBneHUMsi HOBOMO TOMA HaXMuTe Ha (GYHKUMOHANbHYO CTPOKY
Jlo6aBuTb TOM ¥ B none "ViMs" ¢ napaMeTpaMu HOBOrO TOMa BBEAWTE 3HAYeHUe
export.

MpumeyaHue - B mpouecce rUMNEPKOHBEPreHTHON WHCTANMMALMN KOPPEKTHO
HaCTPOEHHbIM AO/KEH O6biTb TOMbKO [AOMEH AN XPaHEeHWs BUPTYyanbHbIX MallWH,

pasMelleHHbIi Ha ToMe vmstore. [lapameTpbl OCTallbHbIX TOMOB MOXHO 6yneT
OTpefAaKTUPOBaTb Nocsie 3aBepLUEHNS YCTaHOBKM.

HaxxmuTe KHonky Cregyowuin ana npofosiXXeHUs HacTPOWKM KOHdUrypauum
XpaHuuLLa 1 nepexoja K cekuum "DrieMeHThI TOMOB" (pUCYHOK 38).
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PazeépTeieaHme Gluster x
XoCThl MaxeTh Toma 3nNemMeHTsl TOMOE OBsop
WHgopmaua o Raid €
Twn Raid JBOD -
Multipath Configuration €3
Blacklist Gluster Devices
KoHgurypauma snemMedHTa ToMa
BrifepuTe x0T
LY e Hmn yerpoiicTea Pasnsep normueckoro Toma  BERARDUMTE SEAYTAMKALNARD 1
(FaaAT) CHHAT I

T
i
0
i
n
1
¥

30

[=1
m
"
&1
o

T
[=1
i
1
L
5

export dew

Ha:rpcﬁka K33 NOri4eckors ToMa

@ INemeHTEl apiuTpa GygyT CO34aHEl HA TRETEEM XOCTE B CMIMCKE XOCTOE. ‘

PucyHok 38 — KoHdurypauusa anemeHToB TomoB Gluster

B cekumn "DremMeHTHI TOMOB" M3 Bbinagatowiero cnucka "Tum Raid"
BblbepuTe 3HadyeHuMe "JBOD", a Takxke npu Heob6XxoauMMOCTUM OTpefaKTupynte
3Ha4YeHusa KOHhUrypaumm anieMeHTa ansa Kaxaoro Toma.

B rpade "MMs yCTPOMCTBA" yKaXuTe AUCKOBbIA HaKonuTesnb (N0 yMOYaHMUIO
/dev/sdb), npegHasHayeHHbI 151 pa3BepTbiBaHUSA XpaHUULLA.

MpumeyaHue - [OnNA NONyYeHUA CBEAEHUA O MOAKIIOYEHHbIX K CUCTeMe
HaKOMUTeNAX BbIMONIHUTE KOHCOMbHY KoMaHay fdisk -1.

B rpade "Pasmep mormdyeckoro toma (I'6amT)" ykaxuTe pasmep Ans
Ka)xgoro TomMa ucxogs M3 obbema xpaHunuua. Npu aTom pasmep Toma "engine"
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Jo/XeH 6biTb He MeHee 62 B cBO6OAHOrO JMCKOBOrO MPOCTPAHCTBa ANS
(YHKLUMOHUPOBAHUSA CUCTEMbI YNIPaBNEHUS.

MpumMeyaHne — BkaoyaTtb ageanynnmkauuiro U c>kathe ToMoB HE peKOMEHAYETCA.

HaxxmuTe kHonky Crneaywwuin ans nepexoaa K cekuumn "O630p" (pucyHok 39).

PasBépTbisaHwne Gluster X

XOCThI MakeThl Toma SNemMeHTbl TOMOB 0630p

® ©, ©, ® o

i4§Co3ganHbIiA daiin uHBeHTaps Ansible : fetc/ansible/hc_wizard_inventory.yml # PepaktuposaTb | & Mepesarpy3uTb

hc_nodes:
hosts:
host1.home.local:
gluster_infra_volume_groups:
-vgname: gluster_vg_sdb
pvname: /dev/sdb
gluster_infra_mount_devices:
- path: /gluster_bricks/engine
lvname: gluster_lv_engine
vgname: gluster_vg_sdb
- path: /gluster_bricks/iso
lvname: gluster_lv_iso

vgname: gluster_vg_sdb

[Jenable Debug Logging

OTMeHa < Hasag, | EUGEEENGY

PucyHok 39 — 0630p napameTpoB KoHdUrypauum xpaHunnuwa Gluster

B cekuyun "O630p" HaxmuTe KHOMKy Pas3BepHyTb ANns NOArOTOBKM M
YyCTaHOBKM XpaHWv1LLa B COOTBETCTBMM C 3aaHHON KOHUrypaumen.

XoA npouecca pasBepTbiBaHMA XpaHunuwia 6yaeT  COMpoBOXAATbCS
nosiBNeHMeM  MHOOPMALMOHHbBIX  COOBLIEHUA O  OEeWCTBUAX,  BbIMOMHEHHbIX
nporpaMmon yctaHoBkM (pucyHok 40). B cnyyae HeyfauyHON YCTAaHOBKM MOXHO
NPOCMOTPETb coobLeHUst (B TOM UnUcne, COOBLLEHUS 06 ownbKax) Ans BbIsiBNEHUS
Npo6aemMbl B NpoLecce yCTaHOBKMW.
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PaseépreiBaHue Gluster X

XoCThl MakeTsl Toma JnemeHTbl TOMOB 0630p

® ©, ©, ® o

’Bbll‘loﬂHﬂETCﬂ pasBEpThiBaHWE

T

Fs
TASK [Check if logical block size is 512 bytes for VDO deviges] Freikid it
skipping: [host1.home.local]
TASK [gluster.infra/roles/firewall_config : Start firewalld if not already started] ***
ok: [host1.home.local]
TASK [gluster.infra/roles/firewall_config : check if required variables are set] ***
skipping: [host1.home.local]
TASK [gluster.infra/roles/firewall_config : Open/Close firewalld ports] *#x#s
changed: [host1.home.local] == (item=2049/tcp)

s

OTMeHa < Hasap,

PucyHok 40 — Xog npouecca pa3BepTbiBaHUA xpaHunuuwa Gluster

Mocne ycnewHOro 3aBepLUeHWs Mpouecca pasBepTbiBaHUS XpaHUAMLLA Ha
9KpaHe NosSIBUTCA COOTBETCTBYHOLLEE COOBLLEHNE (PUCYHOK 41).
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Gluster pass&pHyT ycneLuHo

MepeitT K pa3sBépThLIBAHWIO BUpPTyanu3vpoBaHHoro LY

PucyHok 41 — 3aBepLueHue pasBepTbiBaHUA XpaHUIunLa
Gluster

na 3anycka nHTepakTMBHOro npouecca ycraHoBkn BM CYCB Ha pasBepHyToe
xpaHunuwe  Gluster HaxmuTe KHOMKy [lepenTtu K pas3BepTbiBaHMIO
BUpTyanuaunposaHHoro LY.

3.5.2 NMpouecc ycTaHOBKU BUPTyasibHOU MaluuHbl CYCB

Mepen passeptbiBaHMem CYCB nporpamMmMon YCTaHOBKWU OCYLLECTBAETCA
npeABapuTenibHan HacTponka KOHbUrypaumm.

Ha akpaHe nosBuTcs OKHO "Pa3BepThIBaHME BUPTYaJIU3UPOBaHHOrO 1IV",
B KOTOpoM napameTtpbl CYCB pacnpegeneHbl no cekuuam "BM", "BupTtILlV",
"ITogroroBka BM", "XpaHunuine" u "3aBeplIuTb" f[ns nocregoBaTelbHON
HaCTPOMKM KOH(Urypaumu.

3.5.2.1 3apaHue napamMeTpoB BUPTYasibHOM MaLLUHDI

Ha nepBomM aTane pa3BepTbiBaHUA BUPTYaIM3MPOBAHHOIO LieHTpa ynpas/ieHus
(LLY) ocyuwiecTBnsieTcAa HacTpoika napamMeTpoB BUPTYasibHOM MallWHbl, B KOTOPOW
6yneT pasBepHyTa CYCB (pucyHok 42).
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Pa3BépT

BM MoarotoeBka BM XpaHunuie 3aBepLUNTb

MNapameTpbl BM

10.10.20.17 rvmin.rosa.lan rvmin

#

10.10.20.4 susv.rosa.lan susv

10.10.20.8 ipa.rosa.lan ipa y

CoxpaHuTb

MonHoe AoMeHHoe UMsi BM
BUpTyanusnposaHHoro LY

susv.rosa.lan

MAC agpec 00:16:3e:27:0b:e4
KoHourypauus cetn Static
IP agpec BM 10.10.20.4
Aapec wntosa 10.10.20.1

Cepsepbl DNS 10.10.20.8

NHTepdeiic mocTta ® enp6s18
Maponsb root
Root SSH goctyn

KonunyecTtso Bn pPTyanbHbIX
un

O6bem namsTv (MuB) 4096 C | 6 017M6aiit goctyrHo

> [lononHuTensHo

OTmeHa NUEECVEM  Creayowynii >

PucyHok 42 — 3agaHue napameTpoB BM gna passepTbiBaHWUA BUPTYyarIn3MpoBaHHOIO
by
3.5.2.1.1 PepakTupoBaHue cogep)xumoro ¢aina /etc/hosts

B TekcToBOM nosie B BepxHeil YacTu ¢opMbl BbIBOAUTCHA cojiepxaHue daina
/etc/hosts.

[laHHoe none fABNseTCA peAakTUpyembiM. BHecuTe B Hero Heo6xoauMble
N3MEHEHUSI U COXPaAHNUTE, HaXkaB Ha KHOMKY CoxpaHuTb (pucyHok 43).
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PepaktnpoBaHne danna /etc/hosts B Beb6-UHTepdenice ycTaHOBLUMKA
BMPTyanuMsupoBaHHOro LIY ocyuiecTBnseTca aHanormyHo TomMy, kak onucaHo B . 3.3.3
nn. 3.3.3.1.

Ykaxute B ¢popme, cooTBeTcTBYtoWen Ppanny /etc/hosts, IP-agpeca n nmena
DNS B3aumopgencTByowmx KomMnoHeHToB ROSA Virtualization - xoctoB ¢
ycTaHoBsieHHbIMUY runepsusopamu, BM CYCB un cepsepa IPA.

Mocne BHeceHUA BCeX Heo6XOAUMbIX U3MEHEHWUIA COXpPaHUTE COAEPXKUMOE B
daiin /etc/hosts, HaxaB Ha KHOMKy COXpaHUTb (pUCYHOK 43).

Pa3BépT BUPTyanusup

BM MoarotoeBka BM XpaHunuie 3aBepLUNTb

MNapameTpbl BM

3anucaHo B /etc/hosts
10.10.20.17 rvmin.rosa.lan rvmin
# fo6aBbTe IP agpeca 1 MMeHa XoCcToB
10.10.20.4 susv.rosa.lan susv
10.10.20.8 ipa.rosa.lan ipa Y

CoxpaHUTL

MonHoe fomeHHoe uMsa BM
susv.rosa.lan
BMpTyanusmpoBaHHoro LY

MAC agpec 00:16:3e:27:0b:e4
KoHpurypauus cetn Static
IP agpec BM 10.10.20.4
Appec wiosa 10.10.20.1

CepBepbl DNS 10.10.20.8

WHTepdeiic mocTa @ enp6s18
Maponb root
Root SSH goctyn

Konunuectso Bn PTyanbHbIX
un

O6bem namaTy (Mub) 4096 C | 6017M6aiit gocTynHo

> JlononHuTenbHo

OTMeHa [EEET MM Cnepytowuii >

PucyHok 43 — CoxpaHeHue cogepxxumoro dopmbl B pann /etc/hosts
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B cekuun "IlomHOe moMeHHOe uMA BM BUPTyaJIU3UpPOBaHHOrO IIV"
3ajanTe nonHoe p[oMeHHoe umss BM CYCB (Hanpumep, "susv.rosa.lan") B
COOTBETCTBYHOLLEM MONe.

MpumevyaHune — lomeHHoe umsa BM CYCB fomKHO 6biTb paspelummMo ¢ TOro XOCTa,
C KOTOpPOro OCyLecTBNAeTCA YycTaHOBKa. ECnM yCTaHOBLUMK YCMEWHO CMOr paspewmnTb
NIOMEHHOE UMS, TO PAAOM C AAHHbIM NOJIEM MOABUTCA 3HAYoK ) (pUcyHOK 43). B npoTMBHOM
cnyyae BaM HeobXx0AMMO nNpPeAnpuHATL  AOMOJIHWUTENbHble WarM Ana obecnevyeHus
paspeLlleHnss LOMEHHOI0 UMEHM.

N3 Bbinapatowero cnucka "KoHpuUrypamnusa ceTu" Bblbepute HeobxoamMmoe
3HayeHue — "DHCP" unun "Static".

NMpuMeyaHue — PeKOMeHAOBaAHHbIA METOA yKasaHus afpecoB B KoHdurypauuu
cetu — "Static".

MNpu BblGOpe B KOHMUrypaumm ceTu 3HadyeHms "Static" ykaxute B
COOTBETCTBYHOLLNX MOSIAX:

IP-agpec BM (Hanpumep, Ha pucyHke 43 — "10.10.20.4"),

npedukc Macku nogcetn — "24",

agpec wnto3a - "10.10.20.1",

— IP-agpec cepBepa DNS - "10.10.20.8". OnA ykasaHus [AOMOAHUTENbHOIO

cepBepa DNS HaxmuTe KHOMKY + 1 BBeauTe IP-agpec B HOBOM norne.

— B none "I[laponp root" 3aganTe naponb AnA  YY4eTHOM  3anucu
cynepnonb3oBaTtensa root BM CYCB.

— B none "Root SSH mocTtym" ykaxute "Yes".

MpnmMmeyaHune - AkTyanbHble IP-agpeca W Macka nMoAceTu 3aBUCAT OT
NCrosib3yeMblX NMapaMeTpOB BalLero CETEBOro OKPY>XXEHUS.

MNpun ykazaHUM 3HayeHMs obbema OnepaTMBHOM MaMATU B COOTBETCTBYHOLLEM
none yuyuTbiBailTe, YTo npu passBepTbiBaHun ROSA Virtualization B cTapToOBOHU
KOHUrypaumMm MuHMManbHbin o6beMm namatT BM CYCB pomkeH cocTaBnsiTb He
MeHee 4096 MB, a npu pa3BepTbiBaHUN B 6a30BOM KOHPUrypaumm — He MeHee 8192
MB. lMpu aTOM cucteMe xocTa HEO6XOAMMO L[OMOJSIHUTENIbHO MUHUMYM 512 Mb
namMaATn ansa GyHKUMOHMPOBaHUSA rMnepBm3opa.

NMpunMmeyvyaHue - 3HayeHue NO ymMonyaHuo B none "KoImu4yeCTBO BUPTYaJIbHbBIX
LITT" naMeHATb He peKOMEeHAYETCS.

3.5.2.1.2 HacTpouka napaMeTpoB B ceKLuu "[LonoNHUTENbHO"

Haxxmute Ha cekuuto  "[IONMOJIHUTEJIBHO" Ans  HacTpoinku  (npwu
Heo6X0AMMOCTHN) AOMONHUTENbHbIX MAapaMeTPOB yCTaHOBKM (PUCYHOK 44):
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v [lononHUTeNbHO
OTKpbITLIA SSH KAtoY root
V.
Mmsa mocTa ovirtmgmt
Appec wniosa 192.168.122.1
MNonHoe foMeHHOE UMA vmrvhost1.rosa.lan @

XocTa

PepaktnpoBaHue ¢panina

hosts @
Pause Host @

NprumeHnTL Nnpopuab
openscap @

Tect cetn DNS v

NyTb K apxuBy OVA

OTMeHa Cnepytowmin >

PucyHok 44 — HacTpovka AONOMHUTENbHbIX NapaMeTpoB

— OTKpBITBIM SSH K104 root - napameTpbl OTKpbITOro kitoya SSH ans
y4eTHOW 3anucu aaMuHUCTpaTopa (root).

— MMs MoCTa - MMa MOCTa, K KoTopoMy 6yaeT nogkstodeH CYCB (M3MeHsTb
He peKoMeHayeTcs).

— Afnpec 1HIr03sa - agpec wno3a, ucnonbsyemoro CYCB.

— TlolTHOe JOMEHHOe UMS XOCTa — NOoJIHOe JIOMEHHOEe UMA XOocTa. 3Ha4YoK @
panooM C uMeHeM O3Ha4aeT, YToO JOMEeHHOEe NMA XOCTa yCNeLwHO pa3pellaeTcs.

MpuMeuaHue — Ecnu psaaoM ¢ MMeHeM XocTa He oToBpaxkaeTcs 3HauyoK =, To
cucTeMa He MOXeT paspellnTb yKasaHHoe AOMeHHoe MMSA. [TpoBepbTe HACTPOMKU UMEHMU
xocTa B /etc/hosts n BHecuTe He06Xx04MMble U3SMEHEHUA.

— PemakTupoBanue darna hosts - pobaBbTe cTpoku c IP-agpecom w
MMeHeM XOCTa ANl caMOoro YCTPOWCTBa M Ans aTtoro xocta B ¢ann /etc/hosts Ha
MalluHe BUpTyanmampoBaHHoro LY.

— Pause Host - oTMeTbTe 3Ty onuuio, €civ Bbl XOTUTE MPUOCTAHOBUTL
YCTaHOBKY, YTOObl BHECTM U3MEHEHUS BPYYHYIO. ITO NMPMOCTAHOBUT pas3BepTbiBaHME
nocne HacTpoiku engine (CYCB) u cos3gacT ¢ain 610KMpOBKK B AMPEKTopumn /tmp,
okaHumBarowminca Ha "he_setup_lock". PasepTbiBaHne hosted engine
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NpOoAOKUTCSA nocne yaaneHus danna 610KMpoBKN Unu Yepes 24 yaca, ecnu dhann He
6bln yaaneH.

— ITpumMmeHUuTs npodpunb OpenSCAP - npuMeHUTb U3HavanbHbIA Npodunb
3awmTbl OpenSCAP Ha BM BupTyanusupoBaHHoro LY.

— TecT ceTH - 13 onuun:

- DNS;
- Ping;
- TCP;
- None;

BblbepuTe onuuto, Kaknm 06pa3om 6yaeT OCYyLLEeCTBASATLCS TECTUPOBAHME CETH.
Mpu BbIGOpE onuumn "none" TecCTupoBaHMe CETU OCYLLLECTBNATLCS He ByAeT.

— IIyTb K apxuBy OVA - nyTb K apxuBy OVA (daitn ¢ paclumpeHvem *.ova).
®aiin OVA (Open Virtual Appliance) - aTo kaTanor OVF, coxpaHeHHbI B BUe apxuBa C
ncnonb3oBaHmeM popmata apxmBaumm .tar.

Haxxmute KHonky Cnepgywowmn pns NpoAo/IKEeHUs HACTPOWMKWM KOoHPUrypauum
CYCB u nepexopga k cekumn "BuptllV".

3.5.2.2 HacTtpoika BupTyanmsmpoBaHHoro LY

B cekumn "BupTLIV" 3apgainTe naponb Ans yyeTHoM 3anucu admin
agMuHuctpatopa CYCB B none "lIlapons Iloprana agMUHUCTPUPOBAHUS"
(pucyHok 45).
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Pa3BépT

BM BuptllY Mogrotoeka BM XpaHunuiie 3aBepwmnTb

© 2

YY€THble AaHHble BUPTyanun3nposaHHoro LY

MNaposnb Moptana
aAMUHUCTpUpOBaHUS

HacTpoiika yBegomneHwmii

Wms cepsepa localhost

Homep nopra cepsepa 25 <

Aapec 3n1eKTPOHHOW NouTbl root@localhost
oTnpasuTens

Appec 3neKTPOHHOW NouTbl root@localhost
nonyvatens

OTMmeHa < Hasag Cnepyownia >

PucyHok 45 - MapameTpbl CYCB (BupTtyanbHoro LIY)

MNpy HEO6XOAMMOCTU U BO3MOXHOCTM MOAKJIHOYEHUA K BHELUHEMY MOYTOBOMY
cepBepy A1 HaCTPOMKW YBELOMJIEHUI YKaXWUTe B COOTBETCTBYIOLWMX NOSIAX UMSA U
HOMep MopTa MOYTOBOro CepBEPa, a TaKXKe aJipeca d/IEKTPOHHOIN NoYTbl OTNpPaBUTENS
1 nonyvarens.

HaxxmuTte kHonky Cnegytownim ansa nepexoaa kK cekuyum "ITogroroska BM".

3.5.2.3 NoarotoBKa BMPTyasibHOW MaLUWUHbI

B cekumn "IlomroroBka BM" HaxmuTe kKHonky [loarotoBuTb BM ans
co3aaHus 1 3anycka BM B cooTBETCTBMU € 3a[jaHHON KOHbUrypaLumen (pPUCYHOK 46).
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Pa3BépT

BM BuptllY Mogrotoeka BM XpaHunuiie 3aBepwmnTb

© ©) o

O3HaKoMbTeck € KOHOUrypaumeii. Mocsie HaxaTus KHomku «MoarotToBuTs BM», lokankbHas BUpTyanbHas
MaluvHa 6yseT 3anylieHa 1 UCMo/ib30BaHa ANIs NOATOTOBKM CYXX6 yNpaBneHUs 1 UX AaHHbIX. 3Ta onepauvs
MOXET 3aHATE HEKOTOpPOE BREMSA, B 3aBUCUMOCTW OT annapaTHbIX COCTaBNALWNX.

v VM

Engine FQDN: susv.rosa.lan
MAC Address: 00:16:3e:27:0b:e4
Network Configuration: Static
VM IP Address: 10.10.20.4/24
Gateway Address: 10.10.20.1
DNS Servers: 10.10.20.8
Root User SSH Access: yes
Number of Virtual CPUs: 4
Memory Size (MiB): 4096
Root User SSH Public Key: (None)
Add Lines to /etc/hosts: yes
Bridge Name: ovirtmgmt
Apply OpenSCAP profile: no

v Engine
Admin Username: admin@internal
SMTP Server Name: localhost
SMTP Server Port Number: 25
Sender E-Mail Address: root@localhost

Recipient E-Mail Addresses: root@localhost

OTmeHa < Hasag MoaroToBnTL BM

PucyHok 46 — 0630p napaMeTpoB KoHburypauun BM BupTyanbHoro LY (CYCB)

NpM HEO6XOAMMOCTU BHECTM WU3MEHEHUs B paHee BBeAeHHble MnapameTpbl,
HaXMuUTe Ha KHonky < Hasag. [na oTMeHbl ycTaHOBKU BupTtyanusupoBaHHoro LIY
HaXMuTe Ha KHonky OTMeHa.

Mocne ycnewHoro 3aBeplleHusi 3anycka BM Ha 9kpaHe nosBuTCs
COOTBETCTBYtOLLEee coobLueHne (PUCYHOK 47).
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Pa3BépTbiBaHWE BUPTYanu3vpoBaHHoro LY X

BM BupTtLY Mogrotoska BM XpaHunuiie 3aBepLwunTh

© ©) o

©

BbinonHeHo ycneluHo. MepexoauTe K cnegytoLemy Lary.

PucyHok 47 — 3aBepLueHne noarotosku BM

Haxxmute kHonky Cnegywwmn onsa nepexona K cekumm "XpaHuiuiie".

3.5.2.4 HacTtpoika napaMeTpoB XpaHUnuLa

B cekuyun "XpaHunuilne" BblbepuTe U3 BbiNagatowero cnucka "Tui
XpaHUIUIA" Heobxoanmoe 3HayeHne — "Gluster”, "NFS" wnun "iSCSI" (pucyHok
48).
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PazsépTeiBaHWe BUPTYANMIMpoBaHHors LY x

EM BupTLy MNoaroToeks BM Apasnnuuge SaEepWwKTs

O, =

HacTpolTe goMeH XpaHeHKA, B KOTOpoM Oy48T PasMelyaThon MK BHPTYANEHOMN MALLMHE YNDSENSHHA.
OfpaTime BHMManmre, 1o BM ynpaensHmra gonska GaiTe 4OCTATOSHO rMEKOIA 1 HagewHoR, 4Tobkbl MMETE
BO3MO#HOCTE YNPAENATE ECEMM PECYPCaMM PaZEEPTEIESHMA, NO3TOMY MPE4NIHTUTENLHEIM RENASTCA
ELICOKOLOCTYTIHOE XPaHMAMLYE.

nEFIEI'ﬂE_CI: XPaHMIHALWA

G} OEpaTAUTE BHMMAHWE, HTO NOGAEDMABAKTON ToNLKD TomMa Gluster Ges

PEMNAMEA WNA C TPEMA PEMRAELIMEA.

TN EpassnuLULa Gluster

MogrAmYenne K heEt L he e, lecalfengine

KPAHUAWLLLY

Napamerpe backup-vollile-servers-hosi 2. home local:h

MOH THAPOEIHAN

> PaclumpesHoe

PucyHok 48 — lNMapameTpbl xpaHunuuwa tuna Gluster

3.5.2.4.1 HacTpomka xpaHunuuia Tuna Gluster

MNpu BbIGOpE TUNa xpaHunuwa Gluster, cosgaHHoro B n. 3.5.1, ykaxxute B none
"TlogkIIro4eHUe K XPaHUJIUILY" TOM engine (Hanpwumep,
rvhostl.rosa.lan:/engine).

3.5.2.4.2 HacTtpouka xpaHunuwia Tuna NFS

MNpu Bbl6ope Tmna xpaHunuuwa NFS ykaxute B none "IIogkiiroyeHHe K
XpPaHWINILY" NyTb K XpaHunuwy (Hanpumep, rvhostil.rosa.lan:/data/engine),
cosfaHHoMmy B n. 3.4.1 (pucyHok 49).
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Pa3BépTbIBaHME BUPTyann3npoBaHHoro LY X

BM BuptLY MNoarotoeka BM XpaHwunuiie 3aBepwnTb

© ® ©, o

HacTpoiiTe JoMeH XpaHeHWs, B KOTopoM 6yAeT pasMellaTbcs AVNCK BUPTYa/ibHOW MallWHbl yripaBneHus.
O6paTtuTe BHAMaHue, uto BM ynpaBneHus fonxkHa 6biTb A0CTaTOUHO rME6KOIA 1 HaAEXHOIA, UTo6bl UMETb
BO3MOXHOCTb YNPaBAATL BCEMU pecypcaMin pa3BépTbiBaHWS, NO3TOMY NPeAnoUTUTENbHBIM ABNSETCS

BbICOKOL4OCTYNMHOE XpaHWTNLLIE.

MapameTpbl XpaHUAMLLa

Tvn xpaHuavwa NFS v
MNoakntoueHne K vmrvhosti.rosa.lan:/data/engine
XpaHWANLLY
MapameTpbl
MOHTMPOBaHWUA

> PacwmpeHHoe

PucyHok 49 - NapameTpbl xpaHnnuuwa tuna NFS

3.5.2.4.3 HacTpouKa pacLuMpeHHbIX NapaMmeTpoB

[na HacTpOMKU paclUMpeHHbIX NapaMeTpoB HaxmuTe Ha "PaciupeHHoe"
(pucyHok 50):
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Pa3BépTbiBaHMe BUPTYanusMpoBaHHoro LY X

BM BuptlyY MoarotoBka BM XpaHunuuie 3aBeplunTb

© ® O o

HacTpoliiTe fJoMeH XpaHeHWs, B KOTOpoM 6yAeT pasMeLLaTbca AUCK BUPTyanbHOA MaluUHbI YripaBneHus.
O6paTtunTe BHUMaHWe, 4To BM ynpaBneHus AokHa 6bITb AOCTAaTOMHO MMGKOM U HaAEeXHOM, UTO6bl UMeTb
BO3MOXHOCTb YNpaBAsATb BCEMU pecypcami pa3sBépTbIBaHUSA, MO3ITOMY MpeAnouTUTENbHBIM ABASETCH

BbICOKOAOCTYMNMHOE XpaHUnwe.

MapameTpbl XpaHUaMLWa

Tun xpaHunuwa NFS v
MogkntoyeHne K vmrvhost1.rosa.lan:/data‘engine
XpaHuAnLLy
MapameTpbl
MOHTHPOBaHUA

v PaclumpeHHoe

Pasmep gucka (MmB) 62 O
Bepcua NFS Auto v
JomeHHoe nma hosted_storage
XpaHunuwia

PucyHok 50 — HacTpowka paclumpeHHbIX napamMeTpoB Anda xpaHunuuwa tuna NFS

— Pasmep pucka - Pasmep aucka no ymonyaHuio coctaBsnset 62 I'b. Takoun
pasMep AMCKa ABASETCA  MWHMMANbHO  AONYCTUMbIM  3HayeHuem. [lpwu
Heo6XoAMMOCTU pasMep AUCKA MOXHO YBennyuTb. MeHblunii pa3mep Aucka
MCNOsb30BaTb HEMb3A.

— Bepcusa NFS - Bepcua NFS no ymonuanuo - "Auto". [laHHbIi napameTp
MEHSITb He peKOMeHyeTCsl.

— [ToMeHHOe MMSs XPaHUIHUIIA - IMs XpaHunuLia, no KOTOpoMy OHO 6yaeT
BUOHO B IOMEHE.

3.5.2.4.4 HacTpouka xpaHunuw,a Tuna iSCSI

HacTtpoitTe napameTpbl xpaHunuia tuna iSCSI (pucyHok 51):
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BM BuptLY Moarotoska BM XpaHunuuie 3aBeplnTb

© ® O o

HacTpoiiTe fJoMeH XpaHeHWs, B KOTOpoM 6yAeT pasMeLLaTbca AUCK BUPTyanbHOW MaLlUUHbI YripaBneHus.
O6paTuTe BHUMaHue, 4To BM ynpaBneHus fo/kHa GbiTb 4OCTAaTOUHO rMBKOA 1 HaAEXHON, UTO6bI MeThL
BO3MOXHOCTb YNpaBiATb BCEMU pecypcami pa3sBépTbIBaHUSA, MO3ITOMY MpeAnouTUTENbHbIM ABASETCA

BbICOKOAOCTYMNMHOE XpaHUunnwe.

MapameTpbl XpaHUAKLLA

Tvn xpaHvnuwa iscsl v
Appec IP noptana
MopT noprtana v

MNmsa nonb3oBaTens

noprtana

Maponb noprana

Monyyenwve cnucka yenein

v PaclwumpeHHoe

<>

Pasmep gucka (M1b) 62

msa nonb3osatens Ans
oBHapyXeHuA

Mma nons3osartens ana
oBHapyxeHus

PucyHok 51 — MapameTpbl xpaHunuvuia Tuna iISCSI

— Anpec IP nnopTana - IP-agpec, N0 KOTOPOMY AOCTYMNeH noprarn.

— Ilopt mopTana - MopT, N0 KOTOPOMY AOCTyneH nopTan (Mo yMonyaHuto
ncnonbayeTcsa nNopT 3260).

— Mma r1nionbp3oBaTesis mnopTtana - Wma  nonb3osaTens  nopTtana,
ncnonb3dyemoe Ansa ayTeHTUudukauum.

— Ilaponp nopTasa - [laponb Nnonb3oBaTtesna noprana.

PacluMpeHHble napamMeTpbl AJ1s1 HACTPOeK XpaHunuiua tuna iSCSI:

— Pasmep pucka - Pasmep gucka no ymonyaHuto coctaenset 62 I'b. Takoun
pasmMep Aucka ABNAETCA  MUHUMANbHO  AOMNYCTUMbIM  3Ha4veHueM. [lpwu
HeobX0AMMOCTU pasMep pAUCKa MOXHO YBeNnYuMTb. MeHblnin pasmep AucKa
MCNONb30BaTb HEMNb3A.
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— VMda nonb3oBaTesiss O6HapysKeHUs — Mms, no KOTOpoMy nonb3oBaTenb
MOXXET 6bITb OOHAPY)KEH.
— ITaposp nmonp3oBaTesss OOHaApPy>KeHUs - aposb nosnb3oBaTens.

MpumevyaHune — C 0COBEHHOCTAMMN HACTPOEK NapamMeTpoB XxpaHunuuia iSCSI MoXHo
03HAaKOMWTbCS Ha caunTe http://www.open-iscsi.com/.

Mpw BbIGOpe TMMa xpaHunuwa 1SCSI HaxmuTe KHonky lMonyyeHne crnmcka
Lenen ana HaCTPONKM NapamMeTpoB XpaHuUIuLa.

HaxxmuTe kHonky Crnegywowmnmn ons nepexofa K cekuum "3aBepIInuT".
3.5.2.4.5 NMopgknioyeHune xpaHunuw,a Tuna Ceph

OTkasoycTonumBoe xpaHunuuie CephFS MOXeT 6bITb NOAKNHOYEHO KaK AOMEH
XpaHeHunsa K Cucteme Buptyanusaumm ROSA Virtualization. NpeaBaputenbHO JoMXHa
6bITb pa3BepHyTa 6a3oBas KoHdurypauma ROSA Virtualization, npegHasHadyeHHas ans
MCNONb30BaHMA B MPOMbILLAEHHOM peXxume QYHKLUMOHUMPOBAHUS C UCMOSIb30BaHNMEM
xpaHunuwa tuna NFS, Gluster nnm iSCSI.

Mpoueaypa nogkntodeHus xpaHunuuia CepFS nogpo6bHO onucaHa B AOKYMeHTe
"ROSA  Virtualization v3.1. PykoBogctBO no  ycTtaHoBke. [loakntoyeHue
OTKa30ycTonuymBoro xpaHmnuuwa CephFS".

3.5.2.4.5.1 Tpe6boBaHMA K nNporpaMMHbIM M anmnapaTtHbiIM CpeAcTBaM pAnsa
noaknovyeHusa xpaHunuw,a CephFS

Cuctema Buptyanu3sauum ROSA Virtualization:

— PasBepHyTa 6a3oBast koHpurypauma ROSA Virtualization, npegHasHayeHHas
ANS UCNOMb30BaHUA B MPOMbDILIIIEHHOM peXuMe (QYyHKUMOHMPOBAHUA B KayecTBe
Cuctembl BUPTyanusaumm BblYNCINTENbHbIX LLEHTPOB.

— WUcnonbsyetca Bepcua ROSA Virtualization 3.1 nnu HoBee.

OTka3soycToiunsoe xpaHunuuie Ceph:

— PasBepHyTa KoHbUrypaums oTkasoyctonumsoro xpaHunuuwa Ceph — knacrep,
XocTbl, MoHuTOpbl (MON), cepBepbl MeTagaHHbix (MDS), ycTpoWcTBa XpaHeHus
o6bekToB (0OSD).

— Wcnonbsyetcsa Bepcus Ceph 18.x unm 19.x.

3.5.2.5 3aBepLueHue pa3sBepTbiBaHUSA BUPTYyanusnpoBaHHoro LY

B cekuun "3aBepLIUTL" HAXXMUTE KHOMKY 3aBepWwMTb pasBepTbiBaHME AN
nepeHoca BM CYCB B xpaHwnuuie u 3aBeplleHus npouenypbl yctaHoBkun CYCB
(pucyHok 52).
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PassépTeiBaHMe BMPTYANMIMpoBasHore LY x

ER BupTlY MoaroTosks B Ypanunmwge SzEepWKTE

OZHAKOMETECE © KORGUIYpaWme. MoCne HaXaTHA KHOMEW «3aBEpLUNMTE PazBEpTHEIHNES, BUPTYANEHAA
MELLWHE YMPAENeHWA GyNeT NEPSHECEHE B HACTPOEHHDE XPEHIAMALLE, W KOHqUAMY pawMa knacTepa GygeT
zaeepiueHa. [ocne 23EEPLUSHWA 3TOMD WAra CTAHET GOCTyNHa pafoTa B BMpTyanMInpoeaHHom LY.

w Srorage
Starage Type: plusled(s
Starage Domain Connection: host ] home localfengine
Mount Options:  backup-solfile-sersers=hoanl hame ksl hos 3 home ool
Disk Size (GiB): 58

D.“E-d ‘ Ild-‘du

PucyHok 52 — 0630p KOHUrypaumm xpaHunuuia

NMocne ycnewHoro 3aBeplweHns yctaHoBkn CYCB Ha okpaHe nosiBUTCA
COOTBETCTBYOLLEE COOOLLEHNE U CTaHeT AOCTYMHbIM BXog B Beb-uHTepdenic CYCB
(pucyHok 53).

Fa3BEpThiEGHVE BMPTYaNMsIMpoBaHHoMo LY 3aBeplUeHD

PucyHok 53 — 3aBepuieHune yctaHoBkn CYCB

Ha)kmuTe KHONKy 3aKpbiTh A1 3aBepLUeHNsi paboTbl NPOrpaMMbl YCTAHOBKM
CYCB.

3.5.3 OuncTtka napameTtpos yctaHoBku CYCB

B cnyyae HeypayHoro 3aBepluieHuns yctaHoBkn CYCB ocywecTtBute npouenypy
OYMCTKMU AaHHbIX nepes NOBTOPHOM YCTaHOBKOMW. [1NA 3TOro B KOHCOM XOCTa ABaXkbl
BbIMOJIHUTE ClIeAYHOLLYO KOMaHAY:

# ovirt-hosted-engine-cleanup
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3.5.4 YctaHoBka CYCB B KOHCONIbHOM peXxume

Mpn HeobxoauMocTu yctaHoBKY CYCB MOXHO OCYLLECTBUTb B KOHCOJIbHOM
pexxume. [ns 3anycka nporpaMmMbl YCTaHOBKW BbIMOSIHUTE B KOHCOIM XOCTa
cnefyroLyto KOMaHAay:

# hosted-engine --deploy

Hanee cnegynte WHCTPYKUMAM TEKCTOBOro WHTepdenca nporpammbl
yCTaHOBKMW.

3.5.5 YcraHoBKa ceptugukara LIC

MNpn nepBoM poctyne K [MopTany agMuHucTpupoBaHua (CYCB) Heob6xoammo
yCTaHOBUTb CcepTMdUKaT, MCMNONb3yeMbIA BUPTYyanusanpoBaHHbiM LIY, BO usbexaHune
npeaynpexaeHunin 6e3o0nacHoOCTy.

3.5.5.1 YctaHoBKa ceptudpukata LIC ¢ wucnonbsoBaHnem Be6-
6pay3epa Firefox
[ns yctaHoBku ceptudukata LIC ¢ ucnonbsopaHnem Be6-6paysepa Firefox:

1) Mepengute no agpecy URL lMopTana agMUHUCTPUPOBAHUA U Ha CTpaHuULe
NpMBETCTBUA HaxmuTe Ha ccbinky "CA cepTudUKaT LieHTpa yIIpaBiieHUd"
(pucyHok 54).
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SXOABCMCTGM)/ He BbIMNO/IHEH W ‘

ROSA Virtualization (' s

MopTansi 3arpysku

Moptan PecypCbl KOHCOJIbHOIO K/IMEHTA
aAMUHUCTPUPOBaHMUA CA cepTnduKaT LLeHTpa

Moptan BM ynpasneHms

MopTan MoHUTOpPUHra

Pycckunii - Poccnst v

PucyHok 54 - MNMopTtan Bxoga ROSA Virtualization: MopTan agMUHUCTpUpOBaHus,
Moptan BM
2) bynet 3arpyxeH ¢ann pki-resource (6e3 pacumpeHnus daina).
3) OTkpoitTe okHo "TlapameTpsrl/IIpenouyTeHus "

- Windows: oTkpoiite MeHto Firefox u Bbibepute "Hactpomku" (URL
about:preferences);

- Mac: otkponTe meHto Firefox u Bbibepute "IlapaMeTpsl...";

- Linux: oTkponTe MeHto NMpaBka u Bbibepute "IlapameTpsr";

4) Bblbepute B MeHsi cneBa pasgen "IIpUBAaTHOCTD U 3aIIUTA" U NPOKPYTUTE
BHU3 coaepxumoe hopMmbl Ao cekummn "CepTuduraTthl” (pUcyHok 55).
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& C @ Firefox about:preferences#privacy w ® ¥ © 9 =

£ Haiitn B HacTpoiikax

@ OcHoBHble CepTudukarbl
@ H v 3anpawumsatb y OCSP-cepBepoB NMOATBEPXKAEHME TeKyllero MpocMoTp cepTUMKaTOB...
adano CcTaTyca cepTudrKaTos
YcIpoiicTBa 3aluTHI...
Q Mowck
Pa3peLunTs Firefox aBTOMaT4eCKM AOBEPATL YCTAHOBAEHHBIM BaM CTOPOHHUM

MpuBaTHOCTL 1 P pATe ¥ P MoapobHee
& KOPHEBbIM CepTUdUKaTaM.

3awmTa
Q CuHxpoHu3auua

Pe>xikum «Tosnbko HTTPS»

m Bosblue ot Mozilla HTTPS obecneunsaet 6e30nacHoe 1 3alnppoBaHHoe coefivHeHue Mexay Firefox u calitamu,

KOTOpble Bbl NMocellaeTe. BoNbLIVHCTBO CaiTOB NoAAepxuBatoT HTTPS, 1 ecnn BKAOYEH pexxinm
«Tonbko HTTPS», To Firefox nepektounT Bce coeanHerna Ha HTTPS,
Moapo6Hee

O BraounTs pexm «Tonbko HTTPS» BO BCex OKHax YnpasneHne NCKAUEHUAMM. ..

o BrtounTb pexum «Tobko HTTPS» TONbKO B MpUBaTHbIX

OKHax
| Pacwmpenus n Tembl

® Momaepxxa Firefox @ He Brtouath pexxum «Tonbko HTTPS»

PucyHok 55 — Firefox: Pasgen "IIpMBaTHOCTS U 3allUTa", CEKUUS
"CepTudpuraTsr"

5) Haxkmute [lpocMoTp cepTUPMKATOB.., YTOObl OTKPbITb "YIIpaBIeHUE

cepTuduKaTaMU" M nNeperTM Ha BkNagKy "LIeHTpbl cepTUUKAIMU" (PUCYHOK
56).

YnpaBneHue ceptudukatamn X

Bawwu cepTudukaTts PelueHus no ayTeHTUOMKaLMK Toan Cepeepe! ‘LLE'Hpr\ cepTudrKaLnn

¥ Bac XpaHATCA CepTUOMKATLI, CyxXallive AN UASHTUGUKALMUA CefytoLinX LeHTPOB cepTudUKaLMm

Mma ceptudumkarta YCTpOWCTBO 3aLLnThl B
~ ACCV
ACCVRAIZ1 Builtin Object Token

v Actalis S.p.A./03358520967
Actalis Authentication Root CA Builtin Object Token
~ AffirmTrust

AffirmTrust Premium ECC Builtin Object Token

MMnopTtupoeartb...

o |

7
PucyHok 56 — Firefox: "YupaBiieHue cepTuduKraTamMu” - Bknagka "LIeHTpsI
cepTudUuranuu”

6) Haxxmute Ha KHOMKY UMNOPTUMPOBaTb.. (PUCYHOK 56)
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7) Bbibepute daiin KopHeBOro cepTudmKaTa, KOTOPbIA HY)>XHO MMMNOPTUPOBATb
(ans npocMoTpa 3arpykeHHoro darna cmeHuTe TUN danna Ha "Bce daribr").

8) OTMeTbTe rasloukamMu napamMeTpbl 4OBEPUS U HAXXMUTE KHOMKY OK.

9) B pasgene [ucnetyepa ceptudukaToB HaxxmuTte kHornKy OK 1 3akpoiTe oKHO
"ITapameTpsl/IIpenmnouyreHus”.

10) Y6enuTecb B TOM, 4TO BCe npouecchbl Firefox ocTaHoBNEHDI.

11) Nepesanyctute Firefox u nepeingute no apgpecy URL [optana
afMWUHUCTPUPOBaAHNA. 3HAYOK 3aMO4ka B aJpecHOM CTPOKe yKasblBaeT Ha TO, YTO
ceptudumkart LIC ycTaHOBNEH.

3.5.5.2 YctaHoBKa ceptudpukata LIC B Beb-6paysepe Google
Chrome

Insa yctaHoBku ceptudukata LIC B Be6-6paysepe Google Chrome:

1) Mepengute no agpecy URL MMoptana BM ¥ Ha cTpaHuue NpUBETCTBUSA
HaXXMuTe Ha KHonky CA cepTu¢mKaT LeHTpa ynpaBfieHus (pUcyHok 57).

2) bynet 3arpyxeH ain pki-resource.cer (paclwmpenue daitna .cer).

3) Nepenigute B MeHo "HacTponku — KOHOUOEHIIUAJIBHOCTD U
6e30ImacHOCTb — HacTpouTh cepTUOUKATHI" (PUCYHOK 57) U HAXXMUTE Ha 3HAYOK
[4] (kBagpaT co cTpenoykon) AN Bbl3oBa Avanora ynpasneHus ceptudpukatamm (URL
chrome://settings/security).
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<« > Cc &) Chrome chrome://settings/security w - :
G H ac'rpoﬁ KW Q, Mowuck Hactpoek
2 AwGoogle Vecnonb3osatk besonacHbiii DNS-cepsep
Y106bI Tem, y KOTO ecTb AOCTYM K BallemMy VHTepPHeT-Tpaduky, GbL10 CoKHee BUAETb, Kakue CaliTbl Bbl
ABTO3ano/iHeHUe ©

naponu noceaete, Chrome UCNonb3yeT 3allMLLEHHOe NOAKAOUeHNe Ana novcka IP-agpecos catos 8 DNS
(cucTeme AOMEHHbIX MMEH).

KoHpuaeHLManbHOCTE U

e & m

6esonacHocTb
BbibpaTs nocTasiyvika yeayr DNS WcnanbzoeaTs NocTasiumka No yMoAUaHHi (ecan zaaaH Ha yposre OC)
MpousBOANTENIBHOCTD
¥npasnerue GesonacHoctero VB N
@  Brewwwii Bug BkntOuMTh JOMOAHMTENBHYHO 3aLUMTY ABMKKa JavaScript u WebAssembly 8 Chrome
Q Mowckosas cucrema YnpasneHue cMapTdoHaMu N
BuibepuTe, Kakune cMapT@oHbl ByayT MCNONb30BaHbI B KaUeCTBe 31eKTPOHHOTO Kkova.
B0 Bpaysep no ymonuanuro
| Hactpouts ceptudukatel -7
@ 3anyck Chrome @&

¥npas/ieHWe HacTpolKaMKu U cepTudmkatamu HTTPS/SSL

@

A3bIKn Ceprudmkatsl, koTopbiMu yripasnseT Chrome %
NHdopmaLuma o Tom, kak Chrome ynpasaseT KOpHeBsIMA cepTUdUKaTamm

&

CkavaHHble daiinbl
MNporpamma [ononHuTeasHoOK 3awmTel of Google

Cney. BO3MOXHOCTH Camoe HagexHoe pelleHye Google ANs 3alLUTLI aKKayHTOB, KOTOPLIE MOABEPraoTca A
LeneHanpasAeHHbIM aTakam.

Cucrema - -

Fo

PucyHok 57 — Chrome: HacTpoikn — KoHbuaeHUnanbHOCTb U 6e30MacHoOCTb —
HacTpouTb cepTudmkaTbl

4) B pawuanore ynpaeneHus cepTuduMKaTaMyM HaXMUTe KHOMKY WMMOpPT..
(pucyHok 58).
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CepTudukatsl X

HazHaueHue: <Bce> w

JIndHble  [pyrue nonb3oBaTenu [poMeXyTOuYHbIE LIEHTPbI cepTudukaumn [oBepeHHble kopr 4| ¥

Komy BblnaH Kem BbiaaH Cpok peidcteua  MoHsATHOE ...
10ef56e89-57... 0ef56e89-577c-4cfo-b062-beBba2... 01.04.2025 CrossDevice
WmMnopT... JKCNopT... YoanuTb JononHuTensHo

I  HasHauyenus cepTudukaTa

MpocmoTp

[ 3aKpbiTh ]

PucyHok 58 — Chrome: gnanor gns ynpaBneHus cepTudpumkaTamu

OTkpoeTcs okHOo "MacTep uMIopTa cepTUPUKATOB" (PUCYHOK 59).
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+% Macrep umnopTa cepTuduKaToB

Macrep nmnopra ceptudpukaros

ITOT MacTep NOMOraeT KONMpoBaTh CE‘[]TI-‘I[IJHI{aTbI, CNMUCKH J0BEPHA W CNHUCKKW OT3blBa
CEDTH[I]I"II{BTOB C NOKanbHOroO JUCKa B XpaHunuiie CEDTH{I]I"II{ETOE.

CepTudMKaT, BbiAaHHbIA LIEHTPOM CepTUhHUKELNK, SBNAeTCA NOATEEPXAeHHeM Ballei
NUYHOCTH W COAEPMUT MHMOPMaLIMIO, HeoDX0AMMYIO ANA 2aUMTbI AaHHBIX HAKW
YCTAHOBNEHWA 3allULLEHHbIX CETEBbIX NOMKHYEHHA. XpaHUNHLLE cepTUDHKATOB — 3TO
obnacTb cuCTeMbl, NpeaHasHaYeHHas Ans XpaHeHus cepTudHKaToB.

[nA Nnpoao/mKeHns HaxkMuTe KHonky "danee".

[anee OtmeHa

PucyHok 59 — MacTtep umnopta ceptudukaTtos (Windows)

Haxxmute kHonky [lanee.

5) B "MacTepe MMIIOPTa CEePTHUPUKATOB" yKaxute "MIMIIOPTHUPYEMbIN
dan", pna Yyero HaXXMuUTe Ha KHomnky 0630p... (pUcyHok 60).
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€& 2% Macrep umnopTa cepTUdhUKaTos

MmMmnopTtupyemeli ¢gaiin
YiauTe hailn, KoTopblid Bbl XOTUTE MMNOPTHPOBAT.

WMma daitna:
| 06zop...

3amedaHue: cnegyrowue dhopmaTbl daitnoe MoryT cogepxaTtb bonee ogHoro cepTuduKaTta B
ofHoM aitne:

®aitn obmeHa nuuHo nHdopmaumen - PKCS #12 (LPFX,.P12)
CranpapT Cryptographic Message Syntax - cepTudukatel PKCS #7 (.p7b)

XpaHunuiLe ceprann3oBaHHbx cepTudukaTos (LS5T)

[anee OTtmeHa

PucyHok 60 — MacTep nMmnopTa cepTudukaToB — Bbi6op MIMnopTupyembin (ann

6) Boibepute daitn kopHeBoro cepTuduraTta X.509, KOTOPbIA HYXKHO
nMmnopTupoBaTb (pucyHok 61). [nsa npocMoTpa Bcex (hainoB cMeHuTe TUM daiiia Ha
"Bce pansbl"; He06x04MM paHee 3arpy)XeHHbl dann pki-resource.cer.
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G OTkpbITHe
< v N 4 > 3arpyzam > ~
Ynopasouuts Hoeas nanka
> = LokymeHTsl Mma [lata mMzHeHMﬂ

> P Uzo6paxenus ~ CeroaHa

# pki-resource.cer 27.05.2024 17:36

> @l Pabouwuii cton

* Ha npownoii Hegene

» B npolwnom Mecalle
@ Pabouwid cron

Jr_ 3arpysku
= JlokymeHTBI
PR Vzobpaxetus

) Myszbika

C Mowuck B: 3arpysku P

o @

Tun Pazmep

Ceptudukar besonacH... 2 Kb

Wma daiina: | pki-resource.cer

~ | Ceptndurar X.509 (*.cer;*.crt) ~

OTmeHa

PucyHok 61 — Bbi6op aiina kopHeBoro cepTudukaTa X.509 (Windows)

7)B  "MacTepe uMIOpTa
"XpaHunuige cepTUuPUKaTOB"

cepTUPUKaATOB"
U3

"ITOBEPEHHBIX

YKaXute Heobxoammoe
KOPHEBBIX IIE€HTPOB

cepTuduranuu" (PUCYHOK 62) U HaXXMUTE Ha KHOMKY flanee.
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€& % Macrep umnopTa cepTUhMKaToB

XpaHnnwwe ceptndpUKaToBE

XpaHunUa cepTHHUKATOB - 3TO CHCTEMHbIe 0DNacTH, B KOTOPbIX XPaHATCA
cepTUDUKaETDI.

Windows aBTOMaTHuYeCKH BbIDEDET XpaHWKLLE, WK Bbl MOMETE YKa3aTh
pacnonoXeHue cepTUhUKaETa BPYUHYHO.

() ABTOMaTHUeCKM BbIGpaTh XpaHUNMLLE Ha OCHOBe TUNa cepTHhHKaTa

© MNomecTuTb Bee cepTUdUKaTLI B CleyIOLLee XpaHUMILe

XpaHunuie cepTuduKaToB:
[loBepeHHbIe KOPHEBbIE LIEHTPbI CepTUhHKALIMK 0630p...

Janee OTtmeHa

PucyHok 62 — MacTep nMmnopTa cepTudukaToB: XpaHunuuie cepTudukaTon -
[loBepeHHble KOpHEBbIE LIEHTPbI cepTudunkaumm

8) B 3aBepwatowieM puanore "MacTepa HMIIOPTa CepPTUPUKATOB"
HaXXMUTe Ha KHOMNKY F0ToBO (pUcyHoK 63).
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& &% Macrep nmnopTa cepTudukaTos

3aBeplieHMe MacTepa MMNoOpTa cepTUPMKaTOB

CepTuduraT byoeT MMNOPTHPOBaH NOCIEe HaXKaTHA KHOMKK "ToToeo".

Bbinu yKasaHbl cneylolue NnapaMeTpbl:

XpaHunuile cepridnkaros, BcibpadHoe nonbaosarenem izl TN R o Sz -RI (= Ty ol N
Conepumoe CepTndukar
Maiin C:\Users\|ples\Downloads\pki-res

[oToRO OTmMmeHa

PucyHok 63 — 3aBepliarowuin gnanor "MacTepa uMIiopTa cepTuduKaToB"

9) 3akponte Chrome u y6eguTecb B TOM, 4YTOo Bce npoueccbl Chrome
OCTaHOBJIEHbI.

10) Mepe3anyctute Chrome u nepenaute no agpecy URL [loptana
aaMuHucTpmpoBaHus (CYCB). 3Hauyok 3amMoyka B apecHO CTpoKe yKasbIBaeT Ha To,
yTo cepTudukaT L|C ycTaHoBMEH (PUCYHOK 64).
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25 vmsusv.rosa.lan/ovirt-engine/

& besonacHoOCTb X

vmsusv.rosa.lan

@] MopaknroueHne 3almLLEHO
WHbopmaums, koTopyro Bel coobluaete 3Tomy

calTy (HanpumMep, Napoan U Homepa

i DaHkoBCKMX KapT), 2awWwmuleHa. [loapobHee

[lencTBuTeNbHBbIN cepTUdUKaT [/}

L i
PucyHok 64 — MNoakntoyeHne kK CYCB (MopTan agMUHUCTPUPOBaHMS) 3aLLMLLEHO

3.5.6 Bxop, B Be6-uHTepdeiic CYCB

[ns poctyna Kk Be6-uHTepdeiicy BBeAUTEe B afpecHoi cTpoke 6paysepa (Ha
BHeLUHel paboyei cTaHUuKN) goMeHHoe uMa unm IP-agpec BM CYCB, Hanpumep:

https://susv.rosa.lan

Ha akpaHe nosiBUTCA OKHO, cofiepykalliee CCblfikv Ana nepexofa kK "IlopTainy
agMUHHCTPUpPOBaHUA" unun "Tloptasy BM" (pucyHok 65).
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BxoJ B CUCTEMY HE BLINMONHEH w .

ROSA Virtualization (' s

MopTansi 3arpyskmu

MopTtan Pecypcbl KOHCONBHOIO
aAMWHNCTPUPOBaHNA  K/WeHTa

MopTan BM CA cepTUUKaT LieHTpa
MopTan ynpaeneHus
MOHWTOPWHra

Pycckuit - Poccnsa v

PucyHok 65 — NHTepdenic Bbibopa nopTana: [NopTan agMMHUCTpupoBaHus, MNoptan
BM

Ana poctyna K agMuHUCTpaTUBHbIM GyHKUMAM CYCB HaXMuTe Ha CCblnKy
"IlopTajl afMHUHUCTPUPOBAHUSA" U BBEAUTE yYETHble faHHble (OrMH U Naporsib)
nonb3oBatens admin, npodunb "Internal" gns aBTopusauum (pUCyHOK 66).
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ROSA Virtualization ('

BxoA B y4ETHYO 3annch

ViMa nonb3oBartens

| admin|

Maponb

Mpodunne

internal

Bxog B cuctemy

ROSA Virtualization — 3To HagéxXHaA 1 6e3onacHas naatGopma Ans
BupTyanusauum OC Linux n Windows

PrcyHoKk 66 — Bxoga B y4€THYto 3anucb ROSA Virtualization

B cnyyae ycnewHolr aBTopu3auMu Ha dKpaHe MOsIBUTCA MaHeslb MOHUTOPUHIa
CYCB, koTopasi 3arpy)aeTcsi M0 YMONYaHUIO U COAEpPXUT obLLyto MHdopmaLmio o
koMnoHeHTax ROSA Virtualization (pucyHok 67).
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ROSA Virtualization ( R =g 0. a

NaHenb MOHUTOPUHra < © NMocnepHee o6HoBeHMe AaHHbIX 10.03.2025, 19:34:30 GMT+3 ﬂopTan MOHUTOPUHIa
B2 1 fata- 21 31 Xoctsi &.2 NomeHbl 'E31 BuptyanbHble A 1 CobbiTus
Pecypcbi LieHTPbI Knactepbl XpaHeHUs AaHHbIX MaLUUHbI
o1 o1 02 o1 L

XpaHunuiie
O6Luee ncnonb3oBaHme

AAMUHVCTPUpPOBaHue un Namats XpaHunuwie
AOCTYNHO AOCTYNHO AOCTYMNHO
0
100 % 13 100 % 6’8 un3 7,5 GiB 0’2 n30,2TiB
CobbiTusa
BupTyanbHble pecypcbl — 3anpoLueHHble:  BupTyanbHble pecypcbl — 3anpoLueHHble: BupTyanbHble pecypcbl — 3anpoLLUeHHble:
0 %, BblgeneHHsble: 25 % 0 %, BblgeneHHble: 27 % 1 %, BblgeneHHble: 10 %
JononHeHus
0% 0,8 0,0

A \

PucyHok 67 — NaHenb MmoHuTOpuHra CYCB

Mocnegytowmn pgoctyn K ¢yHkumam CYCB ocyuwectBnsetrca 4yepe3 Bbi6op
Heo6X0AMMbIX NMYHKTOB B rlaBHOM MeHto CYCB (pucyHok 68).
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= ROSA Virtualization ('

MaHens MOHUTOpPUHra Pecprbl

EmpTyaanble MallWHBbI
Pecypcbl
LabnoHsbl
Mynel
XOCTbl
XpaHunuiie AaTa-LieHTpel

Knactepbl

Aﬂ,Ml"IHMCTpMpOBaHHE

CobbiTA

JononHeHus

PucyHok 68 — 'naBHOe MeHto Beb-uHTepderica CYCB, ¢ OTKpbITbIM
nogmeHto "Pecypcer”

3.6 [lo6baBneHune XoCTOB B KnacTep

MNpw pa3BepTbiBaHnn ROSA Virtualization B 6a30B0W KOHpMIypauun BbINOJHUTE
npoueaypy Aob6aBfeHUs KaXAoro U3 XOCTOB C YCTaHOB/EHHbIM TUMEepBU3OPOM B
Knacrep.

Knactep — nornyeckoe o6begMHEHNE XOCTOB, KOTOPbIe BbICTYNatOT B Ka4yecTBe
obuiero pecypcHoro nyna pns BM. lpu atom BM pguHamMunyeckn BblAensitoTca
KaX[ oMy XOCTY B KnacTtepe u MOryT MUIpUpoBaTb MeXy XOCTaMMu.

Kaxabim xoct ROSA Virtualization pgomkeH npuHagnexaTtb onpeneneHHoOMy
Knacrtepy.
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Bo Bpems yctaHoBku ROSA Virtualization cospgaetca knactep no ymMon4yaHuio
Default, koTopbln BKIHOYAeT B CBOW COCTaB TOJIbKO XOCT C YCTaAHOBJIEHHbIM
rmnepBM3opoM U passepHyToit BM CYCB (Hanpumep, "rvhosti.rosa.lan").

3.6.1 [lo6baBneHue XoCTOB B KJ/IaCTep C UCMOJIb30BaHMUEM NopTana
aaMuHucTpuposaHusa CYCB

[lo6aBneHne XOCTOB B  KJlacTep  OCYLIeCTBNseTCA  Ha  nopTtane
agMuHuctpupoaHusa CYCB.

[Ona pobaBneHunss xocTta BblbepuTe NMyHKT "Pecypchbl — XOCTBI" B rnaBHOM
MeHto CYCB n HaxxmuTe kKHonky lo6aBuUTb.

Ha akpaHe nosBuTca Bknagka "Obiree" okHa "HOBBIM XOCT" (pPUCYHOK 69).

HoBbliA xocT x

XocT knactepa Default M

Aama-yeHmp: Default
YnpasneHve nutaHuem
o

SPM Vvst

KoHconb n GPU KommeHTapuia

Wwma xocta/IP €@
fAapo

Mopt SSH 22

BupTyanusmpoBaHHbIiA LIY
AKTVBMPOBATE XOCT NoCNe yCTaHOBKK

CxoxxecTb Mepesarpy3nTb XoCT Noce yctaHoBku €

AyTeHTUPUMKauua

Mma none3oBatens
Maponb

OTKpbITbINA KKOY SSH

* [lononHuTeNLHbIe NapameTpbl

m OTMeHUTbL

PucyHok 69 — Bknaaka "Ob6i1ee" okHa "HOBBIM XOCT"

B nona "Mmsa" un "Mims xocta/IP" BBeguTe COOTBETCTBEHHO KpaTKoe
(hanpumep, "rvhost2") ¥ nonHoe gomMeHHoe uMA  xocTa  (Hanpumep,
"rvhost2.rosa.lan") unwm ero IP-agpec.
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B none "[Taposip" ykaxuTe naposib Y4ETHOM 3anucu cynepnosib3oBatens root
[l@aHHOro xocTa.

[anee nepeiauTe Ha BKnNagKky "BUpPTyanu3upOBaHHBIN LIY" un BblbepuTe
fencteme "PasBepHYTH", 4TOb6bl AaHHbIN XOCT MMen BO3MOXHOCTb 3anycka CYCB
Npu BbIXoAe N3 CTPOs XocTa, Ha KoTopoM CYCB BbINoONHAETCA B TEKYLLUA MOMEHT, YTO
NoBbIWAaeT HaAEXHOCTb U 0TKazoycTonumBocTb ROSA Virtualization.

[nsa npuMeHeHus Bcex caenaHHbIX USMeHeHNn HaxxmuTte KHonky OK.

[ONa HacTpOMKU MONUTUKM 3IHEpProcbepekeHMs Ha 3JKpaHe MOSABUTCA OKHO
"[lTapaMeTpbl yIOpaBJIeHUS IUTAaHUEM". [Ipy Heo6XOAMMOCTM B HACTpPOWKe
napaMeTpoB areHTa WHTepdenca HU3KOYPOBHEro YyrpaBfeHuUss MNUTaHWEM XocCTa
Ha)XMUTe KHOMKYy HacTpouTb ynpaBfieHWEe MNUTaHMEM U BBeaUTE HeobXxoguMmble
napameTpbl.

ons 3aBepLlieHuna rnpoueaypbl ,D,O6aBJ'IeHVIﬂ XOCTa B KJlaCTep HaXXMUTE KHOMKY
OK.

Mocne fo6aBneHuUs B KfacTep CTaTyC XOCTa MUBMEHUTCS Ha 3HayeHune "Up".

MNoBTopuTe npoueaypy Aob6aBfieHMs B KnacTep AN KaXAoro M3 XOCTOB C
YyCTaHOB/EHHbIM FMNEPBU30OPOM.

3.7 AktTuBauusa nuueH3um ROSA Virtualization

Jlnuensna ROSA  Virtualization npegHasHayeHa Ansa  NOATBEPXKAEHUSA
YHUKANbHOCTU KOMUW MNPOrpaMMHOr0 MNpoAykTa W yCTaHaBNMBaeT onpefesieHHble
OorpaHW4yeHnss Mo TMPUMEHEHUID, Takme KakK [AOoMNycTUMoe KOJIN4eCTBO COBMECTHO
paboTarowmx BM, 3aaeficTBOBaHHbIX MPOLECCOPHbIX CNOTOB M T.A4. JONONHUTENBHO
NNLEH3UA UMeET AaTy OKOHYaHUSA OEeNCTBUS, NOCse HAaCTYNeHns KOTopon 3anyck BM
6yaeT 3ab6/I0KMPOBaH.

®ann ¢ nunueHsmernr ROSA Virtualization copepXXUT 3NEKTPOHHbBIN  KJIoY,
KOTOpbIA Heob6xogMMo akTuBupoBaTb Ha CYCB. JlvueHsnss MoxeT 6biTb
aKTUBMpOBaHa ABYMsi crocobamu:

— MnaruvH B Be6-uHTepdeiice MopTana agMUHUCTPUPOBAHMA.
— KomaHpaHas cTpoka (TepmuHan) CYCB.

3.7.1 AkTuBauusa nuueH3um B Be6-nHtepdence NMoprana
aAMMWHUCTPUPOBaAHUS

Ons aktneauymm nuueHsmm ROSA Virtualization oTkponTe MeHto "I[IOIIOJTHEHUS"
MNMopTana agMUHUCTPUPOBaHMKS U BbibepuTe cekumio "JIMIIeH3UpPOBaHUe".
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OTKpoeTca OKHO Ansa ynpasneHus nuvueHsumpoBaHneM ROSA Virtualization
(pucyHok 70).

ROSA Virtualization (' R =& 0. a.

Jlonontenns > JiMueHsuposatne
MaHenb MOHUTOPUHra

YnpaBneHvs nMueH3MpoBaHneM

YcTaHOBUTb NMULEH3MUIO &

XpaHunuye Y Bac Ha AaHHbI MOMEHT HeT JIMLEH3UU. YCTaHOBUTb €€ BOCMOsb30BaBLUMCh KHOMKOM 'YCTaHOBUTb NTULIEH3NUIO .

Pecypcbl

CBeaeHua 0 NULeH3naAx

AAMUHUCTPUPOBaHMe

CobbITnsA

AononHeHusa

PucyHok 70 — YnpaBneHue nuueHsnposaHnem ROSA Virtualization

HaxmMuTe Ha KHOMKY YCTaHOBWUTb JIMUEH3MW A0S Hayana npouecca
YCTaHOBKM NunLEeH3uK (pucyHok 70).

Ha akpaHe oTkpoeTca hopMa anst ycTaHOBKM NNLeH3MM (PUCYHOK 71).

Ecnuy Bac ecTb nnueH3us (3NEKTPOHHbIN K04 akTUBaLuMK) B BUAE TEKCTOBOIO
danna, Bbl MOXeTe CKONMpoBaTb ero cogepxumoe B 6ydep ob6MeHa M BCTaBUTb B
none Beofa cnpaea (cekuus "BCTaBUTH JIMIIEH3UIO"). 3aTEM HAXMUTE Ha KHOIMKY
3arpysuTb 1 nocne Banungaunmn IMLEH3NN — Ha KHOMNKY 3aKpbiThb.

Ecnu Ha skpaH BbiBOgMTCA coobuieHne "HemnpaBusibHas JIUIEH3US", TO
NMLIEH3US He 6blna BanuauposaHa. Haxxmute Ha KHonky [ToBTOpUTb A1 BO3BpaTa Ha
9KpaH yrnpaBneHus IMLEH3UPOBaHNEM.
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YcTaHoBKa NULEH3UU

MepekntounTb pesnm
3arpy3Ku NULEH3HK:

McnonbsyiTe KHONKy AnA
ynpaeneH1A cnoco6om
3arpysku UL EH3UOHHBIX
AaHHbIX Ha nnaTtgpopme
BUpTyanuaawuuu. Bel MoxeTte
NGO BBECTH TEKCTOBYIO
CTPOKY, NMUBO 3arpy3uTs
¢ann, 4yToBbl yCTaHOBUTL
NMLeHsuIo.

PucyHok 71 — ®opma ycTaHoBkuM nuueH3nmn ROSA Virtualization

Ecnu Bbl XOoTUTe 3arpysnTb NNLIEH3UIO (3/IEKTPOHHbIV KU aKTUBaUuMK) Yyepes
daitn, To BbINONHUTE creayolme AeACTBUS:

1) UcnonbsyinTe nepeknoyatens "TIepekIIOYUTh PEeXXUM 3arpy3Ku
JIULIEH3UU" AN U3MEHEHUs pexuma 3arpysku nuueHsun. [lpu  BKIOYEHUU
aKTMBUPYETCS pexuMm 3arpysku darnna. Takxxe BO3MOXHO nepeTawmTb dain B OKHO C
MOMOLLbH MbILWK (PUCYHOK 72).
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YcTaHoBKa NULEH3UU

MepekntounTb pesnm
3arpy3Ku NULEH3HK:

McnonbsyiTe KHONKy AnA O

ynpasneH1A cnoco6om
3arpysKi NULEH3MOHHBIX
[LaHHbIX Ha nnatgopme
BUPTYanusayun. Bel Moxete
nu6o BBECTH TEKCTOBYIO
CTPOKY, NGO 3arpysuTh
ann, yToBbl yCTaHOBUTL

MepeTawmTte paunn
crona

NULUEH3UIO.

niu

3arpysute ¢ain

PucyHok 72 — [lnanoroBoe OKHO 3arpy3ku danna ImueH3unm

2) MepeTtawumTe dain ¢ nuueHsumern (B npumepe - license_rv.gz) B OKHO AJis
3arpyaku unm BbibepuTe dain ¢ gnucka, ucnosbaysi GannoBblit guanor (pucyHok 73).
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YcTaHoBKa NULEH3UU

MepekntounTb pemum

3arpy3ku NMUEH3HuU:

McnonbsyiTe KHONKy AnA Q

ynpaeneH1A cnoco6om

3arpysku UL EH3UOHHBIX

AaHHbIX Ha nnaTtgpopme o
BUpTyanuaawuuu. Bel MoxeTte rlepeTaLuVlTe q]al’lﬂ
NGO BBECTH TEKCTOBYIO

CTPOKY, NGO 3arpyanTs croaa

cain, 4yToBbl ycTaHOBUTL

NULUEH3UIO. I/U'I M

3arpyaute dain

license_rv.gz

3arpyauts ll OTMEeHUTb
3aKpbITb

PucyHok 73 — lNogTBepxxaeHne 3arpysku iMueH3nu

3) HaxmuTe Ha KHoMKy 3arpy3uTb AJisi 3arpysku daina ¢ nuueH3nen unm Ha
KHOMNKY OTMEHUTb — A1 OTMeHbl onepaumm (pUCyHok 73).

Ha akpaHe OTKpOeTCsi OKHO C MOATBEPXKAEHMEM 3arpy3ku NULEH3UM (PUCYHOK
74).
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YcTaHoBKa NULEH3NK

YcnewHo

JlMueH3uA yctaHoBneHa

PucyHok 74 — lNoaTteBep)xaeHne yCrewwHOCTU 3arpys3Ku JiMueH3nu

4) HaxkMuTe Ha KHOMKY 3aKpbiTb (pUcyHoK 74).

OTKpOeTCs OKHO YMpaBfieHUs JNIMLEH3UpOBaHMEM C WHbopMauuein 06
yCTaHOBJIEHHOW NnLIeH3unn (pUCyHOK 75).
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JlononHenns > JMueHanpoBaHue

yl'lpaBJ'IeHVIH UL EH3UPOBAHUEM

YCTaHOBUTL JIMLEH3MUIO &

AKTUBHaA NULUeH3us:

CeeaeHna 0 nuueH3nax

JTvueHsua N218

MHara aktmsaymu: 05.02.2025

napameTp JIUUEH3HH 3HayeHue napameTpa nuyeH3nu
Homep nuueHsuu 18

HanWmuHoBaHMA NUUEH3MK For internal use only

Tun nuueHauu bezlimitnaya

Crartyc AKTUBHaA

MHH -1

Jlata Hayana AeWcTBUA NTULEH3UU -
Jlata KoHLa NeUCTBKMA NTULIEH3WUK -
HaumuHoBaHUA onyuu Tun onyum 3Ha4yeHUe NapameTpa NULEH3UN

JlononHWTenbHble ONyun
PesepBHoe KoNUpoBaHKWe bezlimitnaya -

Yaanutb nuueHsuo I

PucyHok 75 — UHdopmauusa 06 ycTaHOBNEHHOM NNLEH3UN B BeG-MHTepderice

Mp1 Heo6XOAMMOCTU yAaNneHUs NULEH3UM W YCTAHOBKW ApYroi JULEH3UM
HaXXMUTE Ha KHOMKY YAanuTb JINLEH3UIO.

3.7.2 AktuBauusa nuueHsumn ROSA Virtualization yepe3s untepdeiic
CLI

Ona aktneaumm nuueHammn ROSA Virtualization yepes nutepdeic CLI:

1) Mogkntountecb K KoHconn CYCB no SSH mnu oTkpoiTe TepMuHan B Be6-
UHTepderice agMUHUCTPUPOBAHUS XOCTa.

2) CkonupyiTe dain c nuueHaunein ROSA Virtualization B oguH ns katanoros BM
CYCB (Hanpumep, /tmp). [ns KONUpoBaHMA MOXHO WUcnonb3oBaTb ytunuty SCP
(Secure Copy Protocol) unv aHanornynyto ew.

AkTuBaumusa numueHsmm ROSA Virtualization ocyuwecTBnsieTcss KOHCONbHOM
ytunuton install-rosa-license.
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MpumeyvaHune - [Ona nopgknoveHnsa K KoHconu CYCB no SSH BbinonHute
CNnefyroLLyo KOMaHay C yKasaHWeM JJOMEHHOro MMeHu (Hanpumep, "susv.rosa.lan") unm IP-
agpeca BM CYCB, a Takxke naponsa y4eTHoRn 3anucu cynepnonb3osatensa root BM CYCB npu
BbIBOJE Ha 9KpaH COOTBETCTBYHOLLEro 3anpoca:

# ssh root@susv.rosa.lan
root@susv.rosa.lan"s password:

3) s 3anycka npouecca akTUBaLuKU NULEH3UN BbinonHUTe B kKoHconu CYCB
CrnepyroLLyto KOMaHay:
# install-rosa-license

4) MNpwu BbIBOAE Ha 9KpaH COOTBETCTBYHOLLEroO 3anpoca BBeauTe NyTb K dainy ¢
NULEH3NEN.

[anee WHTepaKTUBHbIA CLEHapui aBTOMAaTMYECKU OCYLLEeCTBUT aKTUBaLMUIO
nuueHsnu ROSA Virtualization.

3.7.2.1 Npumep akTuBauuu nuueH3sum ROSA Virtualization

CueHapuit akTMBaL MK JIMLEH3UN MO YMOJYaHUIO NpeAanosiaraeT Hanmume daina
C NMueH3neit nog uMeHeM license.gz B kaTanore /tmp. Ecnu Bbl ckonvpoBanu daiin

C NUUEH3MEN B 3TO KaTasor, TO 4OCTAaTOYHO HaXxaTb Ha knaBuwy Enter.

[root@susv ~]# install-rosa-license
Path to Rosa Virtualization license file (/tmp/license.gz):
The license is successfully installed.

Ecnn B KoHconb 6bin0 BbiBegeHo coobuweHne "The license is successfully
installed", To n1ueH3us 6bina ycrnewHo akTUBNPOBaHa.

NMpumeyaHue — [Ins npocmMoTpa NoAPO6HOM MHPOPMALIMM U MPOBEPKM BaNIMAHOCTH
yCTaHOBJSIEHHOM NULIEH3UN BbINOSIHUTE B KOHCOM CYCB cregytoLLyto KoMaHay:

# rosa-license-info

3.7.2.2 NMpumep npocmoTpa MHGOpMaLMK 06 NUL,EH3UN

[root@susv ~]# rosa-license-info
VM_Backup appliance is allowed: 1.
ROSA license is valid.

JlnueHsus BepudmumnpoBaHa. s onepauunin pesepBHOro KOMMpoBaHUS MOXHO
ncnonb3oBaTb oAuH KnueHT (Backup Appliance).
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3.8 YctaHoBKa cepBepa IPA

B coctaBe ROSA Virtualization cepep IPA dyHKUMOHNPYET B KayecTBe cepBepa
kaTanoros LDAP v npegHasHadeH ana ngeHtTudukaumm n ayTeHTuduKaunum JOMeHHbIX
nosb3oBaTesien.

Cepsep IPA MOXeT 6bITb pasBepHYT KakK Ha OTAeNbHOM (GU3NYECKOM cepBepe
6e3 npepyctaHoBneHHoun OC, Tak n Ha BM nog ynpasneHnem ROSA Virtualization.

Ona yctaHoBku cepsepa IPA Ha BM nop ynpaBneHnem ROSA Virtualization
npeaBapuTenbHO co3fante HoByto BM Ha noptane agmuHuctpupoBaHus CYCB, a
TakXe 3arpysuTte obpas ¢ guctpmbytusom (dain RV-3.1-20250224.0-rv-xX86_64-
dvd1.iso) B xpaHunuue B nogkaTasnor /iso.

Ana yctaHoBku cepBepa IPA Ha oTAenbHbIN GU3NYecKuin cepBep UCMONb3ynTe
DVD-auck ¢ auctpuoytusomMm ROSA Virtualization nnu paHee co3gaHHbIA CMEHHbIN
HOCUTENb C 3anMCaHHbIM Ha Hero o6pa3om AncTpmbyTumBa.

3.8.1 Cospanue BM pns cepeepa IPA

ona cospaHna HoBoM BM pgna cepsepa IPA aBTopusyntecb Ha [lopTane
agMuHuctpupoBanma CYCB. Ha akpaHe nosButca  uHTepdenc [opTtana
agMVHUCTPUPOBAHUSA C rnaBHbiM MeHto CYCB.

B rnaBHoM MeHio CYCB BblbepuTe NyHKT "Pecypcbl — BUpTyaJIbHBIE
MAIIIUHBI" N HAXXMUTE KHOMKY l06aBUTb.

Ha akpaHe nosButcs Bknagka "O6iiue" okHa "HoBast BM" (pucyHok 76).
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HoBas BM X
O6wume >

Knactep Default ~a
FETE Aama-yenmp: Default

LLlabnoH Blank | (0) v
HauanbHbIA 3anyck

OnepayuoHHas crcTema ROSA Server 8 x64 v
KoHconb

TN YnnceTa/MNKPONpPorpammbl Yuncer Q35 c UEFI v
XocTt OnNTYMN3NPOBaHO 414 Cepsep h
Bbicokas AOCTYNHOCTh

Nma
BbifeneHue pecypcos Onucanme
NapameTpbl 3arpysKkm KomwmerTapuii

1D BM

FeHepaTop cny4aiiHbIX uncen

D bBes COXpaHeHWa cocToAHNA D 3anycmrbwnpmoc‘raHoemb D 3awmTa OT yAaneHua D 3aneyaTtaH
HactpauBaembie
nonb3oBaTeNeM NnapameTpbl O6paszb! 3kseMnnApa
MpucoeguHuts | Co3aaTtb + |-

3Hau4oK

Co3paTb 3k3eMnAsp ceTeBoro HTepderica BM, Belbpas npoduns VNIC

Foreman/Satellite . - o=
nie 3bi6epuUTe 31eMEHT v

CXoXXecTb

Y6paThk paclumpeHHble NapameTpbl m OTMeHUTb

PucyHok 76 — Bknagka "O61ue" okHa "HoBast BM"gns cosgaHms HoBown
BUPTYasibHOM MaLUWHbI

B none "VMiMms" BBeanUTe YHUKANbHOE HAMMeHOBaHWe Ans Hoeow BM (Hanpumep,
"Server-IPA").

[na co3gaHua BupTyanbHoro gucka BM Haxmute kHonky Co3paTbh. Ha akpaHe
NosBUTCSt OKHO "HOBBIM BUPTYaAJIbHBIN TUCK" (PUCYHOK 77).
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HoBbI# BUpTYanbHbIA AUCK X

O6pas | Mpsamoii LUN | NporpaMmHo-ynpasnsiemMblid 6104HbIA AVcK

Pasmep (Mmb) 65 [] 3a6utb HynsMu nocne yaaneHus
3arpy3ouHblii

MceBgoHUM rvipa_Disk1 [J MoxeT 6biTb 06LyM
[] Tonbko gns uteHus

OnucaHve D Br/10unTs 0CBOBOXAEHNE MeCTa Ha Ancke
nepeg yaaneHvuem

WHTepdeiic Virtlo-scs| . BKNOUNTL MHKPEMEHTHOE pesepBHOe
KonmpoBaHue

AomeH xpaHnanLa Ceo6ogHo datastorage (85 M6 ns 104 rmé) v

Monutuka pacnpegeneHna ToHKoe pe3epBUpoBaHve v

Npodune ancka datastorage v

m OTMEHUTb

PucyHok 77 — OkHo "HOBBIM BUPTYaJIbHBIM JUCK"

B none "Pasamep (I'mB)" ykaxxute paamep BUPTYyaslbHOro AUCKa He MeHee 62
IB.

MNMocne HacTPOWMKKM ONUMOHANbHbIX MapaMeTPOB BUPTYasibHOrO AUCKA HaXMuTe

KHonKy OK ans coxpaHeHus yKasaHHbIX 3HaYeHM U Bo3BpalleHuna B okHo "HoBas
BM".

Hanee B okHe "HoBast BM" nepeianTe Ha Bknagky "Cuctema" (pucyHok 78).
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HoBas BM X
o6wue

Knactep Default 2
TR N Aama-yermp: Default

Wa6énoH Blank | (0) e
HavanbHbiA 3anyck

OnepauuoHHas cicTema ROSA Server 8 x64 v
KoHconb

Tun Yyunceta/MUKpPoONporpaMmel YunceT Q35 ¢ UEFI v
XocTt ONTUMN3MPOBAaHO ANs Cepsep 7
Bbicokasn AOCTYNMHOCTb

Pasmep namaTi 2048 M6aiit
BbigeneHue pecypcoB MakcrManbHbIA 06bEM namatn @ 8192 MBaiit

lapaHTUpoBaHHasA duznyeckan NamaTe @ i
MapameTpbl 3arpy3kmn P P @ 2048 Moai

Bcero BupTyanbHelx LM @ 2

FeHepaTop cny4aiiHbIX Yncen
»' [lononHUTeNbHbIE NapameTpbl

O6uee
HacrpawBaeMble

Tun sk3emnnspa HacTtpauBaetcs nonb3oBartenem v
nosb3oBaTenem napameTphbl

CMelLeHWe BpeMeHW annapaTHbixX Yacos @ (GMT+03:00) Russian Standard Time ~
3HauokK

MonnTrka cepuitHbix HoMepos Knactep no ymonuanutio (ID xocTa) 7
Foreman/Satellite

CepuiiHblh HOMep, HacTparBaeMblid NO/b30BaTeeM
CxoxecTb
Y6paTb paclumpeHHble napameTpbl m OTMEeHUTbL

PucyHok 78 — Bknagka "Cuctema". Ykaxute TpebyemMblin pasmep namMaTu u
permoHarsbHble HaCTPONKMU

B none "PasMep maMsaTH" yKaXuTe OO6beM WUCMOSIb3yEMON OMNepaTUBHOM
namMaTn He MeHee 2 I'b. B none "Bcero BupTyanbHbIX LIIT" ykaxuTe Tpebyemoe
YMCno BUPTYasbHbIX NpoLeccopoB (saep) (pUcyHok 78).

Mepeiaute Ha BKkNagky "IlapaMeTphl 3arpy3KU" (pUCYHOK 79).
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HoBas BM

O6wue

Cucrema

HauanbHblii 3anyck

KoHconb

XocTt

Bbicokas f0CTYNMHOCTb

BbleneHne pecypcoB

MapameTpsl 3arpysKku S

FeHepaTop cnyyaiiHbIX YUncen

HacTpanBaemble
noJib3oBaTesieM NnapamMeTpbl

3HauyoK

Foreman/Satellite

CxoxecTb

Y6paTb pacluvpeHHble NapameTpsbl
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X
Knactep Default v
Aama-yeHmp: Default

LLlabnoH Blank | (0) v
OnepauuoHHas cuctema ROSA Server 8 x64 ~
Tvn yinceTa/MUKponNporpammbl Yuncer Q35 c UEFI v
ONTUMU3NPOBaHO ANa Cepeep h
MocnegoBaTeNIbHOCTL 3arpysKu:

MNepBoe ycTpoiAcTBO CD-ROM 4
BTopoe ycTpoiicTBo XKeécTiwnia anck v

MpucoegnHuTte CD RV-3.1-20250224.0-rv-x86_64-dvd1.is v

BK/OUUTE MEHIO /191 BbIGOPA 3arpy30UHOro YCTPOUCTBA

MapameTpbl 3arpyskm Linux:

nyTb K SAPY
nyTk Ao initrd

napameTpbl iapa

m OTMeHUTb

PucyHok 79 — Bknagka "[lapamMeTpsl 3arpysKku”

YcTaHOBUTE MnocnefoBaTesibHOCTb 3arpysku yCcTpoucTs. [ns nocnepytoulen
ycTaHoBKM OC ¢ 3arpy>eHHoro obpasa ¢ gucTpubytmeom cepsepa IPA Bbibepute 13

BbiMaZaloLlero crnucka

"IlepBoe yCTpPOUCTBO" 3HayeHune "CD-ROM", a wus3

BbiNagarowero cnucka "BTopoe yCTPOUCTBO" 3HayeHne "KeCTKHUM OUCK"

(pucyHok 79).

YcTtaHoBuTe dnaxok "IIpucoeguHUTb CD" u BbibepuTe u3 BbiNajaroLlero
cnucka o6bpas ¢ anucTpubytTueoM (dain RV-3.1-20250224.0-rv-x86_64-dvd1.iso).

nns NnPpMMEHEHNA BCEX CAEMaHHbIX HAaCTpPOeEK U Co34aHUA HoBOW BM HaxxmuTte

KHonky OK.

B pesynbTaTe Ha noptane agMuHucTpuposaHus CYCB B meHo "Pecypcel —
BupTyasibHble MalllUHbBI" NOABUTCA HOBasA BM, cosgaHHasn ansa cepsepa IPA.
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NMocne cospaHua HoBoW BM HacTponTe napamMeTpbl BUPTYyasibHOro CeTeBOro
nHTepdenca. [nsa aToro BO BHYTPEHHEM MeH0 BM Haxmute KHonky U3MeHNTb 1 BO
Bknagke "OOIue" BblbepuTe U3 BbINafaroWEro CnMcka HeobxoAuMoe 3HavyeHue
(pekoMeHayeMmbIt BapuaHT — "ovirtmgmt").

[nsa nepexofa K npoueccy yctaHoBku OC Ha cepep IPA BbibepuTe cos3gaHHyHO
BM n HaxxmuTe KHONKy 3anyCcTUTb, a Nnocne naMeHeHus coctosHua BM Haxmute
KHonkKy KoHconNb.

Ha akpaHe nosiButcs nHtepdenc nporpammbl yctaHoku OC.

3.8.2 YctaHoBka OC Ha cepsep IPA

Mpouecc yctaHoBkn OC Ha cepep IPA BO MHOromMm aHasornyeH npouenype
yctaHoBkM OC runepBu3opa, KOTopas NOMHOCTbIO U NOAPOGHO NpMBEAEHA B pa3aene
3.2.

Ona yctaHoBku OC 3arpysute ¢dusuyeckun cepsep wam cosgaHHytro BM ¢
HOCUTEeNs ¢ ANCTpMbyTMBOM cepBepa IPA.

Ha askpaHe nocnepoBaTesibHO MOABATCA MEHKO NPorpaMmbl YCTaHOBKW, OKHO
npuBeTCTBUA 1 MeHIo "CBOIKA YCTAHOBKU", KOTOPOE COAEPXUT pasinyHble CEKLUU
LS HACTPOWMKM NapamMeTpoB yCTaHOBKM (pucyHok 80).
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| CBOOKA YCTAHOBKN YCTAHOBKA ROSA VIRTUALIZATION 3.1

‘ Hus Cnpaeka

POCA

PEMMIOHAJIbHBIE HACTPOMKW ~ MPOrPAMMHOE OBECMEYEHME CUCTEMA

Knaeua cTouHmnk ycraHoBKM MecTo ycTaHoBKK
B Kramwarypa © Verounny Y
Anrmvickin (Asrmuickan JToKansHbE HOCMTENS Bubparo
(amepurarickan))...commi (Pycckan) BETOMATHYE. .EHME TUCKS
flsbikoBan noppepxKa ﬁ Bbi6op nporpaMm KDUMP
Pyccw (Poccun) XocT supTyanm3anm Kdump sxmouer
e Dara/Bpems =P Cerb W UMA XOCTa
Hacosowi noac Espona/Mockea (- Mposomyioe coemretue (enpbs18)

KTMHO
n Monutuka GesonacHoctn

MAPAMETPbI MONb30BATESEN He nigerio n agiaro karrenta

Maponk root
Mapons root 3ana

Llvcki He MoOBEDIHYTCA M3MEHEHMAM OO TEX 0P, M0Ka He OYOET HAXATA KHOMKA ¢

PucyHok 80 — CBoaka yctaHoBku ROSA Virtualization

MoA HauMeHOBaHWEM Ka)[0M CeKLMU NpuBOAMTCA UH(POpMALMA O TEKyLUX
napamMeTpax, HaCTPOEHHbIX aBTOMaTUYECKN NPOrpaMMOoit YCTaHOBKMW.

HaxXmMuTe Ha HaumMeHOBaHWe cekuuu Ansa nepexofa K MHTepdency HacTponKu
COOTBETCTBYHOLWMX MapamMeTpoB. [locne HaCTpOMKM MapamMeTpoOB HaXMUTE KHOTMKY
FoTOBO A5 BO3BpaLLeHus B MeHI0 "CBOIKAa YCTAaHOBKU .

Cnepytowme cekumm ABASAIOTCA 06s13aTeNibHbIMU A1 HaCTPOWKM napamMeTpoB
yctaHoBku OC cepBepa IPA:

— Bri6op nporpamu;

— IleneBoe YyCTPOMUCTBO YCTAaHOBKY;
— CeTb U UMS XOCTa;

— Ilapoinb root.

B cekumn "Bribop mnporpamMm" yctaHOBUTe nepekntoyatens "Bas3oBoe
OKpy>keHHe" B nonoxeHnnme "Cnyskb6a katanoroB (POCA @yHKRIUU
KOHTpoJJIepa pgoMeHa)" (pucyHok 81) pAna ycTaHOBKM COOTBETCTBYHOLLErO
6asoBoro N0 B cuctemy.
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loToeo Hus Cnpaeka

Basosoe okpyKeHue HononHutensHoe nporpamMMHoe obecnederve onA BuIbpaHHoM cpefpl

i Xoer BUPTYanu3auumn
POCA XocT eupTyanu3auum (Tunepeusop)

O Cnyx6a ratanoros
POCA @yHKUMW KOHTpONNEpa AoMeHa

MuHMManeHaA ycTaHoBKa
Bazoean pyHkuMOHaNLHOCTE ([INA pononHeHMiA)

PucyHok 81 — Bbi6op 6a3oBoro 10 gnsa yctaHoBku: "Ciiysk6a katanoros - POCA
DOYHKIIUU KOHTpPOJIJIepa JOMeHa"

B cekuumn "llerieBOe YCTPOMCTBO YCTAHOBKU" Bbl6epuTe HEOOXOAUMBIN
OUCK W ycTaHoBuTe nepekntovatens "KoHuUrypanuss yCTPOUCTB XpPaHEHUS
OaHHBIX" B Nono)xeHne "ABTOMaTH4YeCcKHU".

B cekuumn "CeTp ¥ UM XOoCTa" 3afanTe NoNHOE AOMEHHOE uMs cepBepa IPA
(Hanpumep, ipa.rosa.lan), nogknouMTe HEO6XOAUMbIVA CETEBON UHTEpdENc WU
HacTpouTe napamMeTpbl ceTeBoro coeguHeHus: DHCP unu ctatuyeckune 3HavyeHus |P-
agpeca (Hanpumep, 10.10.20.8), Macku ceTu (255.255.255.0), WAKO3a N0 YMOSYaHUIO
(10.10.20.1) n cepBepa DNS (10.10.20.1).

B cexkuun "Ilaposp root" ycTaHOBMTE Napofib A YYETHOW 3anucu
cynepnonb3oBaTens root.

Nocne HaACTPOMKKU BCeEX 06si3aTesIbHbIX MapaMeTPoOB HaXXMUTe KHOMKy HavaTb
yCTaHOBKY AN cTapTa npouecca yctaHoBku OC (pucyHok 80).

Mocne 3aBeplleHMsA MpoLiecca YCTAHOBKU HaXXMuTe KHOMKy [lepesarpyska
cucTemsl (pUcyHok 82).
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| Xo[O YCTAHOBKN YCTAHOBKA ROSA VIRTUALIZATION 3.1

‘ Hus Cnpaeka

POCA

loToeo

Ycranoeka ROSA Virtualization Beina ycnewHo 3apepuieda, Bcé rotoso k pabote.
[na Hayana paboTw NepesarpyauTe cucTemy.

Flepe:sarp)rsxa CUCTEMBEL

L2y Mcnone3oeaHve 3Toro NpoaykTa NoAneXuT NULIEHIMOHHOMY COMMALLIEHMIO, pacnonoxeHHomMy B /usr/share/rosa-release/EULA

PucyHok 82 — OKHO ¢ nHdbopMauuen o 3aBepLUIEHNN YCTAaHOBKN CUCTEMbI U KHOMKOM
nepesarpysku CUCTEMbI

Ha dwnsmyeckom cepsepe nasnekute DVD- nnn USB-HakonuTenb, ¢ KOTOPOro
BbIMOJSIHANACb YCTAaHOBKA, a B HacTpouMkax BM ycTaHoBUTe nNpuvopuTET 3arpysku c
YXEeCTKOro gucka.

Nocne nepesarpyskn OC Ha 3KpaHe MOABUTCA CTpoOKa npurnaweHus
KOMaHZHOro MHTeprnperaTtopa ANA BXoJa B CUCTEMY W AanbHeuLWero BbIMNOJIHEHUS
cueHapus yctaHoBKkM 1 HacTpounku 10 cepeepa IPA. Bxof B cuCTeMy OCYyLLEeCTBSAETCA

C UCMONb30BaHWMEM JIOFMHA W Mapofisl YYETHOM 3anucu cyrneprnonb3oBaTens root
(pucyHok 83).
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R05A Virtwalization 3.1
Kernel 4.18.8-553.48.1.e18_18.x86_64 on an =<B6_64

PucyHok 83 — Bxog B cucteMy — cMCTeMHasi KOHCO/b
3.8.3 BbinonHeHue cueHapua yctaHoBku N0 cepeepa IPA

YctaHoBka u Hactpowka [10 cepepa |PA ocywecTBnsaeTcA KOHCOJIbHOM
yTunuTon (cueHapuem ycTaHoOBKM) ipa-server-install.

MpumeyaHune - CueHapui YycTaHOBKM ipa-server-install cospaetr dain
XypHana /var/log/ipaserver-install.log. B cnyyae HeypayHOM YCTAaHOBKM MOXHO
NMPOCMOTPETb 3aMuCHy XypHana ANs BbiiBNIeHUss NPo6aeMbl B MPoLEcce yCTaHOBKMU.

3.8.3.1 PekomeHaOBaHHasA KOHQUrypauusa oS YCTaHOBKU cepBepa
IPA

PekomeHpyeTcs ycTaHOBUTbL cepBep IPA co BcTpoeHHoW cnyx6onm DNS u co
BCTPOEHHbIM LEeHTpOM cepTudmkaumm CA B KayecTBe KOPHEBOIro yA40CTOBEPSAHOLLErO
LueHTpa. [laHHble napamMeTpbl ABAAKOTCA 3HAYEHUAMM MO YMOYAHMUIO.
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3.8.3.2 3anyck cueHapus ycTaHOBKM cepBepa IPA

[lna 3anycka UHTepaKTUBHOMO CLieHapus ycTaHOBKM cepBepa IPA ocyllecTBuTe
BXO4 B CUCTEMY OT MMEHU YYeTHOM 3anucu cyrnepronb3oBaTens root U BbIMNONHUTE
CNneayoLLYyHo KOHCOMbHYH KOMaHAy:

# ipa-server-install

The log file for this installation can be found in
/var/log/ipaserver-install.log

This program will set up the IPA Server.
Version 4.9.13

This includes:

* Configure a stand-alone CA (dogtag) for certificate
management

* Configure the NTP client (chronyd)

* Create and configure an instance of Directory Server

* Create and configure a Kerberos Key Distribution Center
(KDC)

* Configure Apache (httpd)
Configure SID generation
Configure the KDC to enable PKINIT

*

*

To accept the default shown in brackets, press the Enter
key.

CueHapuii yCTaHOBKW BbIBeAET CNpaBOYHYO WHMOPMaUUD O AEeNCTBUSX,
KOTOpble O6yAyT BbIMOJSIHEHbI, @ 3aTeM MNPEASIOXUT HACTPOUTb BCTPOEHHYH CNYXO6Y
DNS.

[ns noaATBEPXAEHUA cornacusa HaCTPOMKM BCTPOEHHOM cnyx6bl DNS BBeguTe

yes":
Do you want to configure integrated DNS (BIND)? [no]: yes

[anee cueHapuit YCTaHOBKW MNPEASIOXMUT OnpefeneHHble 3HayeHus Mo
YMONYaHUIO 418 CNneayoLmMx napaMeTpoB:

— uMs xocTa cepBepa IPA (host name);
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— ums gomMeHa (domain name);
— nms obnacTtu Kerberos (realm name):

Server host name [ipa.rosa.lan]:
Please confirm the domain name [rosa.lan]:
Please provide a realm name [ROSA.LAN]:

YT06bI NPUHATDL NPEASIOXEHHbIE 3HAUYEHUSI MO YMOJTYAHUIO, HAXXMUTE KNaBuLLy
Enter.

MNpu HEO6X0ANMOCTU Bbl MOXKETE BHECTM U3MEHEHUS B UMS XOCTa CepBepa, NMs
noMeHa, uma obnactu Kerberos.

[na nameHeHna napameTpa Mo ymMon4yaHuUo BBEAUTE HEOOXOLMMOE 3HAYEHME,
COOTBETCTBYHLLee ycTaHOBKe B BaweM LIO/], u 3aTteM HaxxmuTe knasuwy Enter.
[TfpuMeyaHKne — YKasaHHble Bbille UMA XocTa cepBepa IPA, nma gomeHa u nms

obnactn Kerberos sBnstoTcA npumepom. [pu yCTaHOBKE WX HEOOXOAUMMO 3aMeEHUTb Ha
Mcnonb3yemble B OpraHM3auum.

YcTaHoBuUTe (BBEAUTE M NOATBEPAUTE) NApOv As:

— cynepnonb3oBaTens cnyx6bl katanoroB LDAP (Directory Manager);

— MONb30BaTeNIbCKOW aJMWHUCTPATMBHOW y4yeTHoM 3anucu admin cepsepa
IPA (IPA admin):

Certain directory server operations require an
administrative user.

This user is referred to as the Directory Manager and has
full access

to the Directory for system management tasks and will be
added to the

instance of directory server created for IPA.

The password must be at least 8 characters long.

Directory Manager password:
Password (confirm):

The IPA server requires an administrative user, named
"admin”.

This user is a regular system account used for IPA server
administration.

IPA admin password:
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Password (confirm):
[anee cueHapuin yCTaHOBKU NPeanoXUT HAacTpouUTb nepeHanpassieHne DNS:
Do you want to configure DNS forwarders? [yes]:

Ecnn nepeHanpaBneHne DNS KoHdurypuvpoBaTb He HyXHO, BBeguTe "no"
(pekomeHAoOBaHHas OMNUMSA MO YMOYaHMIO).

ona HacTtponkn nepeHanpaBneHns DNS Haxmute knasuwy Enter wnu
BBeauTe "yes". CueHapuil yCTaHOBKM 3anpocuT u 3atem ob6aBuT IP-agpeca cpeacTs
nepeHanpasnenus B ¢pann /etc/named.conf.

MNpumep:

Do you want to configure DNS forwarders? [yes]: no
No DNS forwarders configured

MpumeyaHne — B npumepe Bbiwe nepeHanpaBnedHme DNS He 6bu10
CKOH(UIyp1poBaHo.

[anee cueHapui yCTaHOBKMW MPeasIOXUT MPOBEPUTb, HYXXHO NN HACTPOMUTb
Kakune-nnmoo obpaTHble 3anucu DNS ansa IP-agpecos, cBAi3aHHbIX ¢ cepBepoM IPA. [1ns
noATBepXxAeHns Haxmute knasuwy Enter nnu BBegute "yes":

Do you want to search for missing reverse zones? [yes]:

Ecnu B pesynbTaTe noucka 6yayT OOHaApYy)XeHbl OTCYTCTBYHOLME obpaTHble
30Hbl, CLiEHapui YCTAHOBKWM CMPOCUT, HY)XHO M co3fjaTb obpaTHble 30Hbl ANd
COOTBETCTBYHOLMX 06paTHbIXx 3anuceint DNS. [1na noaTBEP)KAEHUS HAXXKMUTE KaBuLLy

Enter:

Checking DNS domain 20.10.10.in-addr.arpa., please wait

Do you want to create reverse zone for IP 10.10.20.8 [yes]:

Please specify the reverse zone name [20.10.10.in-
addr.arpa.]: zonel

Invalid reverse zone zonel for IP address 10.10.20.8

Please specify the reverse zone name [20.10.10.in-
addr.arpa.]:

Checking DNS domain 20.10.10.in-addr.arpa., please wait

Using reverse zone(s) 20.10.10.in-addr.arpa.

Hanee cueHapuin ycTaHOBKWN NPeaoXuUT HacTpouTb floMeHHoe uMsa NetBIOS:

Trust is configured but no NetBIOS domain name found,
setting it now.
Enter the NetBIOS name for the IPA domain.
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Only up to 15 uppercase ASCII letters, digits and dashes are
allowed.
Example: EXAMPLE.

NetBIOS domain name [ROSA]:

Beeaute gomeHHoe umsa NetBIOS, ona noatBepXAeHUA HaXMuUTe KnaBuLly
Enter.

OnuuMoHanbHO Bbl MOXeTe TakxXe HacTpouTb cepeep NTP (NTP server) unm
nyn aapecoB CepBEPOB TOYHOIO BPEMEHMU:

Do you want to configure chrony with NTP server or pool
address? [no]:

CueHapui yCTaHOBKW BbIBELET B KOHCOJ/Ib Bbl6paHHble NapamMeTpbl HaCTPONKK
cepBepa |IPA. llpoBepbTe yKa3aHHble HACTPOMKM Ha COOTBETCTBME TpebyeMbiM
HacTpoMKam:

The IPA Master Server will be configured with:

Hostname: ipa.rosa.lan
IP address(es): 10.10.20.8
Domain name: rosa.lan
Realm name: ROSA.LAN

The CA will be configured with:

Subject DN: CN=Certificate Authority,0=ROSA.LAN
Subject base: 0=ROSA.LAN

Chaining: self-signed

BIND DNS server will be configured to serve IPA domain with:

Forwarders: No forwarders

Forward policy: only

Reverse zone(s): 20.10.10.in-addr.arpa.

Ons noateepXXAeHUa BCeX chenaHHbIX HAacTpoek KoHdurypauum cepsepa IPA
BBeauTe "yes":

Continue to configure the system with these values? [no]:
yes

CueHapun npuctynut K yctaHoBke [10 cepBepa |IPA B cooTBeTCTBMM C
3aaHHON KOHdUrypaumen.
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NMocne 3aBepweHus yctaHoBKM [10 cepBepa IPA Ha 3KpaHe nosABUTCA
COOTBETCTBYHOLEe COOOLEHNe, a TakXe CLeHapuil YCTaHOBKW MOpeKOMeHAyeT
chenaTb pe3epBHYO KOMNuio cepTudukata ueHTpa ceptudukaumm CA n ybeauTtbcsa B
TOM, 4TO Tpebyemble ceTeBble nNoOpTbl cepBepa IPA OTKpbITbl AN BXOASLMX
COeINHEHU:

The following operations may take some minutes to complete.
Please wait until the prompt is returned.

Adding [10.10.20.8 ipa.rosa.lan] to your /etc/hosts file

Disabled p11-kit-proxy

Synchronizing time

No SRV records of NTP servers found and no NTP server or
pool address was provided.

Using default chrony configuration.

Attempting to sync time with chronyc.

Time synchronization was successful.

Configuring directory server (dirsrv). Estimated time: 30
seconds

[1/43]: creating directory server instance

Validate installation settings

Create file system structures

Perform SELinux labeling

Setting label dirsrv_var_lib_t in selLinux file context
/var/lib/dirsrv/slapd-ROSA-LAN/bak.

Setting label dirsrv_config_t in selLinux file context
/etc/dirsrv/slapd-ROSA-LAN.

Setting label dirsrv_var_lib_t in selLinux file context
/var/lib/dirsrv/slapd-ROSA-LAN/db.

Setting label dirsrv_var_lib_t in selLinux file context
/var/lib/dirsrv/slapd-ROSA-LAN/1dif.

Setting label dirsrv_var_lock_t in selLinux file context
/var/run/lock/dirsrv/slapd-ROSA-LAN.

Setting label dirsrv_var_log_t in selLinux file context
/var/log/dirsrv/slapd-ROSA-LAN.

Setting label dirsrv_tmpfs_t in selLinux file context
/dev/shm/slapd-ROSA-LAN.
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Setting label dirsrv_var_run_t in selLinux file context
/var/run/dirsrv.
Setting label dirsrv_config_t in selLinux file context
/etc/dirsrv/slapd-ROSA-LAN/schema.
Create database backend: dc=rosa,dc=lan ...
Perform post-installation tasks ...
[2/43]: tune 1ldbm plugin
[3/43]: adding default schema

Done configuring the web interface (httpd).
Configuring Kerberos KDC (krb5kdc)

[1/1]: installing X509 Certificate for PKINIT
Done configuring Kerberos KDC (krb5kdc).
Applying LDAP updates
Upgrading IPA:. Estimated time: 1 minute 30 seconds

[1/10]: stopplng directory server

[2/10]: saving configuration

[3/10]: disabling listeners

[4/10]: enabling DS global lock

[5/18]: disabling Schema Compat

[6/10]: starting directory server

[7/10]: upgrading server

[8/10]: stopping directory server

[9/18]: restoring configuration

[18/10]: starting directory server
Done.

Restarting the KDC
dnssec-validation yes
Configuring DNS (named)

[1/12]: generating rndc key file

[2/12]: adding DNS container

[3/12]: setting up our zone

[4/12]: setting up reverse zone

[5/12]: setting up our own record

[6/12]: setting up records for other masters

[7/12]: adding NS record to the zones
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[8/12]: setting up kerberos principal
[9/12]: setting up named.conf
created new /etc/named.conf
created named user config "/etc/named/ipa-ext.conf"
created named user config "/etc/named/ipa-options-ext.conf"
created named user config "/etc/named/ipa-logging-ext.conf"
[18/12]: setting up server configuration
[11/12]: configuring named to start on boot
[12/12]: changing resolv.conf to point to ourselves
Done configuring DNS (named).
Restarting the web server to pick up resolv.conf changes
Configuring DNS key synchronization service (ipa-
dnskeysyncd)
[1/7]: checking status
[2/7]: setting up bind-dyndb-ldap working directory
[3/7]: setting up kerberos principal
[4/7]: setting up SoftHSM
[5/7]: adding DNSSEC containers
[6/7]: creating replica keys
[7/7]: configuring ipa-dnskeysyncd to start on boot
Done configuring DNS key synchronization service (ipa-
dnskeysyncd) .
Restarting ipa-dnskeysyncd
Restarting named
Updating DNS system records
Configuring SID generation
[1/8]: creating samba domain object
[2/8]: adding admin(group) SIDs
[3/8]: adding RID bases
[4/8]: updating Kerberos config
"dns_lookup_kdc" already set to "true", nothing to do.
[5/8]: activating sidgen task
[6/8]: restarting Directory Server to take MS PAC and LDAP
plugins changes into account
[7/8]: adding fallback group
[8/8]: adding SIDs to existing users and groups
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This step may take considerable amount of time, please
wait. .

Done.

Restarting the KDC

Configuring client side components

This program will set up IPA client.

Version 4.9.13

Using existing certificate "/etc/ipa/ca.crt".
Client hostname: ipa.rosa.lan

Realm: ROSA.LAN

DNS Domain: rosa.lan

IPA Server: ipa.rosa.lan

BaseDN: dc=rosa,dc=1an

Configured /etc/sssd/sssd.conf

Systemwide CA database updated.

Adding SSH public key from /etc/ssh/ssh_host_ed25519_key.pub

Adding SSH public key from
/etc/ssh/ssh_host_gost2001_key.pub

Adding SSH public key from
/etc/ssh/ssh_host_gost2012_512_key.pub

Adding SSH public key from
/etc/ssh/ssh_host_gost2012_256_key.pub

Adding SSH public key from /etc/ssh/ssh_host_rsa_key.pub

Adding SSH public key from /etc/ssh/ssh_host_ecdsa_key.pub

SSSD enabled

Configured /etc/openldap/ldap.conf

Configured /etc/ssh/ssh_config

Configured /etc/ssh/sshd_config

Configuring rosa.lan as NIS domain.

Client configuration complete.

The ipa-client-install command was successful
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Next steps:
1. You must make sure these network ports are open:

TCP Ports:
* 80, 443: HTTP/HTTPS
* 389, 636: LDAP/LDAPS
* 88, 464: kerberos
* 53: bind

UDP Ports:
* 88, 464: kerberos
* 53: bind
* 123: ntp

2. You can now obtain a kerberos ticket using the
command: "kinit admin"

This ticket will allow you to use the IPA tools
(e.g., ipa user-add)
and the web user interface.

Be sure to back up the CA certificates stored in
/root/cacert.pl12

These files are required to create replicas. The password
for these

files is the Directory Manager password

The ipa-server-install command was successful

MpumMeyaHue - YacTb BblBOAA B KOHCOMb B MpuMepe Bblle Oblfia onylieHa.
CnpaBOYHO MpPUBOASITCA HayanbHash W KOHeYyHas 4YacTb BbiBOJAa B KOHCOMb C
NnoATBepXXAeHNeM YCNeLHOCTH yCTaHOBKM cepBepa IPA.

CoobLeHune:

The ipa-server-install command was successful

CBUAETENBCTBYET O TOM, YTO YCTaHOBKa MnpotLusia ycrnewHo.
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3.8.3.3 UHuumanmsauusa yyeTHOU 3anucu agMUHUCTpaTopa cepBepa
IPA 1 HacTpoiKa napaMeTpoB YYEeTHOMN 3anucu

3.8.3.3.1 MHuumanusaumusa yyeTHou 3anucu agMMHUCTpaTopa

Ans nonyyeHns 6uneta Kerberos ans yueTHoi 3anucu agMuHucTpatopa admin
HEeo6X0ANMO BbINOMHUTL KoMaHAy kinit c ykasaHuem npuHumnana. kinit nonyyaet
M K3LWIMPYET HavyanbHbIV 6UNEeT Ha Bblgady 6UNeToB ANs NpUHLMNana.

BbinonHuTe B KOHCONM cepBepa IPA komaHay:
# kinit admin

ANna nonydyeHuss 6uneta Kerberos ansa y4yeTHoM 3anMcu agMuHUCTpaTopa
admin. Janee Heo6xoAMMO NOATBEPAUTL NOMHOMOYUSA aAMUHUCTPATOpPa, BBEAS €ro
naposib, HaNpuMep:

# kinit admin

Password for admin@ROSA.LAN:

3.8.3.3.2 MpoBepKa y4eTHOU 3anNUCHU afMUHUCTPaTOpa

[na npoBepKM KOPPEKTHOM paboTbl cepBepa WM HaNU4UMS YYETHOW 3arnucu
alIMMHUCTPaTOPa UCMOJIb3YNTe KOMaHAy:

ipa user-find admin

KOTOpas OCYLECTBMAAET TMOMCK HY)XHOro nofb3oBatenss W BbiBOg 6a30BbiX
napameTpoB 3TOM Y4YETHOM 3anuncu
Mpumep:

# ipa user-find admin

WMa y4dyéTHoM 3anmcu nonb3oBaTensa: admin

dammnma: Administrator

JlomawHnm kaTtanor: /home/admin

O6onovyka Bxopa: /bin/bash

MNceBooHUM y4Yé€THoM 3anucum: admin@ROSA.LAN, root@ROSA.LAN
UID: 702400000

ID rpynnsi: 702400000

YyéTHaa 3anucb OTKJ4eHa: False

KonnyecTBo BO3BpalWéHHbIX 3anucen 1
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B pgaHHOM npumepe 6blna ob6HapyXeHa y4yeTHasa 3anucb admin. Y4yeTHas
3anucb BK/ItOYeHa (He 3a6/10KMpoBaHa).

MpuMmeyaHne - Ecnv npu BbiNOSIHEHUA 3anpoca K cepsepy IPA BbiBOgUTCA
coobLeHne 06 olnbKe BUaa:

# ipa user-find n.petrov

ipa: ERROR: Cpok pencTtBuMa 6uneta UCTek

TO HeobxoaAMMO O6HOBUTbL 6unet Kerberos, BbinonHMB kKomMaHay kinit admin, u
noATBEpPAUTb NOSTHOMOYUS BBOAOM Maposis aaMUHUCTpaTopa.

[na npoBepKM Hanuuus AencTBUTeNbHbIX (BanuaHblx) 6unetoB Kerberos
MOXHO Mcnonb3oBaTb KomaHay klist:

# klist
Ticket cache: KCM:©
Default principal: admin@ROSA.LAN

Valid starting Expires Service principal

03.03.2025 20:15:40 ©4.03.2025 19:50:10
HTTP/ipa.rosa.lan@ROSA.LAN

03.03.2025 20:13:30 0©4.03.2025 19:50:10
krbtgt/ROSA.LAN@ROSA.LAN

rae:

— Default principal - npuHuunan, ucnonbayemblit No ymonyaHuio (B npumepe
Bblwe — admin@ROSA.LAN).

— Valid starting - pgata » BpeMsi, HauMHass C KOTOpPOro AencTByeT 6unet
Kerberos (B npumepe Bbile - 03.03.2025 20:15:40).

— Expires - paTta 1 BpeMsi OKOHYaHUsI CTpoKa AencTeua 6uneta Kerberos (B
npumMepe Bbille — 04.03.2025 19:50:10).

— Service principal - npuHumMnan cnyx6bl (pecypc, K KOTOpOMy
npenoctaBnsieTcs goctyn). B npumepe Bbiwe — HTTP/ipa.rosa.lan@ROSA.LAN u
HTTP/ipa.rosa.lan@ROSA.LAN.

[Ona no6aBneHua HOBbIX NMOMb3OBaTeNen B KaTanor nonb3oBaTenen cepsepa
IPA Bbl MOXeTe BOCNO/b30BaTbCA KOHCONIbHOM YTUIUTOWN:

# ipa user-add

nnu ucnonb3oBaTtb Be6-nHTepdenc cepeepa IPA.
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3.8.3.3.3 NMapameTpbl KOMaHAbl A0o6aBNeHMs HOBOro Nnosib3oBaTeN cepBepa

IPA

[ns nonyyeHus cnucka akTyasibHbIX MapamMeTpoB Mpu [o06aBfeHUN HOBOIO
nonb3oBaTesisi MOXHO UCNOoMb30BaTb KOMaHAy ipa user-add -help:

# ipa user-add --help

Usage: ipa [global-options] user-add LOGIN [options]

Jlo6aBUTb HOBOro noJsib3oBaTenNs.

Options:
-h, --help
--first=STR
--last=STR
--cn=STR
--displayname=STR
--initials=STR
--homedir=STR
--gecos=STR
--shell=STR
--principal=PRINCIPAL

show this help message and exit
Umsa

dammnnna

lNonHoe wnmsA

OTo6paxaeMoe uMA

UHuumansl

JlomawHnn KaTanor

GECOS

O6onoyka BXxofa

MNceBOOHUM YYETHOW 3anucwu

--principal-expiration=DATETIME

Kerberos

--password-expiration=

nonb3oBaTens
--email=STR
--password
--random
naposb
--uid=INT

cncrtemMma Ha3Ha4vUT ero

--gidnumber=INT
--street=STR
--city=STR

k'l

OKOH4YaHMe [OenUCcTBUA YYETHOW 3anucwu

DATETIME
OKOHYaHue aencTBuUA napons

Appec 9/1eKTPOHHOW MOYThI
3anpocuTb Naposfib y nofib3oBaTens
CospaTb chny4YanHbi NONb30BaTeNIbCKUN

ID nonb3oBaTens (ecnu He ykasaH,
CaMOCTOATESIbHO)
ID rpynnsl

Appec
opon
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--state=STR
--postalcode=STR
--phone=STR
--mobile=STR
--pager=STR
--fax=STR
--orgunit=STR
--title=STR
--manager=STR
--carlicense=STR
--sshpubkey=STR

O6bnacTb/pecnybnuka
NHpekc

Homep Tene¢oHa
Homep MobunbHoro TenedoHa
Homep nenpgxepa
Homep ¢akca

OTpen

JJONXHOCTb
PykoBoguTtenb

Homep aBTOMO6UNA
OTKpbITEIM Kn4d SSH

--user-auth-type=[ "password", "radius", "otp", "pkinit",

"hardened", "idp"]

nonb3oBaTeneun
--class=STR
9TOro atpubyTa

pasbopa)
--radius=STR
--radius-username=STR

--1dp=STR
--idp-user-id=STR
external IdP

--departmentnumber=STR

--employeenumber=STR
--employeetype=STR

NoopoepxuBaemble TUMbl ayTEeHTUPUKaALUMK
KaTeropus nonb3oBaTenen (cemaHTuKa
npegHasHadeHa AOsa JNIOKalbHOro
KoH¢urypaumsa npoxkcu RADIUS

Uma nonbsoBaTena npokcu RADIUS

External IdP configuration
A string that identifies the user at

Homep oTpena
Homep coTpypnHuKa
Tun coTpyaHuKa

--preferredlanguage=STR

MpenonoynTaemb A3bIK

--certificate=CERTIFICATE

nosb3oBaTens
--setattr=STR
nmsa/3HadeHne. dopmart:

k'l

Base-64 wndpoBaHHbIN cepTuUPukaTt

YCTaHOBUTb aTpubyT Ans napbl
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aTpubyT=3Ha4yeHue. Ecnm aTpubyT
MHOrO3Ha4YHbIK, KOMaHga

3aMeHseT yXe npucyTCTBylwme
3Ha4yeHus .

--addattr=STR Jlo6baBuTb napy aTpubyT/3Ha4yeHue.

dopmarT:

aTpubyT=3Ha4yeHne. ATpUOYT L[OJIKEH
O6bITb 4aCTbl CXEMbI.

--noprivate He cos3pgaBaTb NW4YHYyl rpynny
nonb3oBaTens
--all MonyunTb M BbHIBECTUM BCE aTpuUbyTH,

BO3Bpalaemblie
cepBepoMm. BnuaeTt Ha copgepxumoe
pesynbTaTa WUCMNOJIHEHUA
KOMaHzbl .
--raw BoiBECTM 3anucu B TOM BuUae, B KOTOPOM
OHW XpaHATCA Ha
cepBepe. BnnseT Tonbko Ha ¢opmaT
BbIBOAA [OaHHbIX .
--no-members NopaBnTb 06paboOTKYy aTpubYyTOB
yyacTus.

MNpumep Ao6aBneHWss HOBOro MoJib30oBaTeNs C JIorMHOM "a.ivanov", uMeHeMm
"AnekcaHap", damunuen "MIBaHOB" n oTob6paxkaemMbiM MMeHeM "AJIeKCaHOP
iBaHOB":

# ipa user-add a.ivanov \
--first="AnekcaHgp" \
--last="UBaHoB" \
--displayname="AnekcaHgp MBaHoB"

Mo ymonyaHuto nonb3oBaTenb 6yaeT aobaeneH B rpynny "ipausers":
# ipa user-add a.ivanov \
> --first="Anekcangp" \

> --last="WBaHoB" \
> --displayname="AnekcaHgp MBaHOB"
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WMa y4yéTHOM 3anmcu nonb3oBaTensa: a.ivanov
Uma: AnekcaHgp

dammnna: MeaHoB

lfonHoe wumsa: AnekcaHpgp WeBaHOB

OTob6paxaemoe uma: AnekcaHgp WBaHoB
UHuumans : AU

JlomawHnn kaTanor: /home/a.ivanov

GECOS: AnekcaHpgp MBaHOB

O6onoyka Bxopa: /bin/sh

Uma yyéTHou 3anmcu: a.ivanov@ROSA.LAN
MNceBOOHUM YYE€THOWM 3anmucu: a.ivanov@ROSA.LAN
Appec 9neKTPOHHOW MNOYTH: a.ivanov@rosa.lan
UID: 702400003

ID rpynnsi: 702400003

MNaponb: False

YyacTHuK rpynn: ipausers

JllocTtynHble knwuyn Kerberos: False

Ctpoka "Y4YacTHMK Tpynm: ipausers" nokasbiBaeT, 4TO [AaHHbIN
nonb3oBaresnb 6bin gobaBneH B rpynny "ipausers".

MpumMmeyaHne — B npumepe Bbllle HOBbIA MOSb30BaTeNb C JIOrMHOM "a.ivanov"
6bln pobaBneH B KaTanor nosib3oBaTesnien 6e3 ykasaHUs Maposiai M Cpoka OKOHYaHus
fencTteua napons. Ons BO3MOXHOCTWU YCMELHOro BXOA4a B CUCTEMY [O/MKEH ObiTb 3afaH
napoJsib y4€THOIN 3anucuy U yKasaH CPOK OKOHYaHWA AeNCTBUS napons ¢ "maToi/BpeMeHeM",
KOTOpble HacCTyNAT no3gHee.

3.8.3.3.4 lo6aBneHne unu cMeHa napons nosib3oBaresns

ansa Aob6aBneHna WUAM  CMeHbI napond noJjib3oBaTesiAa Heo6xo4MMO
ncnosib3oBaTb KOMaHAy:

ipa user-mod user_name -password
roe "user_name" - 3T0 UMS NONb30BaTeNS.
Mpumep:

# ipa user-mod a.ivanov --password

MNaponb:
BeeauTe laponb eweé pa3 Ansa NpoBEpPKMU:

W3MeHEH nonb3oBaTenb "a.ivanov"
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WMa y4yéTHOM 3anmcu nonb3oBaTensa: a.ivanov
Uma: AnekcaHgp

dammnna: MeaHoB

JlomawHnn katanor: /home/a.ivanov

O6onoyka Bxoga: /bin/sh

WMa y4dyéTHoM 3anmcu: a.ivanov@ROSA.LAN
MNceBOOHUM YYETHOM 3anucu: a.ivanov@ROSA.LAN
Aopec 27eKTpPOHHOM MNOYThH: a.ivanov@rosa.lan
UID: 762400003

ID rpynns: 702400003

Y4yéTHaa 3anucb OTKJ4YeHa: False

Maponb: True

YyacTHuMK rpynn: ipausers

JllocTynHble knunm Kerberos: True

NMocne 3anycka koMaHAbl NOABUTCA NoAcCKasKa:
Maponb:

nocne KOTOpoW Heo6xoAMMO YyKasaTb TpebyeMblit (XKenaemblil) naposib
nonb3oBaTens.

3aTemM nosiBMTCSA NoJcKaska:
BeeauTe Maponb ewé pas3 ans MNPOBEPKU:

N nocne Heé HeobxooMMoO NMOBTOPHO YKa3aTb MapoJib MoJjib3oBaTesiA (,D,J'IFI
npoBepKu nNpaBnsibHOCTU BBEAEHHOIO paHee naponﬂ).

Mpu ycnosuu, 4yTo 0b6a BBEAEHHbIX MOC/ie MOACKA30K Maposis COBMajatorT,
naposib ANA Nonb3oBaTens 6y1eT USMEHEH.

NHdopmauma B BbiBoAe Ha TepMmuHan "[Taposb: True" coobuaer o ToM, 4YTO
naposb 6bln ycnewHo cosfaH (M3MeHEH).

3.8.3.3.5 UameHeHHns cpoKa AencTBUSA Naposis Nonb3oBaTens

ona un3MeHeHus CpOKa hencTeus naposa nosib3oBaTesis Heo6Xxo0aANMo
ncnonb3oBaTb KOMaHAy:

ipa user-mod user_name -password-expiration
roe "user_name" - 9To UMA NONb30BaTeENS:

Ykaxunte "maTy/BpeMsi” OKOHYaHWS AencTBus napons B ¢opmaTte "rOf-
MeCSI[-4YUCJIO YaC:MUHYTA:CeKyHOa" TaK, YTOObl JaTa U BpeMsi OKOHYaHUsA CpokKa
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JEeNCTBMA YYeTHOW 3anucu HacTyrnanu nosgHee TeKyLEero MoMeHTa. Hanpumep,
MOXXHO yKasaTb gaTy +3 Mecsilia OT TeKyLlen aaTbl.

Mpumep:

# ipa user-mod a.ivanov --password-expiration="2025-09-03
12:00:00Z"

N3meHEH nonb3oBaTenb “a.ivanov"
WMa y4yéTHOM 3anucu nonb3oBaTensa: a.ivanov
Uma: AnekcaHgp
dammnna: MeaHoB
JlomawHun kaTtanor: /home/a.ivanov
O6ono4yka Bxoga: /bin/sh
WmMa y4dyéTHoM 3anmcu: a.ivanov@ROSA.LAN
MNceBOOHUM YYETHOM 3anmucu: a.ivanov@ROSA.LAN
OKOH4YaHMe [OencTBUA Maponsa nosb3oBaTensa: 20250903120000Z
Appec 9neKTPOHHOW MNOYTH: a.ivanov@rosa.lan
UID: 702400003
ID rpynnbi: 702400003
YyéTHaa 3anucb OTKJ4YeHa: False
Maponb: True
YyacTHuMK rpynn: ipausers
JlocTynHble knun Kerberos: True

B npmaHHOM npumepe cTpoka "OKOHYaHME [eHUCTBUS IIapoJId
IMOJIb30BaTENsI: 20250903120000Z" o3HayaeT "OKOHYAaHHE OEMCTBUS AP0
IIOJIb30BaTesII — 2025-09-03 12:00:00Z" (roa 2025, mecay 09, uucno 03, Bpems
12:00, 00 cekyHpA).

an HeO6XO,EI,MMOCTVI BHeCeHNUA WU3MeHeHnAaA B CpPOK AencTBeus napond
noJjib3oBaTesid yKa3aHHble Bblille OEeNCTBUSA MOXXHO NOBTOPUTb.

3.8.3.3.6 UameHeHnss cpoka pAencTBUA Mapons Nosb3oBaTensi C MOMOLLbIO
nons krbPasswordExpiration

ONns nN3MeHeHus cpoka [OencTBus naposss Nonb3oBaTenss C  MOMOLLbHO
moaudukaumm nona "krbPasswordExpiration" Heo6xogumMo uncnonb3oBaTb
KOMaHAy:

ipa user-mod user_name -setattr=krbPasswordExpiration

roe "user_name" - 9To UM NONb30BaTeNA.
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Ykaxunte "maTy/BpeMs” OKOHYaHWs AencTBus napons B ¢opmaTte "rOf-
MeCSI-4YUCII0-4YaC-MUHY ThI-CEKYHbI" (6e3 aecducos), Hanpumep
"20250817010000Z" (rog 2025, mecsiy 08, uncno 17, Bpemsi 01:00, 00 cekyHpa):

# ipa user-mod n.petrov --
setattr=krbPasswordExpiration=20256817010000Z

UMa y4yéTHoOM 3anucu nonb3oBaTens: n.petrov
Uma: Hukonam

dammnna: leTpos

JlomawHun kaTtanor: /home/n.petrov

O6ono4yka Bxoga: /bin/sh

WmMa y4déTHon 3anmcu: n.petrov@ROSA.LAN
MNceBOOHUM YYE€THOM 3anucu: n.petrov@ROSA.LAN
OKOH4YaHMe [OeucTBUA Maponsa nosb3oBaTensa: 20250817010000Z
Appec 2neKTpPOHHOM MNoYThl: n.petrov@rosa.lan
UID: 702400005

ID rpynnbi: 762400005

YyéTHaa 3anucb oTkikdeHa: False

MNaponb: False

YyacTHuMK rpynn: ipausers

JlocTynHble kniunm Kerberos: False

3.8.3.3.7 MpoBepku AaTbl U BpeMeHM OKOHYAHUS CPOKa AencTBus napons
y4yeTHOM 3anucu nonb3oBaTens

[ns npoBepKM AaTbl U BPEMEHN OKOHYaHWUS CPOKa AeNCTBMSA Naposist yY4ETHOM
3anuncu Nosib3oBaTesis UCNOJIb3YyNTe KOMaHAy

ipa user-show user_name --all -raw

roe "user_name" - uMMsa nonb3oBaTtens W ganee GuAbTp MO aTpubyTy
"krbPasswordExpiration".

Mpumep 1:

# ipa user-show a.ivanov --all --raw | grep
krbPasswordExpiration
krbPasswordExpiration: 20250903120000Z
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3HaueHne nonsa "krbPasswordExpiration" cooTBeTCTBYeT AaTte U BPEMEHM
OKOHYaHMA CpoOKa AEWCTBMA Napons yyeTHowm 3anmcu — "20250903120000Z" (rog
2025, mecsy, 09, uncno 03, Bpems 12:00, 00 cekyHn).

Mpumep 2:

# ipa user-show n.petrov --all --raw | grep
krbPasswordExpiration

krbPasswordExpiration: 20250817010000Z

rae "20250817010000Z" — rop 2025, mecsay 08, uncno 17, spemsa 01:00, 00
CeKyHA

3.8.3.3.8 NMpoBepka Hannuusa nonb3oBaTtens B Katanore IPA

Ons npoBepkn Hanuuusa nonb3oBaTens B KaTtanore |IPA Heob6xoammo
BbINOJIHUTb B KOHCOMM KOMaHAy:

ipa user-find

Ecnu nonb3oBaTtenb OTCYTCTBYET B KaTasnore, To 6yAeT BbiBEAEHO COOOLLEHNUE,
4YTO NONb30OBaTeslb He HaNeH:

# ipa user-find n.petrov

Ecnun nonb3oBaTtesnb NpUCyTCTBYET B KaTasore, To 6yaeT BbiBeAeHO coobLieHne
C NapaMeTpamu y4eTHOW 3anucu nosib3oBaTens

# ipa user-find a.ivanov

Uma yyéTHoM 3anucu nonbl3oBaTena:. a.ivanov
Uma: AnekcaHgp

damunua: MeaHoB

JlomawHnn katanor: /home/a.ivanov

O6onoyka Bxoga: /bin/sh

UMa ydyéTHon 3anumcu: a.ivanov@ROSA.LAN
MNceBOOHUM YYETHOM 3anucu: a.ivanov@ROSA.LAN
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Appec 9neKTPOHHOW MNOYTH: a.ivanov@rosa.lan
UID: 762400003

ID rpynnbi: 762400003

YyéTHaa 3anucb OTKJ4YeHa: False

AnbTepHaTMBHbIM COCOOGOM 3arnpoca AaHHbIX NoNb30oBaTensa U3 katanoros IPA
ansetca ytunuta ldapsearch. [na npoBepkun Hanvuusa nosnb3oBaTens B KaTanore
Wnn 3anpoca napamMeTpoB YYETHOM 3aNnCU NONIb30BaTENSA BbIMOMHUTE KOMaHAY:

ldapsearch -x uid=<unpeHTu¢ukaTOp nNonb3oBaTensa>

roe uaeHTudukaTop nosb3oBaTenss - 3TO YHUKANbHbIA MAaeHTUdMKaTOP
nonb3oBaTtens B cucteme (UID).

[Mpumep:

ldapsearch -x uid=a.ivanov
extended LDIF

#
#
#
# LDAPv3

# base <dc=rosa,dc=1lan> (default) with scope subtree
# filter: uid=a.ivanov

# requesting: ALL

#

# a.ivanov, users, compat, rosa.lan

dn: uid=a.ivanov, cn=users, cn=compat, dc=rosa, dc=1an

objectClass: posixAccount

objectClass: ipaOverrideTarget

objectClass: top

gecos:: 0JDQuI9C10LrRgdCwOL3QtNGAINCYOLLQSNC90L7Qsg==

cn:: 0JDQuUICTOLrRgdCwOL3QtNGAINCYOLLQSNCI90L7Qsg==

uidNumber: 702400003

gidNumber: 7024600003

loginShell: /bin/sh

homeDirectory: /home/a.ivanov

ipaAnchorUUID: :
0k1QQTpyb3NhLmxhbjo4MzI1YWMxOCTmODUzLTEXZWYtYjAXxMC1iYzIOMTE3ZD

_'POCA



YwNzY=
uid:

# a.ivanov,

a.ivanov

users,
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accounts, rosa. lan

dn: uid=a.ivanov, cn=users, cn=accounts,dc=rosa, dc=1an

givenName::

0JDQuUIC10LrRgdCwOL3QtNGA

sn:: 8JjQstCwlL3QvtCy

uid:

a.ivanov

cn:: 0JDQuIC10LrRgdCwOL3QtNGAINCYOLLQSNC90L7Qsg==

displayName::

initials::
gecos::

0JDQuUIC10LrRgdCwAL3QtNGAINCYOLLQSNC90L7Qsg==
0JDQmA==

0JDQuUIC10LrRgdCwOL3QtNGAINCYOLLQSNC90L7Qsg==
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:

top

person
organizationalperson
inetorgperson
inetuser
posixaccount
krbprincipalaux
krbticketpolicyaux
ipaobject

ipasshuser
ipaSshGroupOfPubKeys
mepOriginEntry
ipantuserattrs

loginShell: /bin/sh

homeDirectory: /home/a.ivanov

uidNumber: 702400003

gidNumber: 702400003

ipaNTSecurityIdentifier: S-1-5-21-2779713119-1389312704-
1424425367-1003

# search result
search: 2

result: O Success

# numResponses: 3
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# numEntries: 2

Ecnun B Kaknx-nm6o Nonsix y4eTHOM 3anmcu UCnosib3yeTcs pyccKuin andasuT, TO
BbIBO/ 3Ha4YeHUs flaHHOro nons 6yeT 3akoaMpoBaH B KoaupoBke base64

Hanpumep, B BbiBOAe B KOHconuM Bbiwe nosne "displayName" 3akogmpoBaHo B
KoaupoBke base64:

displayName:: 0JDQuU9C10LrRgdCwOL3QtNGAINCYOLLQSNC90L7Qsg==

[ns gekoaAupoBaHMs COAEPXXMMOro nosnsi (M ero mocrieaytollein nNpoBepku) B
KOMaHAHOM CTPOKEe MOXHO UCMONb30BaTh yTUNUTY base64

Mpumep:
# echo "0JDQuI9C10LrRgdCwOL3QtNGAINCYOLLQsSNC90L7Qsg==" |

base64 --decode
AnekcaHpgp WBaHOB

B nmaHHOM cnyyae cogepxumoe nons "displayName" ("oTob6paskaemoe
uMs") gekoampyetcs kak "AnekcaHap VIBaHOB".

Takke gns AekoanpoBaHus KogmpoBky base64 MOXXHO MCMONIb30BaTh YTUNTY
openssl.

MNpumep:
# openssl enc -base64 -d <<<

"0JDQuUIC10LrRgdCwOL3QtNGAINCYOLLQSNC90L7Qsg=="
AnekcaHpgp WBaHOB

Copepxumoe nons "displayName" ("oTobpaskaemoe UMs") gekoampyeTcs
Kak "AriekcaHnp VMIBaHOB".

3.8.3.4 HacTpoika MeXceTeBoro akpaHa ans cepeepa IPA

[nsa oTkpbITUS HeobxoanMbIx nopToB cepBepa IPA B 3oHe "default" cnyxo6bl
MexceTeBoro akpaHa firewalld BbinonHUTE cnepyroLy0 KOHCOMBbHYHO KOMaHAy
(cnncok TpebyeMbix NOPTOB NpuBeAeH B Tabnuue 4):

# firewall-cmd --permanent --add-
port={80/tcp, 443/tcp,389/tcp, \
636/tcp, 88/tcp,88/udp,464/tcp,464/udp, 53/tcp, 53/udp, 123 /udp}
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Tabnuua 4 - Cnncok TpebyeMbix NOPTOB Ans cepaepa IPA
Cnyx6a MopTbl Moayns MpoTokon

HTTP/HTTPS 80, 443 TCP
LDAP/LDAPS 389, 636 TCP

Kerberos 88, 464 TCP n UDP
DNS 53 TCP n UDP
NTP 123 UDP

MpuMmeyaHna
1) He cnefiyeT 6ecnokouTbCs 0 TOM, 4To cepBep IPA ncnonbsyet noptbl 80 1 389.

2) Mopt 80 (HTTP) wucnonb3yeTca pAfisi NpPefoCTaBfieHUss OTK/IMKOB MNPOTOKONa
npoBepku cTtaTtyca ceptudumkata (OCSP) n cnmckoB aHHynupoBaHua ceptudukatos (CRL).
06e nporpamMmbl MMeT LMOPOBYHO MNOAMUCL M MO3TOMY 3aljulieHbl OT aTak 4epes
nocpegHuka (man-in-the-middle).

3) MopTt 389 (LDAP) ucnonbsyet STARTTLS n GSSAPI gns wnudposaHus.

[Nna npuUMeHeHUs M3MeHeHWl nepesarpysute KOHQUrypauuo MeXCeTeBOoro
aKpaHa. 119 3TOoro BbINOJIHUTE C/ieAyHoLLYy0 KOHCOMbHYIO KOMaHAy:

# firewall-cmd --reload

Mocne yctaHoBku O cepBepa IPA 1 HaCTpPONKKN MeXCeTeBOro sKkpaHa cTtaHeT
AOCTYMHbIM BXOZ, B BE6-UHTepdenc ynpaBneHms cepeepom IPA.

[ns npoBepku ctaTyca paboTbl MexceTeBoro akpaHa firewalld BbinonHute
KOMaHgay:

[root@ipa ~]# systemctl status firewalld.service
e firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded
(/usr/lib/systemd/system/firewalld.service; enabled; vendor
preset: enabled)

Active: active (running) since Mon 2025-03-03 19:47:45
MSK; 40min ago
Docs: man:firewalld(1)
Main PID: 735 (firewalld)
Tasks: 3 (limit: 10622)
Memory: 53.6M
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CGroup: /system.slice/firewalld.service
L—735 /usr/bin/python3.6 -s /usr/sbin/firewalld
--nofork --nopid

mMap 03 19:47:44 ipa.rosa.lan systemd[1]: Starting firewalld
- dynamic firewall daemon...

map 03 19:47:45 ipa.rosa.lan systemd[1]: Started firewalld -
dynamic firewall daemon.

CraTyc "Active: active (running)" coo6LaeT 0 TOM, YTO MEXCETEBOWN 3KpaH
aKTUBEH.

3.8.4 Bxop, B Be6-uHTEepdeic cepsepa IPA

Ans poctyna k Be6-uHTepdelicy BBeAUTe B afpecHoin cTpoke 6paysepa (Ha
BHeLLHeW paboyel cTaHUUKN) AoMeHHoe uMs unu IP-aapec cepeepa IPA, Hanpumep:

https://ipa.rosa.lan

Ha akpaHe nosiBUTCA OKHO aBTOpu3auun nHTepderica (pucyHok 84).

MepBUYHbIV BXOA B MHTepdenc ynpaBneHus cepeepomM IPA ocyuwiecTBnsieTcs ot
MMEHW y4yeTHOW 3anucu agMuHucTpatopa admin. [MpegBapuTenibHO HEO6XO0AUMMO
nonyuntb 6unet Kerberos pna ydyetHon 3anucu admin, BbINOSHUB B KOHCOMU
KOMaHAay:

# kinit admin
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ROSA Virtualization Identity Management

Nms WmA noas3oeamens © Y106b1 BOATH C NOMOLLEI0 MMEHW

OB O nonkL3oBaTeNs M Napons, BBejnTe X B

COOTBETCTBYIOLLME MONSA, 3aTeM HaXMUTE KHOMKY

"Bontn".

Maponsb
© YTo6LI BOTK € NnomoLbio Kerberos, y6eanTecs,
YTO Y Bac UMEIOTCH AeMCTBUTE/IbHbIE BuneTbl
(MoNyunTh MX MOXHO Yepes kinit) n NpaBuabHO

Bpaysep, 3aTeM HaXMNTe KHOMKY

"BoiTi".
© YT06LI BOWTN C NOMOLLBI0 cepTUdMKaTa,
yEEAI/ITECb, 4YTO y Bac nMeeTca AEPI(TBI/ITEI‘IbHI:\lﬁ
JINYHBIN cepTUdUKaT.

PucyHok 84 — OkHO aBTOpM3aunn nHtepderica ynpasneHuns cepsepom IPA

[na Bxoja B uHTepdeic BBeanTe UMs (JIOrMH) M Naposb Mosib3oBaTens B
COOTBETCTBYIOLLME NMOJIS, MOC/IE YEro HAXXMUTE KHOMKY BonTu.

Nocne Bxopga B Beb6-uHTepdenc cepsepa IPA 6yneTr oTobpaxkeHa naHenb
ynpaBneHuss cepsepoMm IPA. [lo ymonuaHuto 6ygeT OTKpbITa BK/agka
"meHTUOUKALUSI — AKTHUBHBIE ITOJIb30BATEIN" (PUCYHOK 85).
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ROSA Virtualization ldentity Management & Administrator v

WaeHTudUKauma MonuTwrka AyTeHTUdUKauns CeTeBble CyX6bl IPA-cepBep

Monb3oBatenu Y3l Cnyx6bl Mpynnbl MpepcrasneHus ID ABTOYYaCTHUK v

Subordinate IDs v

AKTVBHbIE MOSb30BaTeENN

HenopTeepxa€HHbIE ‘ | o Q
nonb3oBaTtenu & O6HOBUTL W Yganute | * f06aBUTL | = OTKAIOUAUTL + Bkawuntb | | eicTBuna v
XpaHuMble NonbL3oBaTenn .
MmA yuéTtHon Appec
3anucuK 3NeKTPOHHOMN
a nonb3oBaTens ms Pamunus CocTosiHMe uiD noyThl
O | a.vanov AnekcaHagp ~ MBaHoB v 702400003  a.ivanov@rosa.lan
BkntoveHo
a admin Administrator =~ 702400000

BkntoyeHo

MokasaHo 3anuceid: ¢ 1 no 2 us 2.

PucyHok 85 — Beb-uHtepderic cepsepa IPA - Bknagka "VmeHTUudUKRaAnusa" —
"AKTHUBHBIE [10JIb30BaTENIN"

Ecnu Bbl y)Xxe fo6aBun Kakux-nmbo nonb3oBartenen B katasnor IPA, ncnonbsys
NHTepdenc KoMaHQHOM CTPOKMK, TO 3TU NONb3oBaTeENN H6yayT OTOOGPaXKeHbl C CMUCKE
aKTUBHbIX NONb30BaTeNeN.

3.9 NopknioyeHne ROSA Virtualization k cnyx6e katanoroe LDAP
cepsepa IPA

Mpouepypa nopkntoyeHnss ROSA Virtualization k cnyx6e katanoroB LDAP
cepBepa IPA cocToMT U3 co3aaHusa CnyXXebHOM y4eTHOM 3anucu nofb3oBaTens Ans
BbINOJIHEHMA 3anpocoB rnoucka B katanore LDAP n Bxoga Ha cepBep IPA, a Takxe ns
co3fgaHmsa npoduns NOAKMAYEHUA ANsa  uAeHTuduKauum w  ayTeHTMduKauum
AOMEHHbIX NoJsib30BaTenen.

CosgaHne cnyke6HOW Y4yeTHOM 3anucu Monb30oBaTeNsA OCYLIECTBNAETCA B
nHtepdeiice ynpaeneHus cepsepoM IPA (n. 3.9.1).
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CosnaHue npoduna MOAKOYEHUA OCyLlecTBnsieTca B Beb-uHTepdeice (.
3.9.2) nnu koHconm CYCB (n. 3.9.3).

3.9.1 Co3paHue cny)xeb6HOWU y4eTHOM 3anucu Nosb3oBaTtens ¢
ucnosb3oBaHUeM Beb-uHTepdenca

[na cospaHuns y4eTHOW 3anmncu Nosib3oBaTeNs BbINOMHUTE BXOA B MHTepdeNcC
ynpaBrieHusi cepepoM IPA 0T UMeHM y4eTHOM 3anncu agMuHucTpaTopa admin.

3.9.1.1 lo6aBneHne HOBOI y4E€THOMN 3anNUCKU NOJIb3oBaTess

B pasgene "MimeHTuduKranuusa" n B MeHwo "IIoib30BaTeIn" Bbi6epUTE NYHKT
"AKTUBHBIE IIOJIL30BATEJIM'. Ha 3aKpaHe MOSIBUTCA COOTBETCTBYHOLAa CTpaHuua
nHTepdeica, cogeprkalliasi CMCOK akTUBHbIX Nosib3oBaTenen (pucyHok 85).

Haxmute kHonky [lo6aBUTb M 3ajaiTe JIOTMH AN1A HOBOro nosib3oBaTenst —
CepBUCHOM y4eTHOM 3anuncu (Hanpumep, "susvengine") (pucyHok 86).
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fo6aBuTb Nonb3oBaTens

Mg yuéTHOM susvengine
3anuvcun
nonb3oBaTens

Nmsa susvengine

Damununs susvengine

Bes nnuHoii

rpynnel

ID rpynnsl

Hosbili napons

NpoBepuTh
naponb

* ObsAzatenbHoe none

Ao6asuTte | Ao6aBUTb U A06aBUTL ewd | Jo6aBUTb U USMEHUTL || OTMEHUTb

PucyHok 86 — [lo6aBneHne HOBOIo NoJib30BaTeNs — CEPBUCHOM YYETHOW 3anmcu

MpumeyvaHne - [laHHaa y4vyeTHadA 3anuCb SABNISIETCA CEPBUCHOW, T.e. OHa He
COOTBETCTBYET HM OAHOMY YeNlOBEKY U UCMOSIb3YyeTCA UCKIKUYUTENbHO ANSi CUHXPOHU3aLUmu
cepBucoB CYCB ¢ kopnopaTunBHbIM cepBepomM LDAP.
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ROSA Virtualization Identity Management & Administrator v

WaeHTudUKauma MonuTrka AyTeHTUdUKauns CeTeBble CNYX6bl IPA-cepBep

Monb3oBatenu ¥Y3nbl Cnyx6bl [pynnbl [MpeacTaBnenua ID ABTOYYaCTHUK v

Subordinate IDs v

__ | AKTVBHbBIE M0Nb30BaTENN

HenoaTBEPXAEHHbIE Mouck Q

ENE=EI=EWEIT £ O6HOBUTL | | [ YaanuTh | | # A0o6aBUTL | | = OTKAOUWTL || « BraounTs | | AeiicTema v

XpaHuUMble nonb3oBaTeNun .
Wmsa yuétHoiA

3anucuK AZipec 3/1eKTPOHHOI

O nosb3oBaTens ms dDamununa CocTosHue uiD noyThl

O a.lvanov AnekcaHap VBaHoB v 702400003 a.lvanov@rosa.lan
BxaroyeHo

a admin Administrator  + 702400000
BkntoyeHo

a susvengine susvengine susvengine v 702400004 = susvengine@rosa.lar
BkntoyeHo

MokazaHo 3anuceid: ¢ 1 no 3 u3 3.

PucyHok 87 — AKTUBHble nonb3oBaTtenu IPA, c fob6aBneHHOW CEpBUCHON YY4ETHOM
3anucbio susvengine

3.9.1.2 lo6aBneHne yyeTHOM 3anNucu Nosib3oBaTens B rpynnbl

Ana po6aBneHus yyeTHOW 3anmucu Mnonb3oBaTens susvengine B rpynnbi
admins n editors HaxXMuTe Ha CCbIsIKy C UMeHeM nonb3oBaTens "susvengine" n B
OTKPbIBLIEMCS MEHIO C napaMmeTpamu nepenpgute Ha BKAagky "I'pyImbl
IoJIb30BaTesien" (pucyHok 88).
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ROSA Virtualization Identity Management & Administrator -

MaeHTndukauma Monutuka AyTeHTUdUKauma CeTeBble cnyx6bl IPA-cepBep

Monb3oBartenu Y3nbl Cnyxbbl Mpynnbi lMpeactasneqns ID ABTOY4aCTHUK v Subordinate IDs v

AKTUBHbIE MOb30BaTeNnu » susvengine

[lonb3oBaTe/b: susvengine

susvengine ABNAeTCA y4acTHUKOM:

MapameTpbl pynnbl nonb3oBaTeneii (1) CeTeBble rpynnbl Ponu Mpasuna HBAC Mpasuna Sudo Subordinate ids

< 06HoBUTL | [ Ypanuts | | + [lobaBnTb MokasaTtk pesynstatel @ Mpsamoe yuactre O Henpsimoe yuactue

O Wms rpynnei
O | ipausers

MokasaHo 3anuceii: c1no 1us 1.

PucyHok 88 — 'pynnbl nonb3osatenen ROSA Virtualization Identity Management

Haxmute kHonky Jlo6aBUTb. OTKpOeTCs OKHO C MHTepdeiticoM Bbi6opa rpynn
Ans nonb3oBartens (pUcyHok 89).

[o6aBuTk Nonb3oBaTens ‘susvengine' B rpynnsi nosib3oBartesnei %

JocmynHelli ¢punsmp Ipynnel nonszoeamenel DuneTp

JoctynHo Oxumpaercs

O Wma rpynnbi O Mmsa rpynnst

admins

O
O editors
O

trust admins

Jo6aBuTb | OTMEHUTL

PucyHok 89 — UHTepderic Bbibopa rpynmn nonb3oBaTesnein ans y4eTHON 3anncu

B cnucke "[MOCTYIIHO" ycTaHOBUTE COOTBETCTBYOWME dnaxku Ana Bblibopa

rpynn admins u editors. Haxxmute kHonky nepeHoca >. B cnucke "OzxkupaeTtcs"
nosIBATCS HAUMEHOBaHWs BblIGpaHHbIX rpynn (pucyHok 90).

_'POCA



164
PCIOK.10102-02 32 05

[Ao6aBnTk Nonb3oBaTens ‘susvengine' B rpynnel nosib3osareseil b3

JocmynHell ¢uaemp [pynnel nons3oeameneli PunsTp

JoctynHo Oxunaaercs
@] Wma rpynnel @] Vma rpynnb!
J  trustadmins O  admins

O  editors

Ao6aBuUTb | OTMEHUTHL

PucyHok 90 - Bbi6op rpynn admins u editors gns nonb3oBartens susvengine

[lnsi 3aBepLueHNUst Npoueaypbl Bbi6opa rpynmn HaxXMuTe KHoMky Jo6aBUTb.

YyeTHast 3anucb nosib3oBaTena Ao6aBneHa B rpynnbl admins u editors
(pucyHok 91).

ROSA Virtualization Identity Management

& Administrator v

aeHTudukaums Monutuka AyTeHTUdUKauma CeTeBble CNyx6bl IPA-cepBep

Moneb3oBartenu Y3nbl Cnyx6bl Mpynnbl MpepactasneHus ID ABTOyYaCTHUK v Subordinate IDs v

AKTUBHbIE NONb30OBaTeNu » susvengine

Mone3oBatesks: susvengine

susvengine ABNAETCA y4aCTHUKOM:

MapameTpbl pynnbl nonb3oBaTeneii (3) CeTeBble rpynnbl Ponu Mpasnna HBAC Mpasunna Sudo Subordinate ids

< 06HOBUTL | [ YaanuTh | | + [lo6aBnTh Mokasate pesynstarsl @ Mpsmoe yuactve O Henpsimoe yuactue

O Wms rpynnel

O admins
O | editors
O | ipausers

MokasaHo 3anuceii: ¢ 1 no 3 u3 3.

PucyHok 91 - 'pynnbl nonb3oBaTtens susvengine

3.9.1.3 YcTaHoBKa napons ANs y4eTHOW 3anucu nosnb3oBaTtens

[lna ycTaHOBKM Maponsi HOBOMY MOJIb30BaTENtO MNepenguTe Ha BKIagKy
"TlTapaMeTpbl" M M3 BbiNajaroLero Crucka, BbI3bIBAEMOr0 HaXaTUeM KHOMKU
JlencTBuS, BbibepuTe NyHKT "COPOCUTD ITApPOJIb" (PUCYHOK 92).
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ROSA Virtualization Identity Management & Administrator v

WaeHTudukaums Monutuka AyTeHTUdUKauma CeTeBble Cnyx6bl IPA-cepBep

Monb3oBatenu Y3nbl Cnyx6bl Mpynnbi MpegctasneHns 1D ABTOYHaCTHUK v Subordinate IDs v

AKTUBHbIe Nonb30BaTenun susveng'me

v [lonb3oBarteb: Susvengine

susvengine ABNAETCA yHaCTHUKOM:

MapameTpsl Ipynnel none3oearenei (1) CeTeBble rpynnsl Ponu Mpasunna HBAC Mpasuna Sudo Subordinate ids
< 06HoBUTL | 'O BepHyTb | L CoxpaHuTe || AeWcTeuns v

CbpocuTb Naposb

MapameTpbl UAEHT ewio MapameTpbl y4ETHOM 3anmncK
[HlonxHocTk OmenionATe VImst yu&THo susvengine
Yaanute sanucu
Nms * susveng Pab poBatb nonL3oBaTens

[o6aBuTk TokeH OTP
Pammunus SUSVeNng lepecTpouTh aBToydacTne Maponb

HoBbIln cepTnudmkat

* OKkOHUaHne
Montoe uma SUSVENE  Auto assign subordinate ids -~
AeicTBINA
OTo6paxaemoe susvengine susvengine napons
nmMa
uiD 702400004
WHunymansl ss
ID rpynnbi 702400004
GECOS susvengine susvengine
MNceBgoHum susvengine@ROSA.LAN | Yaanute

Knacc Y4ETHOW

3anucn Jo6aBnTb

PucyHok 92 — Bbi6op geincteus "Copoc naposs" ana nonb3oBatens
Cogepxxumoe nonen "Tlaposnp" u "OKOHYAaHUE HOEWCTBUS MHAPOJISI" He
onpegeneHo (nons nycrbie).

B nona "HoBeI¥ maposip" u "IIPpOBEPUTH IMAPOJIb" OTKPbIBLUErOCSH OKHA
"COpoCHUTh ITapoJjib" COOTBETCTBEHHO BBEAMTE U NOATBEpAUTE Naposib AN HOBOro
nonb3oBatens (pucyHok 93).
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C6pocnTb Naponb

HoBblA napons *

Mposepntb *
naponb

C6pocuTb Naponb | OTMEHUTb

PucyHok 93 — Copoc napons nonb3osBartens

3.9.1.4 U3aMeHeHUs cpoKa [EUCTBUA Naponsi CEPBUCHOU Y4YeTHOM
3anucu

Ona  n3MeHeHMs cpoka [eNcTBMS Napofis nosb3oBaTenss Heob6XoguMMmo
ncnonb3oBaTb KOMaHAY:

ipa user-mod user_name —password-expiration

rae "user_name" — 3T0 UMS NONb30BaTENS CEPBUCHOM YYETHON 3aMnuncCu:

YkaxuTe "maTy/BpeMs" OKOHYaHUs AeWCTBMA napons B ¢opmarte "rop-
MeCSII-YMCIIO YaC:MUHYTa:CeKyHOa" Tak, YTOObl faTa U BpeMS OKOHYaHWUsI CpoKa
AENCTBUA Y4YeTHOM 3anucu HacTynanu no3gHee TeKyliero MoMeHTa. Hanpumep,
MOXHO yKasaTb AaTy +3 MecsLa OT TeKyLlen aatbl.

Mpumep:

# ipa user-mod susvengine --password-expiration="2025-10-01
12:00:00Z"

N3meHEH nonb3oBaTenb “susvengine”
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UMa ydyéTHoOM 3anumcu nonb3oBaTens: susvengine
UmAa: susvengine

dammnna: susvengine

JlomawHnn kaTanor: /home/susvengine

O6onoyka Bxoga: /bin/sh

UMa ydéTHom 3anmcu: susvengine@ROSA.LAN
MNceBooHUM Yy4YETHOM 3anucu: susvengine@ROSA.LAN
OKOHYaHMe OencTBUA Napons nonb3oBaTens: 20251001120000Z
Appec 9neKTPOHHOM MNOYTH: susvengine@rosa.lan
UID: 702400004

ID rpynnsi: 702400004

YyéTHaa 3anucb oTkikdeHa: False

Maponb: True

YyacTHuK rpynn: editors, admins, ipausers
JllocTynHble knwuyn Kerberos: True

B naHHOM npumepe cTpoka:
OKOHYaHMe OencTBUA Napons nonb3oBaTens: 20251001120000Z
onpegenset rog 2025, mecsy 10, yncno 01, Bpema 12:00, 00 cekyHp,.

[ns npoBepku faTtbl U BpEMEHM OKOHYaHUSA CpoKa AeWCTBUSA Napons y4eTHOMU
3anncu MOXXHO BOCMNOJIb30BaTbCA crefyowen KoMaHaoM:

# ipa user-show susvengine --all --raw | grep
krbPasswordExpiration
krbPasswordExpiration: 206251001120000Z

3HayeHune nona "krbPasswordExpiration" cooTBeTcTByeT gate U BPEMEHM
OKOHYaHUA CpoKa AeNCTBUA Naposid Y4eTHOM 3anucu.

B pesynbTaTe BbINOMHEHUSA ONUCAHHbIX Bbille AeACTBUIN f06aBNeHa cepBUCHas
yyeTHas 3anucb "susvengine", onpefeneH naponb AN YYETHOW 3anucu U
YCTaHOBJIEH CPOK OKOHYaHUA AEeNCTBUA Napons.

3.9.2 Co3zpaHue npodpuns noaknoueHus K cnyxbe katanoroe LDAP
cepBepa IPA c nomowblo Be6-uHTepdeica CYCB

Ons HacTponkn npodunsa nogkntoyeHnss CYCB k cnyxb6e katanoroB LDAP
cepBepa IPA c nomowplo BebG-UHTepdenca wucnonb3yetca nnarmH "MacTtep
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HacTpoOUKHU LDAP", pacnonoXeHHbl B agMUHUCTpaTUBHOM naHenn CYCB B cekuuu
"onomHeHUs" (PUCYHOK 94).

ROSA Virtualization RS =0 2 0. a.

JononHenua > MacTep HacTpoiku LDAP
ELENI MOHWTOPUHra

Mactep HacTpoiku LDAP

Pecypcbl
£

XpaHunuiie
AAMUHWCTPUpOBaHue

CobbITuA . o .
MacTep HacTpoiku LDAP — 3TO UHCTPYMEHT, KOTOPGbIN Luar 3a LWaroM npoBeaé&r

Bac 4yepes npouecc HacTpoitku LDAP ana wHTerpauyun ¢ Rosa Virtualization.
HesaBncumo ot Toro, Kakon LDAP-cepsep Bbl UcnonbayeTe, Hall mMacTep
NOMOXET BaM NPaBHbHO HACTPOUTL NOAKMIOYEHNA, ayTEHTUPUKALUIO, UNLTPEI
noucka U Apyrue napametpbl, oBecneunB GecnpenaTCTBEHHYIO WHTerpauuio u

JononHexHus

ynpasneHue nonb3oBaTtenaMu.

lMpeaBapHTenbHbIE YcnoBHA:

o Bam HeoBXoAnMo 3Hars JoMeHHoe uMs DNS- unmu LDAP-cepsepa.

» Yrobbl HacTponTs BesonacHoe coeanHeHne Mexay cepsepom LDAP u Manager,
y6eantecs, 4To MoAroToBeH ceprugmkar CA B KoAHpoBKe PEM.

e [loarorosbTe KaK MHHUMYM OAMH HaBop MMEHWU YHETHOH 3alucH M Napond AnA
BBIMNOJIHEHNA 3aMPOCOB foMcKa 1 Bxoda Ha cepsep LDAP.

Hauatb

PucyHok 94 — MacTtep HacTpouku LDAP B agMuHucTpaTtnBHom naHenu CYCB

[ns Hayana pa6oTbl ¢ "MacTepoM HacTPOUKU LDAP" HaXMuUTe Ha KHOMKY
HavaTb.

[lns HacTpoWKKM NoakoueHns K cepeepy IPA BbibepuTe (pucyHok 95):

— Tun LDAP - IPA.
— HWcnonwp3oBaThb DNS - HeT.
— JOoCTynHBIM METO[, TIOJIUTUKHU - OOUH CEPBED.
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Hononuenua > Mactep HacTpoiku LDAP

MacTtep HacTpouku LDAP

® e

Bui6op LDAP # BBoa yyeTHbIX AaHHbIX U TecTupoBaHue 0630p KOHDUrypaynu
HacTpoWKa 6asoBoro DN KOH®Urypauumn
1. Beibepute TN LDAP, 13 cnucka: CTaTyc:Q
IPA -

Ecnu Bbl He yBepeHbl, Kakad cxeMa y Bawero cepsepa LDAP, BuiBepuTe CTaHZapTHylO cxemy
Bawero tMna cepsepa LDAP.

2. McnonbsoBarte DNS: CTaTyc:Q

Het M

HacroAtensHo pexkoMeHAyeTcA WCMonb3oBark paspelieHne DNS ana cepsepa LDAP. Ecnu no
KaKoA-TO MpHYuHe Bbl COBHpaeTechb HMCMNONbL30BaTb XOCTbl MM OObLIYHLIA aApec, OTKMoYUTe

ucnonbaosaHne DNS.
3. [loCTYNHBIR METOA NOAUTHUKM: Craryc:@
OavH cepeep -

e [ina BapmaHta 1 DNS-cepBepsbl, nepequciieHHsle B /Jetc/resolv.conf, uHcronb3yiotcd AMA
paspeluenus IP-agpeca. MpoBepeTe, YTo (aiin /etc/resolv.conf 06HOBMEH € NpaBubHLIMM DNS-
cepBepam.

* [lna BapnaHTa 2 BBeguTe nosHoe JoMeHHoe MMsA (FQDN).

« [inA BapnaHTa 3 BBeAMTE CrIMCOK cepBepoB LDAR, pasfeneHHbii npobenamu. Kcrnonsayite 1M6o

PucyHok 95 — Bbi6op Tuna LDAP cepBepa, ncnonbsosaHuns DNS 1 nonmtmk
NCMosIb30BaHusA

Hanee BBegute IP-agpec xocta cepBepa IPA 1 ncnonb3ayembli npotokon (no
yMonyaHuto ncnonbsyetca plain) (pucyHok 96).
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LononHenna > Mactep HacTpoiiku LDAP

MacTtep HacTpownku LDAP

C =

BbiGop LDAP u BBoa yyeTHEIX AaHHBIX 1 TecTupoBaHue 0O630p KoHPUrypayrK
HacTporka 6asosoro DN KOH@Urypauuu

PE3PEWEHNH IF-addpecd. 1IPOBEPLIE, Y10 QPanll /elC/resoIv.ConT QUHUBJIEH C 1IpdBn]IBHBIMA DINS=
cepBepamH.

* [lna BapuaHTa 2 BBEAKTE NO/IHOE AOMEHHOE MMA (FQDN).

* [ina BapuanTa 3 BBeauTe cnMcoK cepsepoB LDAP pasieneHHbIi npobenamu. Hcnons3yiite nuéo
nonHoe AoMeHHoe uMA, 6o IP-aapec cepBepoB. 3Ta nonutika obecrneynBaeT GanaHcHPOBKY
Harpysku mexzay cepsepamu LDAP. 3anpockl pacnpedenarorca Mexgy Bcemu cepsepamim LDAP o
anroputmMy round-robin.

* [lna Bapuanta 4 BBeauTe crucok cepsepoB LDAP, pasfeneHHblx npobenamu. Hcronssyite nmbo
oiHoe JoMeHHoe uMs, 6o IP-azapec cepsepoB. 3ta MomTnka onpedesnser nepssii cepsep LDAP
KaKk cepeep LDAP no ymonuanuio ANA OTBETa Ha 3anpocskl. Ecnu nepseiii cepBep HeAOCTYNeEH,
3anpoc 6yaer nepeaaH cneayiotjemy ceppepy LDAP B criucke.

4. MNoxanyhcTa, BBEAUTE aApec xocTa: CTaTyc:Q
1010.20.8

5. NMoxanyicra, Boi6eprTe NPOTOKON ANA UCMONb30BaHUA: CTaTyc:Q
plain v

HacroAtensHo peKoMeHAYeTCA WMCMoNb30BaTh 3alYMLLEHHbLIH RPOTOKON ANA AOCTyna K cepsepy
LDAP. [potokon startTLS ABAAETCA CTaHAAPTHLIM PEKOMEHAYeMbIM MEeTOAOM AnA 31oro. Tonbko B
c/lyqanx, Korga startTLS He [MoAAepXMBAEeTCA, HCIoNb3yiTe HecTaHAapTHbIA [POTOKOA Idaps.
Hcnonbsy#dte plain ToIbKO A8 TECTOBLIX CPeA.

PucyHok 96 — Beop, IP-agpeca xocTa u Tuna ucnonbsdyemoro LDAP npoTokona

HaxxmuTe KHOMKy [Jlanee ans nepexoja Ha crneaylowmii akpaH "Mactepa
HacTpo¥Ku LDAP" (pucyHok 97).
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LononHenna > Mactep HacTpoiiku LDAP

Mactep HacTpounku LDAP

() ®
BbiGop LDAP u BBoA y4eTHEIX AaHHBIX 1 TecTupoBaHue 0O630p KoHPUrypayrK
HacTpoika 6asosoro DN KOHpUrypaLUum

1. Beeaute DN nonb3oBatena AnA  nowucka  (Hanpumep,
uid=username,dc=example,dc=com w“nuM ocTtaBbTe nNycTbiM ANA CTaTyc:@

aHOHWMHOrO Mnonb3oBaTena):

OTtnpaBuTb

Beepute otnnyutensHoe HMA (DN) nonesoBarena noucka. lMone3oBatens A[OMKEH HMETb
paspeLlUeHHA Ha MPOCMOTP BCeX fofib3oBarenei u rpynn Ha cepBepe Kara/oros. lMonk3oBatens
rnoncKka AoMKeH BbiTb yKkasaH B aHHotaymn LDAP. Ecnu paspelieH aHOHUMHBIA MOUCK, HaXXMuTe

Enter6e3 BBoga AaHHbIX.

2. Beegute naposb NoJibsoBartesia 4nAa noucKa: CTaTyC:@
OTnpaBuTb

3. BeeawuTe Bazosoe DN (): CTaTyc:@
OTtnpaBuTb

4. CobunaeTech Ny Bhl UCNOMh30RATh e/1WHAIA BXO/ 1NA BUDTVANLHKIX —

PucyHok 97 — dopma "BBOM yUeTHBIX JaHHBIX U 6a30Boro DN" MacTtepa
HacTpouku LDAP

Beeaute DN ans y4eTHOM 3anuncu susvengine, cosfaHHon paHee (pucyHok 98).
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HononHenua > Mactep HacTpoiiku LDAP

MacTep HacTpoiku LDAP

° ® =

BbiGop LDAP u BBoA y4eTHEIX AaHHBIX 1 TecTupoBaHue 0630p KoHUrypayrn
HacTpoika 6asosoro DN KOHpUrypaLUum

1. Beeaute DN nonb3oBatens AnA  nowucka  (Hanpumep,
uid=username,dc=example,dc=com w“nuM ocTtaBbTe nNycTeiM ANA CTaTyc:Q
aHOHMMHOrO Nnonb3oBarens):

uid=susvengine,cn=users,cn=compat,dc=rosa,dc=lan

OTtnpaBuTb

Beegure omuuntensHoe uma (DN) nonb3oBatena noucka. [lone3oBatens JOMKEH WMETb
paspelueHHsA Ha NPOCMOTP BCEX Mofib3oBarenei W rpynn Ha cepeepe karanoros. [lonk3oBarent
noucka AomxeH BbiTb ykasaH B aHHotayun LDAP. Ecnu paspelueH aHOHUMHBIA MOHCK, HaXMUTE
Enter6e3 BBoga AaHHbIX.

2. Beeaute naposb NoJibsoBartesia 4nAa noucKa: CTaTyC:@

OTtnpaBuTb

3. BeeawuTe 6asoBoe DN (dc=rosa,dc=lan): CTaTyc:@
OTtnpaBuTb
4. CobunaeTech Ny Bhl UCNOMh30RATh e/1WHAIA BXO/ 1NA BUDTVANLHKIX —

PucyHok 98 — BeBog DN cepBUCHOWM y4eTHOM 3anucu

B npumepe Bbiwe DN onpefensercsa Kak:
dn: uid=susvengine, cn=users, cn=compat, dc=rosa, dc=1an

Ona nonydyeHua napameTpoB DN B BalleM KOHKPETHOM CJlyd4ae MOXHO
ncnonb3oBaTb komaHay ldapsearch B koHconu cepBepa IPA:

# ldapsearch -x uid=susvengine | grep dn

dn: uid=susvengine, cn=users, cn=compat, dc=rosa, dc=1an

dn: uid=susvengine, cn=users,cn=accounts,dc=rosa,dc=1an

Ana vHTerpaummn ¢ CYCB Hago ucnonb3oBaTtb nepeoe 3HayeHne DN (koTopoe
BKJ/ItoYaeT "cn=compat").
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B cekuun 2 BBeguTe naposib CEPBUCHOM YYETHOW 3anucu, a B cexkumm 3 -
napaMeTpbl HACTPOeHHOro AomeHa (B npumepe - "dc=rosa,dc=lan") (pucyHok 99).

Hononxenua > Mactep HacTpoiku LDAP

MacTtep HacTpowuku LDAP

© ® o 4

Bbi6op LDAP u BBoA y4eTHLIX AaHHbIX 1 TecTupoBaHue 0630p KoHdUrypayru
HacTpoika 6asosoro DN KOHbUrypauum

Beeante omununtensHoe umA (DN) nonb3oBatena noucka. [lonb3oBatens JoOMKeH HMeTb
paspelueHHa Ha MPOoCMOTP BCEX Nonib3oBaresieil W rpynn Ha cepeepe Karanoros. [lonb3oBatesnb
noucka AoMxeH ObiTe ykasaH B aHHoTauun LDAP. Ecnu paspelueH aHOHWMHBIA MOHCK, HaXMHTE
Enter6e3 BBoga AaHHbIX.

2. BeeanTe naposib nonb3osaresnd AnfA NoucKa: CTaTyc:Q
OTtnpaBuTb
3. BeeauTe 6asosoe DN (dc=rosa,dc=lan): C1aTyc:®

dc=rosa,dc=lan

OTtnpaBuTb

4. CoBupaeTech N Bbl UCMONb30BATL EAWUHbIA BXOA ANA BUPTYanbHbIX c ®
TaTyc:
MalLLWH:

BeiGepure Yes, ecnm Bbl cobupaeTech HacTPoOUTb ANHbIA BXOA ANA BPTyasnbHblX MalumH. OBparure
BHUMaHHe, YTO 3Ta (PYHKYHA HE MOXET MCMOIb30BaTbCA C eAMHBIM BXOA0M B AAMMUHUCTDATHBHbIN
nopras.

PucyHok 99 — BBog naposnsi CepBUCHOM YY4E€THOM 3anncu 1 napaMmeTpoB JOMeHa

B nyHkTe 4 BBeauTe "I1a", B NnyHKTe 5 ykaxute umsa npodunsa cepsepa LDAP,
KOTOpbIA 6yAeT BUAEH Nnosb3oBaTensaM npu BxoAe Ha lopTan agMUHUCTPUPOBAHMUSA
unu MNopTan BUPTYyasbHbIX MawWwuH, Hanpumep "RV" (pucyHok 100).
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LononHenna > Mactep HacTpoiiku LDAP

MacTtep HacTpownku LDAP

° ® =

BbiGop LDAP u BBoA y4eTHEIX AaHHBIX 1 TecTupoBaHue 0O630p KoHPUrypayrK
HacTporka 6asosoro DN KOH@Urypauuu
3. BeeauTe 6asoBoe DN (dc=rosa,dc=lan): Craryc:@®

dc=rosa,dc=lan

OTtnpaBuTb

4. CobupaeTech W Bl UCMONBL30BATL €AWHLIA BXOA ANA BUPTYarbHbIX c Q
TaTyc:
MalLLIUH:

Ha v

Bui6epure Yes, ecim Bel cobupaeTecs HaCTpOUTb eAWHbIA BXOA /1A BUPTyasbHblX MalumH. Obparute

BHUMaHHe, 4TO aTa (PYHKYMA HE MOXET MCOoMb30BaTbCA C eAMHBIM BXOAOM B AAMMHUCTDATUBHbIH
nopra.

5. YkaxuTe uma npogunf, KoTopoe 6y.ueT BWAHO nonb3oBaresiam: CTaTyc:@

Hma nMpoguiA AoMKHO coBfiajatb ¢ MMeHeM AOoMeHa, B MPOTMBHOM clly4ae eAuHLIA BXoA4 AnA
BHPTyalbHbIX MaLluH paéorarb He 6yaer,

OtnpaBnTh

PucyHok 100 — HacTpoika eguMHOro Bxoaa n umenu npoduns cepsepa LDAP

3aTeM Ha)xxMuTe Ha KHomnKy flanee ansa nepexoaa B Gopmy "TeCTUPOBAHME U
KoHuUrypanuun" (pucyHok 101).
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HononHenua > Mactep HacTpoiiku LDAP
MacTep HacTpoiku LDAP
) () @
Boi6op LDAP u BBoa yyeTHEIX AaHHBIX 1 TecTupoBaHue
HacTponka 6azosoro DN KOHOUrypauun

1. BolbepuTe TeCTOBYHO nNocrieoBare/ibHOCTb ANA BbINOHEHUA!

Boitn

0630p KoHPUrypayrn

CTa'ryc:Q

-

HacroAarensHo peKoMeHayeTcA MpoBecTi TeCT-ApanB KoH@HUrypaynu nepen ee nprmMeHeHHeMm B
asuke. [locnenosarenbHOCTL BXOAA BbIMOSIHAETCA aBTOMAarM4YecKH, Ho peKoMeHAayeTcA TaKxe
BBbIINOJ/IHUTL Moc/1eJoBare/lbHOCTb ToUCKa BPYYHYKo rocre yCHeLLI’HOﬁ rocnefgoBarefibHOCTH BXxoJa.
[NpoBepbTe npaBuIbLHOCTL AaHHbLIX MoNb30BaTena. Eciv gaHHble noab30BaTen HEBEPHbI, BbféEpMTE

'[pepsars’. Ecnn AaHHLIE KOPPEKTHbI, BbiGepHTe ‘ToToBO".

2. BeBegute viviAa nonb3oBaTens:

susvengine

ﬂo)«anyitcra, npejgocraBbTe y4eTHble JaHHble 4)14 POoBepKH rpolecca Bxo4a B CUCTeMY

CTaTyc:o

OTtnpaBuTb

3. BBeanTe naponb nonb3oBatens:

CTaTyc:@

OtnpaBnTb

PucyHok 101 — TectupoBaHue KoHdurypaumm LDAP

B dopme TECTUPOBaHUSA KOHdurypaumm

nocnefoBaTeNbHOCTb AJ1S1 BbINosHeHUst (cekuust 1) — "BOHUTH", MMA nosib3oBaTess
CepBUCHOMN yyeTHOI 3anucu (B npumepe — "susvengine") u naponb nonb3oBaTens

(pucyHok101).

[anee HaXxMuTe Ha KHOMKY OTI'IpaBVITb.

Ecnn Bce pencrteus Obl/IN  BbIMOJIHEHDI KOPPEKTHO MU
COOTBETCTBYHIOT, TO Ha 9KpaHe NoABUTCA noareep>xxaeHne ycnewHoCTn BbINOJIHEHHOIO

Bxoaa (pucyHok 102).
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LononHenna > Mactep HacTpoiiku LDAP

MacTtep HacTpownku LDAP

L © @ ¢

Bbi6op LDAP u BBoA yyeTHLIX AaHHBIX 1 TecTupoBaHu1e 0630p KOHDUrypayru
HacTponka 6azosoro DN KOHOUrypauun
1. Bblbepme TeCTOBYHO nNocrieaoBarelbHOCTb ANA BbINOHEHWUA! Cm‘ryc:@

HacroATtenbHo peKkoMeHAyeTCA MpoBeCTH TecT-ApaiB KOHQHUIrypaynu Nepea ee npuMeHeHHeM B
Aswkke. [MocnesoBarenbHOCTL BXoAa BbIMOHAETCA aBTOMATMYecKH, HO PEeKOMEeHAYeTCA Takxe
BBINOHATL MOCIEA0BATENIbHOCTL 1OMCKa BPYYHYIO 0C/Ie YCMeLHON MocieA0BareflsHoCTH BXoa.
TpoBepkTe NpaBuIbHOCTL AaHHBIX MOb30BaTesa. Ecii gaHHble Nofb3oBaresis HeBepHbI, Bbl6epuTe
'[Mpepsars'. Ecnn AaHHbIE KOPPEKTHbI, BbibepuTe ‘T0T0BO'.

[NocnepoBaTenkLHOCTL BXoAa B CUCTEeMY BblINOJTHEHA ycneLwHo

PucyHok 102 — BxoZa BbIMOIHEH YCNELWHO

Bbibepute B cekumm 1 nocnefoBaTeNlbHOCTb AN BbiNoOSHEHUS "T'OTOBO" u
HaXXmMuTe Ha KHonky Jlanee (pucyHok 103).

_'POCA



177
PCIOK.10102-02 32 05

LononHenna > Mactep HacTpoiiku LDAP

MacTtep HacTpownku LDAP

L © @ ¢

Bbi6op LDAP u BBoA yyeTHLIX AaHHBIX 1 TecTupoBaHu1e 0630p KOHDUrypayru
HacTponka 6azosoro DN KOHOUrypauun
1. Bblbepme TeCTOBYHO nNocrieoBare/ibHOCTb ANA BbINOHEHUA! CTaTyc:Q
loToBO v

HacroATtenbHo peKkoMeHAyeTCA MpoBeCTH TecT-ApaiB KOHQHUIrypaynu Nepea ee npuMeHeHHeM B
Aswike. [MocnesoBarenbHOCTL BXOAa BbIMOMHAETCA aBTOMATMYeCcKH, HO PEeKOMEeHAYeTCA Takxe
BBINOHATL MOCIEA0BATENIbHOCTL 1OMCKa BPYYHYIO 0C/Ie YCMeLHON MocieA0BareflsHoCTH BXoa.
TNpoBepkTe NMpaBuIbHOCTL AaHHbIX M0b30BaTesa. Eciv gaHHble Nofb3oBaresis HeBepHbI, Bbl6epuTe
'[Mpepsars'. Ecnn AaHHbIE KOPPEKTHbI, BbibepuTe ‘T0T0BO'.

PucyHok 103 — 3aBeplueHne TecTupoBaHus KoHdurypaumm LDAP

Ha nocnegHem akpaHe "MacTepa HacTpouMKu LDAP" oTo6pakaeTcs
HacTpoeHHas KOHdUrypaums.

HaXmMuTe Ha KHOMKy 3aBepumMTb ANA 3aBepLUeHUss HaCTPOMKKU KOHbUrypauum
LDAP (pucyHok 104).
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HononHenua > Mactep HacTpoiiku LDAP

MacTep HacTpoiku LDAP

o ) ) (O) ¢

Boi6op LDAP u BBoa yyeTHEIX AaHHBIX 1 TecTupoBaHue 0O630p KoHPUrypayru
HacTponka 6azosoro DN KOHOUrypauun

HacTtpowra LDAP 3aBeplueHa!l

MozppaBnAem, Bbl YyCMelwHO NpoOWINU Bce 3Tanbl HacTpowku LDAP pgnsa
uHTerpayum c¢ Rosa Virtualization. Tenepb Baw cepBep LDAP nonHocTbio
rotoe K pabote, U Bbl MOMeTe MCMONb3OBaTh €ro AJIA ayTeHTUPUKALUU U
ynpaeneHUs nonb3oBaTenAMHM B Bawei cucTeme. Ecnu Bam notpebyetca
BHECTH U3MEeHEeHUA UJIK HACTPOUTb AOMNONHUTeNbHbIe NapamMeTpbl, Bbl Bcerga
MoOMeTe BepPHYTLCA K HacTporKam B ntoGoe Bpems.

Mo 3aBeplUeHUIO HACTPOWKM OyaeT aBTOMaTMUECKM MepesanyljeHa cnymba
ovirt-engine.

KPATKOE ONMMUCAHUE KOHPUTYPALIUU
Mwma npodpuna: RV

Bbinu cosfaHbl cneaytoumne dannsl:
/etc/ovirt-engine/aaa/RV.properties
/etc/ovirt-engine/extensions.d/RV.properties

/etc/ovirt-engine/extensions.d/RV-authn.properties

3aBepLnTb

PucyHok 104 — O630p KOHbUrypaumm HacTpomku nHterpaumm c LDAP cepBepom

3.9.3 Co3aaHue npopuna noakKnoueHus K cnybe katanoroe LDAP
cepsepa IPA ¢ noMoLblo KOMaHAHON CTPOKU

HacTporika nogkntoyeHusa ROSA Virtualization k cnyx6e kaTtanoros LDAP
cepBepa IPA ¢ nomouwpbo KOMaHAHOM CTPOKM OCYLLEeCTBASAETCA YTUIMTON oOvirt-
engine-extension-aaa-ldap-setup B koHconu CYCB.

MpnmeyaHune - Ecnn Bbl yxXe HacTpounu wuHTerpaumio ¢ LDAP cepsepom c
nomouibto Beb-uHTepdeiica n "MacTepa HacTpouku LDAP", TO AaHHYH CeKUMo Bbl
MOXXeTe NponyCcTUTb.

Ona nogkntoyeHusa K koHconu CYCB no SSH BbinonHuTe cnegyrowwyto KomaHay
C yKa3aHueM JOMEeHHOro nMeHu (Hanpumep, "ipa.rosa.lan") unu IP-agpeca BM CYCB,
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a Tak)Xe naposis y4eTHou 3anucu cynepnonbsoBartend root BM CYCB npu BbiBoAe Ha
SKpaH COOTBETCTBYHOLLEro 3anpoca:

S ssh root@ipa.rosa.lan
(root@ipa.rosa.lan) Password:

3.9.3.1 3anyck MHTEepaKTUBHOIo cueHapums HaCTPOMKM
nogkntovyeHnsa ROSA Virtualization k cny)x6e kaTtanoros LDAP

[nsa 3anycka WHTEPaKTUBHOMO CLeHapusi HacTpOMKW U cosfpaHus npooduns
NOAK/IOYEHNSs C  Uenblo  uaeHTUdukaumm u©  ayTeHTUPUKaALMM  OOMEHHbIX
nosb3oBaTesien BbiNosHUTe B KoHconu CYCB cnepytolyto komaHay:

# ovirt-engine-extension-aaa-ldap-setup

CueHapuih HaCTpPONKK NpepsioXuT BblbpaTb TN peanvsaunn cepepa LDAP u3
NpOHYMepoBaHHOro crnvcka. [1ns Bbibopa cepBepa IPA Beeante umdpy "6":

Available LDAP implementations:

1 - 389ds

2 - 389ds RFC-2307 Schema
- Active Directory
- IBM Security Directory Server
IBM Security Directory Server RFC-2307 Schema
- IPA
- Novell eDirectory RFC-2307 Schema
- OpenLDAP RFC-2307 Schema

9 - OpenLDAP Standard Schema
10 - Oracle Unified Directory RFC-2307 Schema
11 - RFC-2307 Schema (Generic)
12 - RHDS
13 - RHDS RFC-2307 Schema
14 - iPlanet
Please select: 6

oo N o o W
I

[lanee cueHapui HaCTPOMKW MNPEAsIOXUT UCNOSIb30BaTb paspelleHne UMEHU
DNS ans cepsepa IPA:

— Ecnn B cetn ucnonbsyetca cepsep DNS, Haxmute knasuwy Enter wam
BBeguTe "Yes".
— lpu oTcyTcTBUM B ceTn cepepa DNS Beeaute "No™:

Use DNS (Yes, No) [Yes]: No
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MpumeyvaHwune - lpu otcytcTBUM B ceTu cepBepa DNS gomeHHble umeHa un |P-
agpeca xoctoB, CYCB u cepBepa IPA gomkHbl 6biTb yKa3aHbl B danne /etc/hosts cepsepa
IPA, a Takxxe Ha xoctax ROSA Virtualization n CYCB. OTtpenakTtupyite dainn /etc/hosts Ha
KaXX[,0M U3 NepeyncrieHHbIX Bbille XOCTOB U CEPBEPOB, YKa3aB aKTyasibHble fJIOMEHHbIe UMeHa
n IP-agpeca.

N3 npoHymepoBaHHOro cnucka BblbepuTe MeTOA peanusauuum MNONUTUKU
cnyx6bl DNS. MNpu Bbi6ope BapunaHTa 1 (Single server) BeBegute IP-agpec cepBepa
IPA:

Available policy method:

1 - Single server

2 - DNS domain LDAP SRV record

3 - Round-robin between multiple hosts

4 - Failover between multiple hosts

Please select: 1

Please enter host address: 10.10.20.8

MpumMmeyaHne - YKasaHHbI B BbIBOAEe KOHconu Bblwe IP-agpec "10.10.20.8"

ABNSAETCA MPUMEPOM, HeobxoauMmo YykasaTb IP-agpec, cooTBeTcTBytOWMn cepepy IPA,
yCTaHOBfIeHHOMY B Bawiem LIO/.

[anee cueHapuil HaCTPOMKM NPEenJsIoXUT BblbpaTb MPOTOKO MOAKIHOYEHUS K
kaTtanory LDAP, a Takxe ykazaTb OT/IM4YUTENbHOE UMSA U Naposib Nosib3oBaTens nsis
BbIMOJIHEHNSI 3anpocoB noucka B kaTtanore LDAP. Beegute 3HayeHue "plain" gns
Bbl6bOpa NpoTOKOMa M creayrolme aTpubyTbl paHee CO34aHHOWM CNyXXeO6HOW 3anucu
nonb3oBaTens:

Please select protocol to use (startTLS, ldaps, plain)
[startTLS]:

plain

Enter search user DN (for example
uid=username, dc=example,dc=com or leave empty for anonymous):

uid=susvengine, cn=users,cn=compat,dc=rosa,dc=1an

Enter search user password:

MpumMeyaHune — lNpumep Bblle npegrnonaraet, 4To Ha cepsepe IPA, ynpaBnsaowmm
AOMeHOM rosa.lan, 6bina cospgaHa cnykebHasa ydyeTHas 3anucb susvengine c
OTNINYUTENBHBIM MMEHEM (dn) -

"uid=susvengine,cn=users,cn=compat,dc=rosa,dc=lan".

OTnuuuTenbHoe uMs (yHukanbHoe ums) dn — 3To UMS, YHUKaNbHbIM 06pa3om
npeHTMduumnpyrolee Kaxayro 3anucb katanora LDAP. lNpu BBOAE napamMeTpoB B
CLieHapuin YCTaHOBKW UCMOJSIb3yNTe OTAMUYUTENIBHOE UMSA CNY)XXEOHOWM YYETHOW 3anucy,
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co3faHHOM paHee Ha cepBepe |IPA ana BbINONHEHUA CUHXPOHM3auum ¢ ROSA
Virtualization.

Ons nNpoBepKN KOPPEKTHOCTU YKa3aHHOro OT/INYUTENBHONO WUMeHn dn
ncnosb3ynTe Ha cepBepe IPA B KOMaHAHOM CTPOKeE CreaytoLlyo KOMaHAay:
# ipa user-show engine --all --raw | grep dn:
dn: uid=susvengine, cn=users, cn=accounts,dc=rosa,dc=1an
[anee cueHapuin HACTPOMKW MPeasioXUT onpeaesieHHble 3HayeHust Mo
YMOYaHUIO 418 creayroLwmx napaMeTpos:

Please enter base DN (dc=rosa,dc=lan) [dc=rosa,dc=1lan]:
Are you going to use Single Sign-On for Virtual Machines
(Yes, No) [Yes]:

YT06bI NPUHATDL NPEASIOXEHHbIE 3HAYEHUSI NO YMOTYAHUIO, HAXXMUTE KNaBuLLy
Enter.

CueHapuin HaCcTpPOMKKU NPepsioXUT yKasaTb UMsS Ana npodunsa NoAKIOYEHUS.
BeeauTe HaumeHoBaHue npodunsa (Hanpumep, "RV"):

Please specify profile name that will be visible to users:
RV

MpumMmeyaHue - [JaHHbli npodunb 6yaeT ucnonb3oBaTbcs ANna Bxoga B [MopTan
aaAMuHucTpupoBaHus v MNMoptan BM ROSA Virtualization (pucyHok 105).

[na TecToBOW NPOBEPKM MOAK/OYEHUSA YKaXXUTE WUMS W Mapofib paHee
CO3[aHHOWM CNyXXe6HOW 3anucu nosb3oBaTtens (B NpUMepe Hue y4yeTHas 3anucb
nmeeT nms "susvengine"):

Please provide credentials to test login flow
Enter user name: susvengine
Enter user password:

CueHapuin HaCTpPOMKM MPUCTYNUT K CO3[aHUI0 Npoduns MNoAKIKYEHUS B
COOTBETCTBUM C 3ajaHHON KOHUrypaumen.

3.9.3.2 MNepesarpy3ka cnyX6bl ovirt-engine

Mocne 3aBeplueHMs Npoueaypbl co3aaHust Npoduna BbINOMHUTE nepe3arpysky
cnyx6bl ovirt-engine:

# systemctl restart ovirt-engine
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B pesynbTaTe co3gaHHbIN npodunb nogknwoveHns RV cTaHeT gocTyneH Ans
BblbOpa B OKHe aBTopu3auuu npu Bxoge Ha [loptan agmuHuctpupoBaHus CYCB
(pucyHok 105) unu Ha MopTtan BM.

3.9.4 Bxop B nopTan agMUHUCTpUpoBaHuUA 1 noptan BM ¢
ucnonb3oBaHUeM JsiorMHa u napons kopnopatueHoro LDAP cepBepa

OTkpoinTe B HOBOM OKHe ©Opaysepa ¢opMmy Bxoga Ha [lopTan
agMUHUCTpUpOBaHMA wnu [opTan BUpPTyalbHbIX MawWH W BblbepuTe [lopTan
aAMUHUCTPMpPOBaHMA (ANA  Y4YeTHOW 3anucu aAMUHUCTpaTopa) wnu [opTtan
BMPTYyabHbIX MaLLMWH (415 y4eTHOM 3anucum nonb3oBaTens).

B Bbinagarowem MeHwo "IIpodusnp" Bbibepute [OMEH aBTOpU3aLuM,
HACTPOEHHbIN NMpu KOoHUrypupoBaHun poctyna K cepsepy LDAP. B nonsax "HMimsa
nmonb3oBaTend” wu  "Ilaponp” ykaxute nOrMH U Napofib  y4YeTHOW 3anucu
nonb3oBaTesns, HacTPoeHHOM B KoprnopaTuBHoM LDAP-cepBepe (KoHTponnepe
AoMeHa). [lanee HaXMuTe Ha Konky Bxog B cuctemy (pucyHok 105). Mpu Hanuuum y
nonb3oBaTesna COOTBETCTBYHOLWMX NpaB 6yAeT OCyLLeCTBNEH BXOA B NopTar.

Bxoz B yUETHYHO 3aMunch

ROSA Virtualization ('

Mms nonb3osartens

admin . o "
ROSA Virtualization — 310 HagéxHas 1 6e3onacHas

nnatdopma Ansa BupTyanmsaumm OC Linux n Windows
Naponb

Mpodunb

internal

RV S
internal

Bxog B cuctemy

PucyHok 105 — Bbi6op npodunsa nogkntoyeHmsa RV B okHe aBTopu3aumy nNpu BXo4e Ha
noptan agMuHuctTpuposaHua CYCB
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3.9.4.1 NpepoctaBneHne npaB poctyna K pecypcam ROSA
Virtualization pns nonb3oBaTteneu cepeepa IPA

HasHauyeHne HeobxoA4MMbIX NMpae AocTtyna K pecypcam ROSA Virtualization ansa
HOBbIX CO3[aHHbIX Mosb3oBaTenen cepBepa |IPA ocyuwectBnserca Ha [lopTane
aaMuHuctpuposaHua CYCB.

ans Aoctyna K CMUCKY nosib3oBaTernen Bblbepute MYHKT
"ADMUHUCTpPUpPOBaHUE — Ilonb30BaTenn" B rnaBHOM MeHto CYCB (pucyHok 106).

. - - al =0 o °
ROSA Virtualization ney = &8 -4
MaHenb MOHUTOPUHTa AAMUHUCTPUPOBaHHE bix 04.03.2025, 17:20:11 GMT+3 MopTan MOHUTOpUHra
Mocraswki Tepbl 31 Xoctsl .2 loveHs! £11 BupTyanbHble A 4 CobLitns
Pecypcel o XpaHeHust AaHHbIX MaLUUHbI
BoTa
AKTUBHbIE CeaHCbl NoNb3oBaTeNns
o1 02 o] ®3 ol
Monb3osatenn
XpaHunuie CNMCOK N3BECTHbIX OWKGOK
Hactpouts
AAMUHUCTpUpOBaHUe MapameTpbi y4&THOM 3anuci Namate Xpanunuie
AOCTYNHO AOCTYNHO
6.8 n37,5GiB 0,2 n30,2TiB
CobbiTnsa
HHble: 0 %, BupTyanbHble pecypcbl — 3anpolueHHble: 0 %, BupTyanbHble pecypcbl — 3anpolueHHble: 1 %,
BblAgeneHHble: 27 % BblageneHHble: 10 %
JononHeHus
0,8 0,0

PucyHok 106 — Pasgen B rmaBHOM MeHI0 naHenu agMmHuctpuposaHua CYCB

Ha ctpaHuue "AODMHWHUCTPUpPOBaHUE — IloJib30BaTeu" oTob6pa)kaeTtcs
CMNCOK Nonb3oBaTesiel, aBTOPM30BaHHbIX ANs1 paboTbl ¢ CUCTEMONM BUpPTYyanMsaumnm
ROSA Virtualization (pucyHok 107).
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ROSA Virtualization (' RS =0 0. a

AAMUHUCTPUpOBaHUe > Mob3oBaTentt
MNaHenb MOHUTOPUHra

users:type = user x v Q Ao6asuTb

Pecypcbl
Mons3oBatens | Mpynna

Ums Damunua Wmsa nonssosatens MNocraBwmk asTopusayl MpocTpaHCTBO MMEH MouToBbiii agpec
) & admin admin internal-authz * admin@localhost
)\paHM/IHLL\E
& susvengine susvengine susvengine RV dc=rosa,dc=lan susvengine@rosa.lan

AAMUHUCTPMpPOBaHVe
CobbiTns

JononHeHus

PucyHok 107 — Cnucok nonb3oBaTenen, aBTOPU30BaHHbIX /s paboTbl ¢ Cuctemon
BupTyanusaunn ROSA Virtualization

[ns no6aBneHuns Nosb3oBaTesNs HAKMUTE Ha KHOMKY [lo6aBUTh.

BeeguTe B pOpMy NTIOrMH NoJIb30BaTENSA, MPUHAAIEXALLEero NpoCcTPaHCTBY UMEH
NpUcoeanHEeHHOro JOMeHa, U HaXKMuUTe Ha KHornKy Bnepepg (pucyHok 108).

= ROSA Virtualization (' RS =0 o s
AAMUHUCTPYpOBaHUe > Monb3osaTenyt

l users:type = user ‘ x l W @ Ypanuth || HasHauuTb Tern

BAo6aBuUThb Nonb3oBaTeneid 1 rpynnbl X
MNonbsosatens O pynna 1.2 [<[>] 3
Momck MPOCTPaHCTBO UMEH: B
RV (RV) v dc=rosa,dc=lan v Bnepéa P
Wms damunus Vims nonb3osatens [
AAMUHUCTPUpOBaHVe
OTMeHUTbL

PucyHok 108 — [Jo6aBneHne nonb3oBaTens U3 KopnopaTnBHoro katanora LDAP

_'POCA



185
PCIOK.10102-02 32 05

Bbibepute Heo6Xx0AMMOro Nnosib3oBaTeNsi U HaXXMUTe Ha KHomnKy [lo6aBUTb M
3aKpbITh (pucyHok 109).

A06aBnTL Nonb3oBaTeNedd 1 rpynnbl
@ Monesosatens () Mpynna

Mownck: MpocTpaHcTBO UMEH:

l RV (RV) v | ‘ dc=rosa,dc=lan v ‘ l a.ivanov

Pamunus Wwms nonbsosatens

Nma
AHEKCBHAP Eation SVanov _

PucyHok 109 - lNMouck nonb3oBaTens OMeHa no JornHy

MNMonb3oBaTenb 6yaeT [o06aBfeH K CMMCKY MONb3oBaTenen, aBTOPU30BaHHbIX
Ans pa6oTbl ¢ Cnuctemon ROSA Virtualization (pucyHok 110).

AAMRHECTRMpOSaHAE & |lonsaosarsasg
usersibyae = Ler | 3 | b= I = AoBaBUTE | YaanuTe | HazHauMTe Terd
Nonezoeatene  Mpynna
1-3 (3| §
iran ‘Daramnun Mmn nons3osaTens Mocramuas asTopyusay NpocTpascTeo MMER MNouTtoswid agpec
& ANERCAHAD KaaHoe LRI Ry de=rozado=lan a.earaeilrgsalan
. admin admin intzrnal aushr " sdmini2loesa o
& suseengine mseRrgIns sLsvengine RY dr=rezadezlan susvenE neBrasa.lan

PucyHok 110 - O6HOBNEHHDBIV CMMCOK NoJsib3oBaTenen Cuctemsl

[anee Heo6xoAMMO nNpeAoCTaBWUTb MOMb30BaTeNO MpaBa Ha AOCTyn K
KOHKPETHbIM pecypcam.
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Onsa npepocrtaBrieHMs MpaB AOCTyna Ha)XXMWUTe Ha JIOTMH nosb3oBaTens B
cnucke (pucyHok 110). OTkpoeTca dopma ¢ nHdopMaLmenn 0 AaHHOM MNoJsib3oBaTene
(pucyHok 111).

AgmeacTpupnaanre » Maneansarass - o I WVANOW = YaRnuTL || HasnaduTi Ten
Ofbge MNapaueTihl UBETHOR AN Mpapa gocmyna KraTa Ty Min=l KATANGTE WEESAORTEH MO O CORRITANE CabeITHaq
Nacreawms

e EETIT R

Formall: 3. ARV DS AN

PucyHok 111 - MHdopMaums o nonb3oBaTesie a.ivanov

MNepenauTte Ha Bknagky "IIpaBa mocTyrma'.

HaxxmuTe Ha KHonKy l06aBUTb CUCTEMHbIE MOSIHOMOYUSA (pUCyHOK 112).

AOMWHWUCTPrIpOBaHMe > TMonb3oBaTenu a.lvanov = Yaanute || HasHauute Teru

Obulee MapameTpbl y4€THOI 3anucu MpaBa gocryna Keota lpynnbl katanora YBeZoMNeHNs 0 cobbITMAX CobbITun

Jlo6aBUTb cUCTEMHbIE NOIHOMOUNS || Yaanutb

1-12 | <
Ponb 06BbeKkT
& UserTemplateBasedvm Blank (LLla6nox BM)
& UserTemplateBasedVm in a6/10H
& UserTemplateBasedV Tiny (La6. BM)
& UserTemplateBasedvm Small (LWa6bnox BM)
& UserTemplateBasedvm Medium (LLla6noH BM)
& UserTemplateBasedvVm Large (LLlabnoH BM)
&  VnicProfileUser ovirtmgmt (Mpounb VNIC)
& UserTemplateBasedvm XLarge (LUabnoH BM)
& CpuProfileOperator Default (CpuProfile)
& DiskProfileUser datastorage (Mpo¢wnnb Ancka)
& DiskProfileUser iso (Mpodunb gncka)
& MacPoolUser Default (MacPool)
& UserProfileEditor (Cucrema)

PucyHok 112 - lNpaBa gocTtyna nosib3oBaTens

Bbibepute Tpebyemble NMOSHOMOYUS, HAaNpUMEpP A OMNbITHOrO Monb3oBaTens
MOXHO  Bbl6paTb  "PowerUserRole" (nonb3oBaTenb € pacCLUMPEHHbIMU
nonHomounamu) (pucyHok 113).
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Ao06aBUTE CUCTEMHBIE NPaBa AocTyna
nosb3oBaTento

MpYCBOUTL ponib:

v |

m OTMeHUTL

PucyHok 113 — [lo6aBneHMe CUCTEMHbIX NOSTHOMOYNNA

MNpuceoeHne ponu "PowerUserRole" ocyuwectenserca Bo Bknagke "IIpaBa
moctymna" (pucyHok 114).
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[06aBUTL CUCTEMHBIE NpaBa AocTyna
nonb3oBaTento

MpucsouUTs ponb:

PowerUserRole

MacPoolUser

NetworkAdmin

PowerUserRole

ReadOnlyAdmin

SecurityAdmin

PucyHok 114 — [lo6aBneHne CUCTEMHbIX NpaB NOJIb30BaTeNto

MNMocne Bbli6Opa HEOGXOAMMBIX MPaB HaXXMuTe Ha KHonky OK gnsa pob6aBneHus
yKazaHHbIX NpaB 1 nosiHoMouuni (pucyHok 115).
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Ao06aBUTE CUCTEMHBIE NPaBa AocTyna
nosb3oBaTento

MpYCBOUTL ponib:

PowerUserRole ~ |

m OTMeHUTL

PucyHok 115 — [lo6aBneHue BbibpaHHbIX NpaB NO/b30BaTeNto

Bbi6paHHble NpaBa NosiBATCS B CMCKe NpaB nosib3oBaTtensi (pucyHoK 116).

AaMUHUCTPUpOBaHKe > MMonb3oBaTenu > a .IvanOV l Ypanute || HasHauute Tern |

O6Lee MapamMeTpbl y4€THOI 3anvcn Mpaga gocTyna Keota [pynnbl KaTanora YBeAoMNeHVs 0 CoBbITUAX CobbITna

A ITb CUC nsa yAanvrrb‘

Ponb 06bekT

& PowerUserRole (Cuctema)

& UserTemplateBasedvm Blank (LWa6noH BM)

& UserTemplateBasedvm Tiny (La6noH BM)

& UserTemplateBasedvm Small (LLla6noH BM)

& UserTemplateBasedVm Medium (La6noH BM)
UserTemplateBasedVm Large (La6noH BM)

I d 6,

& VnicProfileUser ovirtmgmt (Mpodunb VNIC)
serTemplateBasedVm arge (LLla6noH
UserTemplateBasedV XLarge (LLa6noH BM)

& CpuProfileOperator Default (CpuProfile)

& DiskProfileUser datastorage (Mpo¢unk ancka)
iskProfileUser iso (Mpodunk aAncka

& DiskProfileU iso (N )
acPoolUser efault (MacPool
MacPoolU: Default (MacPool)
serProfileEditor ncrema,

&  UserProfileEdit (G )

PucyHok 116 — OGHOB/EHHbIN CMIMCOK MpaB NoJjib3oBaTens
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Bongute Cc nomMowpbito akkayHTa Monb3oBaTesis, KOTOPOMY Oblin  Bbllle
Aob6aBneHbl NpaBa, B [MopTtan BM.

Bxop 6yneT YycnewHo OCyLecTBfieH, M MNonb3oBaTeslb YBUAUT WHTepdeiic
MopTana BM gns 3anycka v cosganusi BM (pucyHok 117).

ROSA Virtualization L1 A & aivanov ¥

A" > BupTyanbHble MalmHb!

YWuva v  dunsTpauma no umeHu Q hva v 1= Pesyneratos: O CosfiaTb BUPTYanbHYHO MaLLUHy ‘E =:]

PucyHok 117 — UHTepdeiic MNopTana BM, AoCcTynHbIW NoNb30BaTeNtO C NpaBamMu
"PowerUser"

HaxmuTe Ha kHonky Co3faTb BUpPTYyasbHYyl0 MawuHy (pucyHok 117).

OTKpoeTca UHTepdeinc ans cosaaHus BM (gocTynHo nonb3oBaTesnto C posibio
"PowerUser") (pucyHok 118).
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Cosaatb BUPTYasnbHYO MaLLUHY

0 BasoBble napameTpbl Uma

2 Cemn Onucanne

3 Xpanunuwe

4 TMpocmoTp Knactep Default (Default)

HUCTOUHMK NoAroToBKH LWaénoH

LWa6noH Blank

OnepaunoHHaA cUCTeMA  (iher OS
MamaTe (MiB)

Bcero BupTyanbHbix LM -

OHTMMMJMPOBQHO ana CepBep

[J 3anyctutb BM nocne cosaanua

[ Brtounts Cloud-init/Sysprep

OtmeHa

PucyHok 118 — UHTepdelic cospganna BM gna nonb3oBatens ¢ ponbto "PowerUser”

MNpn HEO6XOAMMOCTU MOBTOPUTE OMepauunto No fo6aBAEHUIO NOb30BaTeNeN U
HaZleNneHUto ux npaBamMu [nsa Apyrux nosib3oBaTtenien, 3aperucTpuMpoBaHHbIX Ha
KoprnopatuBHoM LDAP cepBepe.
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NEPEYEHb COKPALLEHUA

OnpepeneHue
BupTyanbHasa mawmHa
BupTyanbHbI LEHTP 06pabOTKN AaHHbIX
"ocypapcTBeHHbIN cCTaHaapT
MeXXayHapOoAHbI CO3 3N1eKTPOCBSA3N
OnepaTuBHOE 3anoMuHaloLee yCTPOUCTBO
OnepauyunoHHas cuctema
MporpaMMHoe obecredyeHne
Cuctema ynpaBneHus 6azaMun JaHHbIX
CucTema yripaBneHusa cpefon BUpTyanusauum
depepanbHas cnyxx6a no TEXHUYECKOMY Y 9KCNOPTHOMY KOHTPOJIHO
LleHTp 06paboTKu AaHHbIX
LleHTpanbHbIM npoLeccop
LleHTp ynpaBnenus

CucTema ynpaBneHUss KOH@UrypauusiMu; WUCMonb3yetca Ans
aBTOMaTU3aUUN HACTPOMKU U pasBEPTbIBAHWUS MNPOrPaMMHOM0
obecneyeHus

Application Programming Interface — nporpamMmHbIit HTepderc
Basic input / output system — 6a3oBas cuctema Beoga / BbiBoAa

Certification authority — ueHTp cepTudmkaumm (yaoctToBepsaroLLmit
LeHTP)

MNporpammMmHo-onpegenseMan nnatdopma XpaHeHWs  AaHHblIX,
KoTopass npepocTaBnsieT O06bekTHOe XpaHunuuwie, 6104HOe
XpaHunuwie wn ¢annosoe XxpaHunuvule, MOCTPOEHHOE Ha 06Luen
pacnpeaeneHHomn KnacTepHOM OCHOBE.

Central processing unit — LeHTpanbHbI/ NpoLeccop

Dynamic host configuration protocol — npoTokon AnHamMu4yeckomn
HaCTPOMKM y3na

Distinguished Name - UMS,  YHUKaJbHbIM ob6pasom

naeHTUduUUMpyroLee Kaxayto 3anncb katanora LDAP
Domain name system — cuctema JOMEHHbIX UMeH
Digital versatile disc — undpoBon MHoroueneBsom guckK

XypHanupyemas dannosas cuctema
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CokpaluyeHue
Ext4
FAT
FC
FCoE

FQDN
GlusterFS

GPT

GRUB

HDD
HTTP

HTTPS

iSCSI

ISO

ITU-T
JBOD
KSM

KVM
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OnpepeneHune
XypHanupyemas ¢annopas cuctema
File allocation table — Tabnuua pasmelleHus dannos
MNMpotokon Fibre Channel

Fibre channel over Ethernet — npotokon Fibre Channel, pa6oTtatowni
nosepx Ethernet

Fully qualified domain name — nonHoe AOMeHHOe UMs

PacnpefenéHHasa, napannenbHas, JUHEMHO MacliTabupyemas
dainoBas cucTeMa ¢ BO3MOXHOCTbIO 3alLUTbl OT C60€eB

GUID partition table — ¢opmaTt pasmelueHms Tabnuy pasaenoB Ha
ancke

Grand unified bootloader - yHUdUUMpPOBaHHbLIN
ornepaumoHHOM CUCTEMBI

3arpysumnk

Hard Disk Drive — »&cTkuit auck

Hypertext Transfer Protocol — npoTokon ypoBHS NpuioXeHun ans
pacrnpefenéHHbliX, rmnepmMeaniHbiX UHPOPMaLIMOHHbIX CUCTEM

Hyper Text Transfer Protocol Secure - paclumpeHve npoTokona
HTTP nana nopaep>Xku wWndpoBaHUS B LENAX MOBbIWEHMUS
6e30MacHoOCTH

Identification Data — ngeHTudukaTop

Integrated Drive  Electronics -
HaKonuTenen K KOMNbLTePY

MHTepdeilc  NOAKNHOYEHUS

Internet protocol — NPOTOKOJT MEXXCETEBOIr0 B3aMMOAENCTBUSA

Identity, policy and audit - cucrema wuaeHTUbMKaumm n
ayTeHTUdMKaUMM Monb3oBaTenen, 3afgaHus MNOAUTUK [OCTyna W
ayauTa

Internet small computer system interface — Bepcusi npotokona SCSI,
6a3upytowasncs Ha TCP/IP

International Organization for Standardization — MexpayHapoaHas
OopraHusauus, 3aHMMatoLasacs BblMyCKOM CTaHAapTOB

CekTop cTaHAapTu3auum anekTpocessn MC3
Just a bunch of disks — MmaccuB auckoB

Kernel Shared Memory - o6beavHeHue OAMHAKOBbIX CTpaHuL
namatn agpom OC

Kernel-based Virtual Machine — BupTyanbHas MallnHa Ha OCHOBE
aapa OC Linux
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CokpaluyeHue
LDAP

LUKS

LUN
LVM
MAC

MBR
NFS

NIC
NTP
NVDIMM

OpenSSL
OVN

OVN Northbound

(NB) database

QCOwW2
QEMU

QXL

RAID

REST

SAN

SCSI
SELinux
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OnpepeneHune

Lightweight directory access protocol — npoTokon pgocrtyna K
KaTanoram

Linux unified key setup — cneundukauunsa popmarta wnppoBaHma
ANCKOB

Logical Unit Number — Homep normyeckoro yctponctaea
Logical volume management — MeHea)Xep OrM4eckmx TOMOB

Media Access Control — yHuKanbHbI naAeHTUGMKaATOpP CETEBOIO
o6opyaoBaHus

Master boot record — rnaBHas 3arpysodHasn 3anuncb

Network file sharing — npoTokon ceteBoro goctyna K paninoBbim
cucteMam

Network Interface Controller — ceTeBon agantep
Network time protocol — npoTokon ceTeBoro BpeMeHu

Non-volatile dual inline memory module - 3HeproHesaBUCUMbIN
OBOMHOWN BCTPOEHHbIA MOAYNb NaMATH

KpI/II'ITOFpad)I/I‘-IeCKaFI 6mbnnoTeka c OTKPbITbIM UCXOOHbIM KOAOM

Open Virtual Network - cuctema nogaepXku abCcTpakuum
BMPTyasibHOM CETU

LleHTpanbHbIA KOMIMOHEHT B apXUTeKType OTKPbITOM BUPTYyasibHON
cetn (OVN), BbIicTynawowWwmMin B KadyecTBe UHTepdeiica Mexay
cucTemMon ynpaBneHus o6nakom (CMS) n normyeckoit cetbto OVN

QEMU Copy on Write — ¢popmaT o6pa3a Toma nporpammbl QEMU

Quick Emulator — amynsTop annapaTHOro o6ecneyeHnst pasiMyHbIX
nnathopm

napaBupTyannsnpoBaHHoOe rpadmyeckoe YCTPOWNCTBO ans
QEMU/KVM, ontumMusnposaHHoOe ffisa yaanéHHOro [ocTyna 4vepes
npotokon SPICE

Redundant array of independent disks - w36bITOYHbIA MaccuB
He3aBUCUMbIX AUCKOB

Representational State Transfer — apxuTeKTypHbIlA CTU/Ib
B3aMMOeNCTBUSI KOMMOHEHTOB pacnpeaenéHHOro NpuioXeHus B
cetu

Storage area network — ceTb XpaHeHUs AaHHbIX
Small Computer System Interface — cuctemMHbIn nHTepdenc

Security Enhanced Linux — cuctema KoHTpons focrtyna,
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CokpaluyeHue

SPICE

SPM
SSH
SSL

TCP

TLS

ubP
UEFI

USB
VFAT

VLAN

VNC

VNIC

X.509

XFS

YAML
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OnpepeneHune
peanusoBaHHas Ha ypoBHe agpa OC

Simple Protocol for Independent Computing Environments —
NMPOTOKOJ yAanéHHoro goctyna (NpocToi NpoToKon ans
He3aBUCUMbIX BbIYUCUTENbHbIX Cpes)

Storage Pool Manager — aucnetyep nyna xpaHuauiia
Secure shell — 3awuweHHas o6onoyka
Secure Sockets Layer — ypoBeHb 3aLULLEHHBIX COKETOB

Transmission Control Protocol — npoTokon ynpaBneHus nepegaven
OaHHbIX

Transport Layer Security — npoTokon 6e30MacHOCTY TPaHCMOPTHOIO
YPOBHS

User Datagram Protocol — ceTeBoM NpoTOKON Nepegayn gaHHbIX

Unified extensible firmware interface - yHudMUMPOBaHHbIN
pacLuMpsieMblit MHTepdeic 6a30BOro NPOrpaMMHOro obecnedyeHus

Universal serial bus — yHuBepcanbHas nocnegoBartefnbHas LWMHA

Virtual file allocation table — BupTyanbHas Tabnuua pasmeLleHus
dannos

Virtual local area network — BupTyanbHas  nokanbHas
BblYMCNTENbHANA CETb

Virtual Network Computing — cuctema (npoTokosn) yaanéHHoro
JOCTyrna B BUPTYasibHbIX CETAX

Virtual Network Interface Controller — BupTyanbHbIi ceTeBON
aganTtep

ctaHpgapt ITU-T pna wuHbpacTpyKTypbl OTKPbITOrO K/kYa W
NHbPACTPYKTYpbl yNpaBneHus NnpuBuieruaMm

BbicokonpounasoantenoHasa 64-6uTHas XXypHanupyemas dannosas
cuctema

Yet Another Markup Language — AA3blk pa3sMeTKu
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