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AHHOTALMUA

[aHHbI OKYMEHT sIBNSIeTCA PyKOBOACTBOM aJiMMHUCTPATOpa ornepaLyoHHOW
cuctembl POCA "XPOM" Bepcum 12 PCIOK.10501-01 (manee - OC, Cucrtema) B
BapuaHTax "pabouyasi ctaHums" (nanee — OC pabouew cTaHuun) u "cepsep” (aanee -
cepsepHas OC).

OC 3apeructpupoBaHa B peectpe poccumckoro N0 ot 05.09.2016 N21607.

MpepnonaraeTcs, YTO yMTaTeNb ABASIETCS CUCTEMHbIM agMuHucTpatopom OC
Linux ¢ onbiToM paboTbl B MHTepdeince KOMaHAHOM CTPOKU. TakXe peKkoMeHAayeTcs
03HaKOMWUTbCA C nNpuHUMNamu paboTbl Cuctembl B rpadumyeckoM uHTepdence
nonb3oBaTesis, KoTopble onucaHbl B AokymeHTe "OC POCA "XPOM". PykoBoacTtBO
nonbsosartens. PCIOK.10501-01 34 01"

B HacTosilLeM pykoBoACTBe npusefieH coctaB OC, MHCTPYKLMM MO HECKOIbKUM
TMNaM ycTaHoBkM OC (floKanbHas, YCTaHOBKA C WCMOJIb30BAHWEM CpeJACTB
MaCKUpPOBaHUS nHbopmaLmuy, ycTaHOBKa B BMPTYaslbHYHO MaLlWHY,
aBTOMaTM3MpPOBaHHasA yCTaHOBKa), o6Lme cBeaeHus o pabote B OC, ee HacTpoike U
opraHusauuu paboTbl Noib3oBaTesiei B HeW.

[Mepen ycTaHOBKOW, HacTpouMkouM U akcnnyaTtauuen OC pekomMeHpyeTcA
BHUMAaTESIbHO 03HAaKOMUTbLCA C HACTOSALWMM PYKOBOACTBOM.

Ons pa3pa60TKM OJOKYMeHTa WCMNoJib30BaHbl CCblUJIKM Ha creagyrouimne
CTaHOapTbl:

- TOCT P 2.105-2019 "EgmMHas cuctemMa KOHCTPYKTOPCKOM AOKYMeHTauuu
(ECKJ). O6wme TpeboBaHUS K TEKCTOBbIM AOKYMeHTaM";

- TOCT 2.601 "EgmHas cucTtema nporpaMMHON  AOKyMeHTauuu. Buabl
NPOrpaMMHbIX JOKYMEHTOB";

- TOCT 19.101-77 "EaunHan cuctema nporpamMMHom AOKYMeHTauuu.
Buabl nporpaMmm 1 nporpaMMHbIX 4OKYMEHTOB";

- TOCT 19.105-78 "EAmMHas cuctemMa nporpaMMHon pokymeHTauuu. O6uiue
TpeboBaHMs K NPOrpaMMHbIM OKYMeHTaM";

- TOCT 19.503-79 "EamHas  cucTema nporpaMMHON  AOKYMEHTauuun.
PyKoBOACTBO CUCTEMHOIO nNporpaMmucTa’.

HacTtoAwmn [OKYMEHT MOAroToBJ/IEH B COOTBETCTBUMM C TEXHOJIOMMYECKOWm
nHctpykunen "POCA. PernameHT ¢GOpMMPOBAHUA AOKYMEHTAUUM K MPOrpaMMHbIM
npoayktam" (MHaekc PCIOK.11001-02 90 02).
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1 OBLUME CBEJEHUA

1.1 O6Lw,ee onucaHue

OC POCA '"XPOM" npepgHasHayeHa [Ans OCHalWleHUs paboymx MecT
nofib3oBaTesiel B KOpPNOpaTUBHOW W TrOCYyAapCTBEHHOW cpefe, nNpefocTaBnss
NoNb30BaTesIIM COBPEMEHHbIN N UHTYUTUBHO NOHATHbLIN NHTepdenC.

Ona OC pocTtynHbl 06pasbl C OKpy>XeHneM paboyero ctona "KDE Plasma 5".

Bepcun OC npeacrtaBneHbl B MCMOMHEHUAX "paboyan ctaHumsa" u "cepsep’,
KOTOpble NMO3BONAT UCMosb3oBaTb CucteMy B KayectBe 6a30BoM naat@opmbl no
BbIMOJIHEHWUIO PYTUHHbIX 3a4a4 Pa3HON CTEMNEeHU CIOXKHOCTW.

1.2 OCHOBHbIE XapaKTepPUCTUKU

1.2.1 AnnapaTHasi nogaep)xka
O6pas npoaykTa cobpaH Ha HoBoM LTS-agpe Linux 6.12. Aapa BeTok 6.6,6.1,5.10
N 5.15 AOCTYMNHbI B PENO3nTOpPUSX.

Mopaepxxka MHoxectBa Wi-Fi-kapT ocyuwiecTBnsieTtcs C NOMOLLbIO MoAysien
aapa, a Takke bluetooth-moaynen — B 60NbLUMHCTBE C/y4YaeB "3 KOPOOKN".

O6ecneyeHa nogaepyxka Hoeenwmnx suaeokapt NVIDIA: peno3utopum coaepxaTt
Apaveepbl Nvidia 340, 390, 470, 510, 515, 520, 525, 550, 580 B Buge moaynen sgpa c
aBTOYCTAHOBKOM NocpeacTBOM GUPMEHHON KOHCONbHON yTUNUTbI kroko -cli .

Cuctema coaep>XUT 06HOB/EHHbIE BUBINOTEKN TPEXMEPHON rpadukn MESA.

1.2.2 MNMporpamMmMHas nnatpopma
MporpamMmHas nnatdopma 2021.1 nocTpoeHa Ha He3aBUCMMOW OT APYrux
ANCTPUOYTUBOB NakeTHOM H6ase.

Mnatdpopma peanvsoBaHa Ha OCHOBe COOCTBEHHOW cpeaa cbopkum abf.io, B
KOTOpPOM MONb30BaTeNM MOryT camMu cobupaTb Hy)KHble MM MakeTbl U co3jaBaTb
CO6CTBEHHbIE PEMO3UTOPUMN.

B nnatdpopme ncnonb3ytoTcss CUCTEMHblE NPOrpaMMHble NpPoayKThl: glibc 2.33,
gcc 11.2, Java Bepcun 1.8, 11, 17.

1.2.3 NMporpaMmMHoe obecneyeHune

B kavecTtBe npuknagHoro MO B coctaBe OC ncnosb3yroTcA:

_'POCA
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- CBeXMWe MaKkeTbl nporpamMM, B OONbLUIMHCTBE CBOEM COOTBETCTBYHOLLMNE
cTabunbHon BeTke Upstream;

- paboyas o6ono4ka Ha ocHoBe KDE Plasma 5.27 ¢ co6CcTBEHHbIM BapMaHTOM
ohopMIIeHMsa 1 NOAAEPXKON TEMHOW TeMbI, B TOM Yucsie Job6aBsieH HOBbI anropuTm
NO3MLIMOHNPOBAHMSA NKOHOK Ha paboyeM cTone u3 Bepcum Plasma 6.3;

- GUPMEHHbIN uMHAMKATOpP O6HOBNEHWA CUCTeMbl, aBTOMEpPeK/toYeHne Ha
pesepBHble "3epkana” npyM HefOCTYMHOCTU OCHOBHbIX;

- B CucTtemy gob6aBneHbl poccuiickne KopHeBble cepTudukatol TLN.

B coctaB OC BKJItOYEHDbI Crieytolme KaTteropum AOMNOJSIHUTESIbHbIX CUCTEMHbIX
NPUIOXKEHUN:

- apxuBaTopbl U YTUINTbI CXaTus;
CpefcTBa ynpaB/ieHua naketamu n o6HoBneHnsmn (DNF/RPM);
NPUNOXKEHUS MOHUTOPUHTA, XXYPHANIMPOBaHUS U AUArHOCTUKY;
NpunoXeHus ana pabotbl ¢ dannamu n GannoBbiMM CUCTEMaAMK;
CpeACTBa HACTPOWMKM CUCTEMbl M  YYETHbIX 3anucer (nokanusauus,
parta/Bpems, cnyxoébl systemd);
- HacTporka napaMeTpoB 3arpysku u BoccTaHoBneHnuss (GRUB2, ueneBbie
cocTosiHuA systemd);
HacTpoiika o6opyaoBaHus (rpaduka, 3ByK, neyatb, Bluetooth u ap.);
yTunuTbl HacTpoiku cetn (NetworkManager);
MexxceTeBon akpaH u NAT Ha 6a3se nftables;
CpefcTBa yAanéHHoro Aoctyna u agMuHucTpmuposanus (OpenSSH, Xrdp);
MHCTPYMEHTbI Pe3epBHOI0 KOMMPOBAHUA N NepeHoca AaHHbIX;
cpeactBa  paboTbl € obpa3aMM M YCTAHOBOYHbIMW  HOCUTENAMU
(cospaHune/3anuce ISO).

1.2.4 CeTu 1 pa3BepTbiBaHue

B Cucteme peanusoBaHbl cliefytlolime MexaHu3Mbl CEeTeBOW KOHMUrypaumm u
aBTOMATM3UPOBAHHOIO pa3BepPTbIBAHMS:

- aBToOMaTM3MpoBaHHas ycTaHoBKa No cueHapusam kickstart: 3agaHue pasmeTku
LMCKOB, Habopa NakeToB, CEeTEBbIX MAapaMeTpoOB, pre-/post-CKpUNToB; NoAAEP)KMBAETCS
CaMOCTOATENIbHOE 3ajlaHNe YYETHbIX aHHbIX MPU NepBoM BXxofe B Cuctemy;,

- ycTtaHoBKa Mo cetu ¢ ucnosb3oBaHunemMm PXE/iPXE, 3arpyska no HTTP/HTTPS
(ekntovasi UEFI), nogkntoyeHne ycTaHOBOYHbIX peno3utopues no HTTPS ¢ npoBepKo
KpunTorpadpuyecknx noagnucen nakeTos;

- ynpaB/ieHue ceTeBbIMM NOoAKIOYeHNs MK Ha 6a3e NetworkManager (yTUnuTbl
nmcli/nmtui): npoBoaHble M 6ecnpoBoOAHble CeTW, CTaTUdYeckas M AUHaMUYeckas
(DHCPv4/DHCPV6) koHdurypaumsi, DNS u maplpytusaumsi, nogaepxka IPv4/IPv6
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(dual-stack), VLAN, mocTtupoBaHue (bridge), arpernposaHue (bonding), 802.1X, VPN
(Hanpumep, OpenVPN, IPsec, WireGuard), HacTpoiika npokcy;

- CUHXpOHM3auus BpemeHu no NTP (chrony) ¢ noamepXkon HacTPOWKu
MCTOYHUKOB BPEMEHMU M KOPPEKTHOW paboTbl B JIOMEHHOM Cpeae;

- MeXCeTeBOMN 3KpaH Ha 6ase nftables gna dwunbTpaumm Tpaduka n NAT Ha
YpOBHe y3na;, WHTerpauus ¢ systemd (ynpaBneHue cepBucamu npaBuJ,
XXypHaNMpoBaHMeE U KOHTPOJIb COCTOSHUSA);

- npucoeguMHeHne K [OMEHHbIM WH@pacTpykTypam: IPA u Samba/Active
Directory (4epe3 realmd/SSSD, Kerberos/LDAP), ueHTpanuaoBaHHasa ayTeHTUdUKaums,
NPUMeEHeHne MNONUTUK AOCTyna, aBTOMAaTUYeCKOe Co3jaHue [OMalUHMX KaTasioroB
nonb3oBaresnen;

- UCNOSb30BaHWEe penosnTopueB MNporpaMMHoro oébecnevyeHms no HTTPS,
BO3MOXHOCTb OpraHusauuu JIOKallbHbIX 3epKan W K3WWUPYIOLWNUX MNPOKCU AJiAa
MacCOBbIX pasBepTbiBaHWW; ynpasfieHne yctaHoBKaMun u obHoBneHusamu yepes DNF
Npy HU3KOYPOBHEBOM Yy4éTe nakeToB B RPM,;

- cpeacTBa MOCTYCTaHOBOYHOM KOHOUrypauum ANns TUpaKMpoBaHUSA HaACTpoeK
(ckpunTbl 0605104KK, npodunm systemd, nNpu HEO6XOAMMOCTM — WHCTPYMEHTDI
opKecTpauuun, Takue Kak Ansible).

1.2.5 3awuTta uHdpopmauum

B yacTtu 3awmTbl nHPopmauyum B OC noaaep>xmBaeTcs:

- 3anyTbiBatollee koguposaHue no NOCT B 6pay3epax un OpenSSL;

- TeXHON0rus noanucen ncnonHsaemblix gpannos IMA,;

- YyCTaHOBKa W 3arpyska C WudpoBaHHbIX pa3fenoB 6e3 BBOAA Maposis npu
3arpyske (TexHosorusa tpm 2).

1.2.6 CocTaB guctpubyTtuBa

B cocTaB 06pa3a cepBepa BXoadaT crneayrouimne KOMMOHEeHTbI:

- rpadmyeckmnin, KOHCOJIbHbIA N aBTOMaTU3NPOBaHHbIN YCTAHOBLLMKY;

- aapo Linux 6.12;

- CUCTEMHbIN MeHeaKep systemd;

- cepep SSH openssh-server;

- cny>x6a CMHXpoHM3auusa BpeMeHu chrony;

- cny>x6a aBTOMaTn4ecKon unu py4yHom Hactpoiku cetn NetworkManager;

B cocTtaB o6pasa paboyen CTaHUMM TaK Xe BXOAUT rpaduyeckas o60s104Ka Ha
ocHoBe KDE Plasma5 n KoMnaekT npukiaaHbiX NporpamMmm.
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1.2.7 [locTynHble B Pen0O3MTOPUU KOMIMOHEHTbI

[pyrme KOMMOHEHTbl MOXHO YCTaHOBUTb W3 O06WWUPHOro oduunanbHOro
penosutopua POCA, Hanpumep:

- cny>x6a katanoros FreelPA (nakeT ipa -server );
cny>x6a kaTtanoros Samba AD ;
DNS-cepBep bind ;
6a3a gaHHbIx MariaDB (MySQL) (nakeT mariadb );

- 6asa faHHbix PostgreSQL (nmaket postgresql , nubéo postgresqgl 14, nu60
postgresql 15);

- Be6- 1 npokcu-cepsep apache (¢ noaaep)koi naketa apache -base);

- BE6- M MPOKCK-CepBep NGinxX MU pasfiMyHble MOAYAN ANns Hero (makeTbl nginx -
module -*);

- cucTtema MoHuUTOopMHra Zabbix (naket zabbix 5.0), Nagios, Monitorix, Monit
T.4.;

- BupTyanuaauumsa (gemu+libvirt);

- poccuiickoe OTBETBJIEHME NGiNX — angie M Te e caMble MOAYN, YTO U ANs
nginx:

- angie-module-perl;

- angie-module-rtmp;

- angie-module-upload;

- angie-module-http_auth_pam;
- angie-module-ndk;

- angie-module-array-var;

- angie-module-aws-auth;

- angie-module-brotli;

- angie-module-spnego-auth;

- W MHOIrme gpyrue.

Penosutopuin OC "cepBep" aBnsieTca o6wmum ¢ penosumtopuem OC "pabouyas
cTaHumsa".

Tak)xe MOXXHO YCTaHOBUTb passiMyHble rpadmyeckme o6onoydkmn gns OC, ogHako
pPeKOMeHAyeTCs MCnonb3oBaTb CucTeMy C uMmetollenca B obpase obonoykon KDE
Plasmab. B ocTanbHbIx ciyyasix pa3paboTymK He MOXEeT rapaHTUPOBaTb KOPPEKTHOCTb
paboTbl OC. BO3MOXHble BapuaHTbl C rpa@uyeckumMn cpefamMv MpuBeAEeHbl HUXe
(Tabnuua 1).

_'POCA
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Tabnuua 1 — 'padmyeckne 060/104KM

Fpadpmueckas o6onouka MakeT gnsA yCTaHOBKMU

task-xfce gna XFCE c HacTporikamu OC nnm task-xfce-minimal

XFCE
ans XFCE 6e3 gon. HacTpoek

KDE Plasma5 task-plasmab unu task-iso-plasma5s
task-iso-gnome pna yctaHoBku GNOME c HacTpolikamuy,
pononHeHusasmn u gpyrum M0, kak B o6bpaze ¢ GNOME;

GNOME ANs ycTaHoBKKM "BaHMibHoro" GNOME: gdm gnome-session-
x11-session gnome-session-wayland-session gnome-classic-
session

LXQt task-iso-Ixqt

MATE task-mate

Lumina task-lumina

icewm icewm unu task-iso-icewm

JlonosiHUTENIbHO HEO6XOAMMO YCTaHOBUTL MaKkeT task -x11.
MpumMmeyaHue — MNpoBepUTDH LLEENOCTHOCTb 0BPA30B MOXHO KOMaHAOIA:
checkisomd X GAIl’ > DZ’' H

Takxe MOXHO MPOBEPWUTb LIeSIOCTHOCTb 06pas30B, Bbi6paB MpW HauvasbHOW 3arpyske
Cuctembl ¢ MHCTANNALUMOHHOIO HOCUTENA PEeXuM '"r muv e my m CJ 1 VAR tMBHIOr B
3arpy3umMka "N maEa 5 A .81 m

1.3 Npuemka OC

[nsa npueMKu nsaenns Heob6xoamMMmo:
a) NpoBepUTb KOMMEKTHOCTb U3AENUS; B KOMMJEKT AO/HKHbI BXOAUTD:

- onTuyeckne auckm ¢ OC M KOMMNEKTOM [OKYMEHTaLuW COrnaacHo
BblGpaHHOMY BapuaHTy NOCTaBKW;

- JINUEH3NOHHOE CorlJlalleHune.

6) NPOBEPUTb KOHTPOJIbHbIE CYMMbIl YCTaHOBOYHbIX AUCTPUOYTMBOB C CUCTEMOW
B cooTBeTcTBUM ¢ KC, ykazaHHOM B ¢anne shal, KOTOpbIA NOCTaBnseTCcs BMeCTe C
obpasom OC.

B) NpYeMKa U3Jenus cYMTaeTcsl YCreLwHOMN, eCnn Bce yKasaHHble TpeboBaHus
BbINOJIHEHDI.
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1.4 Tpe6oBaHUA K TEXHUYECKUM CpeACTBaM

[ns KOPpPeKTHOM YyCTaHOBKM U PyHKLUMOHMpoBaHusa OC Heobxoamma crneaytollas
MUHUMasbHas KoHbUrypaumsa obopygosanus (MK):

- npoueccop ¢ apxutektypon x86_64 nnu AArch64, barnkan;

- onepaTuBHasi namsTb — 2 '6 (4 ['6 — npu 3arpy3ke OC no ceTu);

- AMCKOBOE NPOCTPaHCTBO — 25 6;

- VGA-aganTtep 1 MOHUTOP C NoAJepXXKoi paspelueHns 1024x768 nukc. (24 6uT);
- YCTPOMCTBO YTEHUA ONTUYECKUX ANCKOB MM BO3MOXHOCTb 3arpy3ku ¢ USB;

- KnaBuaTtypa;

- KOMMbIOTEPHas Mblilb.

1.5 CoctaB OC

OC BkNtoYvaeT B cebs cneayrouine OCHOBHblI€ KOMIMOHEHTbI!

- AP0 U CUCTEMHbIE BUBNNOTEKM;
- CUCTEMHbIe CepBUCHI M NPOrpaMMmbl;
- NONb30BaTeNIbCKME NPOrpaMmbil.

AQpO W CUCTEMHble OMONMOTEKM obecrneymBatloT B3aumogenctene OC ¢
annapaTHOM YacTbio U BblAeNIeHne pecypcoB AJis BCeX APYrMX KOMMOHEHTOB.

CucteMHble cCepBUCbl W MporpamMmbl AalOT BO3MOXHOCTb HACTPOWKM W
pekoHburypaumm OC B 3aBMCMMOCTM OT 3ajay MNob3oBaTenss M 06CNy)XMBaHWe
NOBCEIHEBHOM PaboThI.

lMonb3oBaTtenbckue nporpaMMmbl npeagHasHa4deHbl AOJid peleHnAa 3aaad
KOHEeYHOro nojibsoBartesif.

_'POCA
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2 YCTAHOBKA CUCTEMbI

2.1 be3onacHas yctaHoBKa u aKkcnnyaTtauus OC

2.1.1 YcnoBus 6e30onacHoi aKcnyaTauum

Ona 6esonacHon oakcnnyaTauun OC pgo/mKHa OblTb  YCTAHOBfIEHA Ha
COBMECTMMYIO anmnapaTHYH 4YacTb, yA0BNETBOPSAIOLLYIO TpeboBaHMAM N.1.4.

OpraHu3aUMOHHbIMMK N TEXHUYECKUMU cpeacTBaMu (C MOMOLLbHO MAOM6 UK
3aMKOB) A0JKHA OblTb obecrneyeHa 3awmTa (GU3INYECKOW LENOCTHOCTM Kopryca
KOMMbloTepa ¢ ycTaHoBneHHoW OC OT U3MEHEHUS annapaTHoOW KOHGUrypauuu.

YcTaHOBKY, HacTponky u obcnyxumBaHne OC aonkeH NpoBoAUTb 06nagatoLmni
Heob6XxoANMbIMU KOMMNeTeHLMAMN agMuHuctpaTop OC B COOTBETCTBUM C HACTOALLUM
PykoBogcTBOM.

Okcnnyataumto OC  [O/MKHbI  BbIMNOJHATL obBnagarouime HeobxoANMbIMMU
KOMMNeTeHUnAMN Nonb3oBaTenm B COOTBETCTBMMU C AokyMmeHToM "OC POCA "XPOM".
PykoBoacTBo nonb3oBartens. PCIOK.10501-01 34 01".

2.1.2 loBepeHHas 3arpy3ka

Ons 6esonacHoi pa6oTbl B OC go/mkHa 6biTb peann3oBaHa eé JI0BepeHHas
3arpyska, obecneyuMBaemMass BHeWwHUMn cpeactBamu  AMNMO3/CO3  wn/unm
OpraH13aLMOHHbIMU MepamMu, a UMEHHO:

- 3awmTtoun BIOS naponem oT MUSMeHeHus;

- OTKJItoYeHneM B BIOS 3arpysku ¢ BHelHMX HocuTenen (DVD, noakitoyaeMbix
HaKonuTesnen) cornacHo AOKYMeHTaLuMm K annapaTtype noce ycTaHOBKMY,;

- 3aWMTOM nNaposieM pexuma W3MeHeHua napameTpoB 3arpysunka GRUB
(n.2.2.4).

2.1.3 3awuTa uipopmauum

AIMWHUCTPATOP A0JIXKEH 06ecnevYnTb MexaHM3Mbl pe3epBHOro KOMMPOBaHUSA U
Heob6Xx0ANMbIN 06beM HOCUTeNen AA 3alUULLEHHOro XpPaHeHUs! pe3epBHbIX KOMWUi
JAaHHbIX NoJib3oBaTeNen CornacHoO MHCTPYKLUMAM, ONUCaHHbIM B M. 7.2.

Mpun ncnonb3oBaHMM NApOSIbHOM 3alUTbl 418 nAeHTUGMKaLUK BO BCEX Cryyasx
aAMWHUCTPATOP AO/HKEH MCMNOIb30BaTb Maposin JOCTAaTOYHOM CTEMEHM CIIOXHOCTMW.
MNpu wncnonb3oBaHMM HebesonacHbix naponer OC npepynpexaaer 06 3TOM; npwu
NOJTlyYEHMM TAKOrO NPeAynpexAeHUs HY)KHO U3MEHUTb NapoJsib Ha 60s1ee CIOXHbIN.

_'POCA
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PekomeHpyeTcsi npousBecTn yctaHoBKY OC ¢ mcnonb3oBaHMEM MexaHuM3Ma
MacCKnpoBaHusa MHPOpMaL M Ha HocuTene cornacHo n.2.3.

Ons npegoTBpaleHns yTeukn MHhopmMaumnm C MOMOLLbIO 3anucu e€ Ha CbeMHble
BHeWHWe Hakonutenu (dbnew-HakonuTenb, BHewHne HDD, DWD-RW u ap.) ponxeH
OblTb OpraHM30BaH MPOLECC KOHTPOSA MX MUCMONb30BaHMA. 9TO BO3MOXHO cAenartb
KaKk 4YMCTO OpraHM3auuoOHHbIMM MepaMW, TaK W annapaTHbIM OTKJ/IHOYEHUEM
BO3MOXHOCTU MNOAK/HOYEHUS] BHELIHMX HaKonuTesnem Ha MoJib30BaTeIbCKUX
KoMmnbtoTepax (c moMouybto HacTpoek BIOS).

Ons npepoTBpalleHns HecaHKUMOHMPOBAHHOINO AOCTyna K MHbopMauun B
MOMEHT, KOrga aBTOPM30BaHHbIN Nonb3oBaTenb OC genaet nepepbiB B padboTe, OH
JAOJKeH 6/10KMpOBaTh 3KpaH HaXKkaTueM coveTaHms knasuw META+LHa knaBuaType B
rpadunyeckomMm pexumme unm xe komaHgaon vlock , ecnn oH paboTtaeT B KOHCOJIbHOM
TEKCTOBOM pexunme.

2.1.4 be3onacHas KoHpurypauusa OC u ee LeNOCTHOCTb

OC TakXXe MOXeT OblTb CKOH(MUrypupoBaHa Ansa 6e3onacHon paboTbl C
noMolLLbio pannoB KOHGUrypaumm, onucaHHblix B N.7.5. Heo6xoaMMo KOHTPONMpOBaTb
¢ nomolbto nporpamMmmbl AIDE uenoctHocTb CuctemMbl NyTemM co3gaHns 6asbl AaHHbIX
nocne MWHCTanNAuMKM, Kak rnokasaHo B N.7.3, U nNepuoguvyeckoro OcCyLeCcTBJIEHUSA
KOHTpONA.

2.1.5 Nonb3oBaTenu U agMUHUCTPATOPDI

MepBbi CO3AAHHbIA  MHCTANAATOPOM MONb30BaTesib MNpPUM  YCTAHOBKE O
yMOn4YaHuio obnagaet 4OCTYNOM K NpaBaM aAMMHUCTpaTopa Yyepes KoMaHay sudo, T.
e. ABnserca agMumHuctpatopoM OC. 3Ty yyeTHyt 3anucb HEO6XOAMMO MPUMEHSTb
TONbKO ANns HacTporiku OC, nonb3oBaTenu AO/MKHbI paboTaTb Nof OTAENIbHOW YYETHOW
3anucblo C NoNIb30BaTe/IbCKMMM NpaBamu. NogpobHee 06 3ToOM cMm. M. 3.2.

2.1.6 HacTpoiKa TO4YHOro BpeMeHM

[na npaBuMnbHOro BeAeHus XypHanoB cobbiTuin 1 ayauTa B Komnbtotepe n OC
AO/HKHO ObITb YCTAHOB/IEHO aKTyaslbHOE CUCTEMHOe BpeMs. ALMMUHUCTpaATopy
Heob6Xx0ANMMO KOHTPOIMPOBAaTb YCTAHOBKY MPaBM/IbHOrO YaCOBOIrO Nosica N COXpaHeHue
9TOr0 BPEMEHM MpU BbIK/OYEHUM KOMMbioTepa (MOAAep)KMBaTb aKTyaslbHOCTb
aBTOHOMHOro NuTaHus BIOS ¢ noMolLbio BCTPOEHHOM 6aTapen).

OC ckoHpurypupoBaHa Tak, YTO BPEMSI aBTOMATUYECKM CUHXPOHU3UPYETCA MO
ceTn WHTepHeT c ny6nu4YHbIMKM cepBepamu. [OCTYyn K 3TOM HACTPOWKEe WMEKT
aaMuHuUcTpaTopbl OC, nonb3oBaTeslb MEHSITb BPEMSI MO YMONYAHUIO HE MOXKET.
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2.2 JlokanbHasa ycTaHOBKa

2.2.1 MNMoaroToBKa K ycTaHOBKe

lMepen Havanom ycrtaHoBkM OC pekOMeHOyeTCA BbINOJHUTL CcnegyroLine
NENCTBUS:

a) ybeautbcsa, 4YTO  annapaTHas  KoHdwurypauus [K  ygoenetsopsieT
MWHUMaJIbHbIM annapaTHbIM TpeboBaHMSM, yKa3aHHbIM B M.1.4;

6) y6eautbcsa B noganHHocty DVD ¢ guctpubytusom OC (n.1.3);

B) ckonupoBaTb ¢ DVD ¢ guctpubytusom OC o6pa3 Ha USB-Hocutenb (ecnu
ycTaHoBKa 6yaeT npounsBoauTbest ¢ USB-HocuTens);

) NpOBEeCTU BpeMeHHyt HacTpoiiky BIOS/UEFI koMmnbtoTepa ans obecneyeHus
BO3MOXHOCTU 3arpy3km C BblOPaHHOrO HOCUTENS, UCMONb3ysi AOKYMEHTaUuUKo Ha
obopyaoBaHue. B 60nblIMHCTBE CllydaeB Bbl6Op BapuaHTOB 3arpy3ku CTaHOBUTCS
AOCTyrneH npu yaepxaHun knasuw Del, F12 win F2 npu Havane 3arpysku
KOMIMblOTEpa.

IOna obecneyeHnss poBepeHHOW 3arpyskn OC pekoMeHAyeTcsi nocse ycnewHom
MHCTaNNAUMK PeXMM 3arpy3kun ¢ BHELLHErO HAaKOMUTENS OTKIOUYNTD.

2.2.2 YctaHoBKa OC Ha pabouylo cTaHL U0

Bbl60p no3UUMn MeHIo npn YCTaHOBKE OCyLlLEeCTBAAETCA CTpe/sIKaMn Ha
KNaBuaTtype U HaxxaTueMm Knasuwiu Enter unu xxe Bbl60pOM 3J1eMeHTa MeHIO KypCcopoM
N HaXxaTueM N1eBON KHOMKWU MbILLMN.

[na Toro 4To6bl NpoBecTU npoueaypy yctaHoBku OC, HEO6XOAMMO BbIMOSHUTD
cneayrolume AeACTBUS:

a) BCTaBMTb B YCTPOWCTBO YTeHUst DVD 3arpy3ouHbiii guck usgenus mnm USB-
HocuTenb ¢ anctpmoytmeom OC po Toro, kak MK HayHeT obpalleHne K 3arpy304HbIM
Anckam. Ecnn obpatleHune yxe 6b1710 NPON3BEAEHO, U YyCTAaHOBKA N3AeNNsA He Havanach,
Heobxoammo nepesarpy3uTb MMK.

6) Bbl6paTh A3blK, Ha KOTOPOM 6YAeT NPOU3BOAUTLCS YCTAHOBKA.

B) BbI6GpaTb BapuMaHT yCTaHOBKM 1 MA Z A 1 Bz AROSPuLinex (fve )"
(pekoMeHayeTcs) unmke pexxum  $ A Yy mu (ROJAMINUX ", NP1 KOTOPOM yCTaHOBKa
naer 6es npeasaputenbHoi 3arpy3kn OC (pucyHok 1). Takoi pexxum npuMeHum ans
cneuuanbHbIX CnyyaeB, Hanpumep, Npu HegocTaTke onepaTUBHOM NaMATU UK NpU
HEeo6X0ANMMOCTM YCKOPEHUS] YCTAHOBKMU.
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-

3anyckK M ycTaHoBKa ROSA linux (live)
YcTaHoBeka ROSA linux
OUarHoCTUKA...

Hasan k Bbibopy A3bika

Mepesarpyska

: Edit entry Console 1 Boot entry

PucyHok 1 — Bbl6op BapuaHTa YCTaHOBKU

r)Mpu npobnemMax C YCTAaHOBKOW MOXET ObiTb  MONE3HbIM  MYHKT
"NB meEy s A ¥,88 MOAMEHIO KOTOPOro JAOCTYMHbl BapuaHTbl C NPOBEPKOW
KOHTPOJIbHOWM CyMMbl 06pa3a nepej YCTaHOBKOW, MPOBEPKOM onepaTuBHOM namMsaTu MK
NN YCTAHOBKOWN B peXXMMe YMpOLLEHHON rpadmKu Nmbo B TEKCTOBOM pexume. MNepepg,
obpalleHNEM B TEXHUYECKYHO MOAAEPIKKY NPU KaKux-nMbo npobsiemax HacToATENIbHO
peKkoMeHAyeTCca Kak MUHMMYM NPOBECTU AMArHOCTUKY onepaTMBHON NaMaTK (NOSHbIN
uMkn) u nonpo6oBaTb 3arpysWTb YCTAHOBOYHbIN 06pas C npeaBapuUTESIbHbIM
TeCTUpOBaHMEM KOHTPOJIbHOM CYMMbl, YTO MO3BOJIUT UCKJTKOUMTb OLLUMOKKM annapaTHOro
obecrneyeHus. Npu HaNn4MM c60eB onepaTUBHON NAaMATU HEOHBXOANMO 3aMEHUTD ee Ha
ncnpaBHyto, NMpu c60e KOHTPOJIbHOM CyMMbl o6pa3a crneayeT MCMNONb30BaTh APYrown
HocuTenb unu apyron USB-nopt. Mpumep MeHio N maEd U A YNIpUBEREH HKe
(pucyHOK 2) (KOHKPETHbI BHYTPEHHMIN HOMep obpasa 3aBUCUT OT BEPCUM U MOXKET
NoHagobuTbCs NpU 06paLLEHUM B TEXHUYECKYHO MOALEPIKKY).
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MNMpOoBEPUTL LESIOCTHOCTL W 3anyCTUTh Rosa_2021.1_Plasma5_X86_64_44953

3anyck Rosa_2021.1 Plasma5_X86 64 44953 B peMUMe YNpOoLeHHOH rpaduKu
YcTraHoBka Rosa 2021.1 Plasma5 X86 64 44953 B KOHCONIbLHOM peXumMe
MNpoeepka O3y

Hasan B rnaBHoe MeHto

Edit entry : Console Boot entry

PucyHok 2 — MeHio "N B maES 5 A Y 81 m

n) Mocne 3arpysku B live-pexxnme nosBAAETCA BO3MOXHOCTb MOSIHOLIEHHOW
npoBepkun paboTbl OC Ha KOHKPeTHOM MK ¢ BO3MOXHOCTbIO YCTAaHOBKM C MOMOLLbIO
Apnblka WHCTannaTopa Ha paboyeM ctone (pucyHok 3). [llepel ycTaHOBKOM

pPeKOMeHAyeTCs noakounTs OC K cetu (MCronb3ysi MUKTOrpamMMy = Ha naHenu
3ajlay), Toraa YacTb NapaMeTpoB 6yieT 3anosiIHeHa aBTOMaTUYECKMU.
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@.

VCTaHOBRA ROSA]
OnTIElSSmE]

= - 10:26
O - e — & 00 Brut A 590
PucyHok 3 — Pabounin cton live-cuctembl ¢ ApnbIKOM MHCTaNsaTopa

9KpaH ycneluHow npoeepkn O3Y npuBefeH HMxe (pucyHok 4). [1na Bbixoaa U3
pexxMma npoBepKN Heo6X0AMMO HaxaTb knasuwy Esc, npu aToM npowusonger
nepesarpyska K.

PCMemTest-64 wl.5 Intel (R) Xeon(R) CPU E3-1240 UZ @ 3.40GH=z
: 3449MH=z (x64) Fass 9« #t#t
L1 Cache: 3ZKB Test 61x #ifthdddditnggdiniitiiiy
LZ Cache: 256KB Test #5 [Moving inversions, random patternl
.3 Cache: 8MB Testing: 1MB - 1GE 1023MB of 1.99GB
: 2GE Pattern: Ox8db74bcObO3fdBea

Time: 0:07:28 Temperature: N-/A

Active » 1 Total (Run: All) Pass: 1 Errors: @

#»* Pass completed, no errors ==

{ESC>» exit <«F1»> configuration <Space> scroll lock
PucyHok 4 — OkpaH ycnelwHoun nposepku 03Y
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e) MnaBHbI 9KpaH ycTaHoBWMKa OC cofepXUT ceMb pasfiefloB NnapaMeTpos,
YyacTb M3 KOTOPbIX 3arnojiHeHa aBTOMATMYecKW, Apyras e 4acTb (OTMeyeHHasn
KpacHbIM LBETOM) TpebyeT BMellaTeNbCTBa NOJib30BaTesNs-yCTaHOBLUMKA CUCTEMDI
(pucyHoK 5). Ons HEOTMEYEHHbIX KpacHbIM pa3fieflIoB BO3MOXHO TOXE MOXET
NOHaZo6UTbCA AOMOJIHUTENIbHAA HaACTpoWKa, Hanpumep, npu noakntyeHnn OC K
JIOKaNbHON CeTU peKoMeHAyeTcsi UaMeHuTb 3Hadenne Ot d  z rRHB mMs y3na,
COOTBETCTBYHOLLEE NpaBuiamM Ballen ceTu. B cnyyae oTCyTCTBUA NOAKITHOYEHUSA K CETU

WA NpU OWMOKe aBTOOMPeAesieHUs HeobXOAMMO TaKXe MPaBUIbHO YCTaHOBUTb
YyacoBOM Mosc.

X # MporpammMa ycraHoBkW Anaconda v O X
OB30P YCTAHOBKW YCTAHOBKA ROSA CHROME DESKTOP 12.6 2021.1
us Cnpaska

PEFMOHANBbHBIE HACTPOMKM CUCTEMA NMOJIb30OBATENN

Knaeuatypa Q MecTo ycTaHoBKM ©_ CospaHue nonbsosaTens
aHrnuACKni (ARrnwiickan AsTomaruueckoe pasbueHme He Byget cozgano
(CLUA)), pyccrmii (Pyccran) AucKa none3osarensi

® Jatauepems =3 WmMacetuuysna @. CynepnonbsosaTens root
Yacoso# noac Asus/VpryTcx e lNposogHoe coeguHerne MNonesosatens root 3abnokmMposaH.

(enp0s3) ycTanosnero

JIMUEH3WPOBAHWE

O nuueH3MK
.—'TH-'J EHIHA He MDHHATA

Beixon

EI 3anonHMTE OTMEUEHHbIE CEHUWK, Npexe yem rlepeﬁ'rm K CnegyrllemMy Wwary.

[ | - = 11:51
@ i G (}( Mporpamma ycraHoBkw Anaconda - 223 I‘J E, us E o 21.10.2024

PucyHok 5 — 'naBHbIN 9KpaH ycTaHoBLMKa CUcTeMbl

X) [N pasMeTKM YCTAHOBOYHOIO HaKOMUTENs UCMonbayeTcs pasaen el A Y
z K Y My U QUEBYHOK 6).
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X # MporpaMma ycraHoeku Anaconda v O X

MECTO YCTAHOBKW YCTAHOBKA ROSA CHROME DESKTOP 12.6 2021.1

us

Beibop ycTpoiicTs

BbibepuTe ycTpoicTBa ANA YCTAHOBKKM ONEPaLMOHHOM cucTeMbl. OHK He ByayT M3MeHeHb! 10 TeX NOp, NOKa Bbl He HaXXMeTe KHonky «HavaTs
YCTaHOBKY» B rNaBHOM OKHe.

ﬂﬂl(a!lb“hle}]"(l(“

25Tub

=&

ATAVBOX HARDDISK
sda / 25 'mb ceobogHo

H3merenunn 3aTPOHYT TONBKO EbJﬁp&HHbJE 30echk QHCKA.
CHEI.IHEJ'IHSHPOBEHHI:IE M ceTeBble AHCKHA

=}
Do6aBuTb OUCK...

M3ameHeHns 3aTPOHYT TOJIBKO BbIBPAHHDIE 30ECH JHCKA.
Kondmrypaums ycTpoiicTs xpaHeHus
) AsTomaTnuecku Mo-ceoemy HNononuutensHo (Blivet-GUI)
BoinenuTo [ONONHUTENBHOE NPOCTPAHCTE0
Ludposanue

3awwndposate faHHbie [laponb bygeT ycTaHoBNeH MNo3aHee

MNonHas ceonKa No QUCKAM W 3arPYIYHKY... Bribpan 1 guck; emkocts 25 Tub; ceobogro 25Tnb O6HOBMTD...

i G - a( MporpammMa ycraHoBku Anaconda ;;- —;; I‘J E| us E.:I I 21:'110:.3324
PucyHok 6 — MeCcTo yCTaHOBKM CUCTEMDI

Ecnu npeanonaraetca yctaHoBka CUCTeMbl Ha MyCTOM HOCUTENb MU XKe Ha
BblA€/IEHHOE Ha HOCUTeNne MNycToe MeCTo, PeKOMEHAyeTcsa WCMNoNb30BaTb
aBTOMaTMYeCKyl pasMeTKy. [Insi 3TOro JoCTaTOYHO HaXkaTb Ha KHoMKy ™~ _ &, , Dpw
9TOM, KpOMe TexHu4yeckoro pasgena / boot / efi, 6yaet cosaaH oTAeNbHbI KOPHEBOM
pasgen nog OC u pasgen nog dainbl nonb3osaTteneit / home , a Takxe pasgen swap
ANS paclUMpeHns onepaTtuBHOM namsATu. CTaHaapTHas pa3MeTKa AaeT BO3MOXHOCTb
6bICTPOro BOCCTAHOBMIEHNA PaboTOCNOCO6HOCTM CCTEeMbI NpK NHOObIX €€ 0TKasax, AN
9TOro AOCTAaTOYHO MepeycTaHoBUTb CUCTEMy B KOPHEBOM pasjese, He dhopmaTtupys
pasgen ¢ nosib3oBaTeNbCKUMU haitnamu.

Mo ymonuaHuto OC ycTaHaBnuBaeTcsa Ha XypHanupyemyto OC Ext4, HO B
MHCTaNNATope TakXe MMeeTCA BO3MOXHOCTb ycTaHOBKM Ha Ext 3, XFS un BTRFS.
Kpome Toro, BO3MOXXHO popMaTmMpoBaTh M nNoakntoYdaTb guckm ¢ NTFS .

3) Ons nNOBbIWEHUS  3alUWEHHOCTM WHDOPMaUMM eCTb  BO3MOXXHOCTb
ycTaHOBUTb CUCTeMy Ha 3allnbpoBaHHbIN AucK. NoapobHee 06 yCTaHOBKE CUCTEMbI C
MCMONb30BaHNEM CPEACTB MaCKMPOBaAHUS pacCCMOTPEHO B pasfene 2.3.

) [anee BBECTU y4YeTHble JaHHble NepBoro nosibaoBatens. Mo yMosYaHUIo OH
ABNSIETCA aAMUHUCTPATOPOM CUCTEMbI, OT €r0 MMEHU MOXHO BBOAUTb KOHCOJIbHbIE
root-koMaHzbl, MCMosb3ys sudo, M W3MeHATb KPUTUYHblE HACTPONKU CUCTEMDI
(pucyHok 7). Moapo6Hee 0 Nonb3oBaTeNax U aiMUHUCTpaToOpax CM. pasgen 3.2.
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X # MporpamMMa ycraHoBkw Anacenda v O X

CO30AHWE NONb30BATENA HOBKA ROSA CHROME DESKTOP 12.6 2021.1

Cnpaeka

Monxoe ums MonbzoBatens-agMiH

Wma nonbsosatens admin
| CJJEJ'IETD 3TOro NoJb30BaATENA aAMUHWUCTPATOPOM
% Tpe6osath napons AnA SToi yueTHo i 3anuck
Maponb A

CnoxHbiA

MoaTeepauTe Naponh | sessssssssss) ar

JNononHuTENbHO...

i G [ | N MNporpamma ycraHosky Anaconda :—- ; B B ousid A~ 21:]120:2324
PucyHok 7 — CospaHue y4eTHOM 3anncu rnosib3oBarens

anI BBOJE MNMaposd KOHTPOJIMPYETCA €ro CJIOXKHOCTb: No AJINHE, pa3Hoo6pa3mo
3HAaKoOB U MO COOTBETCTBUKO CIMUCKaM 4acCTo MNMpUMeHAEeMbIX naponeVl, HO TMpn 3TOM
COXpaHAEeTCA BO3MOXXHOCTb MCMNOJIb3OBaHUA Heb6e3onacHbIX naponeVl npu ABONHOM

HakaTuu Ha KHonKy™ _ &_ . Dz

K) Ecnu npu cospaHumM nonb3osaTens CHATb dnaxok F ¢ 1 1 my j YU
Al jrRuemY 1l d mdt B4 BTOYORABETENBWRIM OCTaHeTCs creaylollee
none  F ZAJ MAU) jRUBWY, 1B KOTOpoe HEO6XOAMMO BBECTW Naposb
cynepagMmuHUCTpaTopa. Takasd BO3MOXHOCTb OCTaBJ/ieHa AJ19 COBMECTUMOCTU, Mpu
9TOM BBOAMMbIN MO YMOJIYaHWIO MOJSib30BaTelb-aAMUHUCTPATOp C MNpaBoM sudo
cumTaetcs 6onee 6e30nacHbIM BapuaHTOM.

n) Mocne Toro Kak Bce 06si3aTesfibHble MYHKTbl A/ YCTAHOBKMW 3amnoJiHEHD,

.
> AN

MOXHO HauyaTb CO6CTBeHHO ycTaHoBKY OC Ha MK HaxaTmem Ha KHonmkyid = A’ @
~ _ & & _ HaAhasHOM akpaHe ycTaHoBLMKa (PUCYHOK 5).

M) YcTaHoBka OC MOXET 3aHATb HEKOTOPOE BpeMsi, MO 3aBepLUEHUN KOTOPOro
0TO6pasnTCA CoOTBeTCTBYoLee cooblieHne (pucyHok 8). MNocne yero Heo6Xx0AMMO
BbINOMHWUTb nepesarpy3ky MK, Haxas kHonky © ~ * ~ HU dZ T~ HUIN' |, B mpouetceA E

KOTOPOW HeO6X0ANMO M3BJIeYb YCTAaHOBOYHbIN KOMMNAKT-AMCK UK beLl-HaKonuTeNb.

~
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X # TMporpamMma ycraHoBkM Anaconda v O X

XOOYCTAHOBKU YCTAHOBKA ROSA CHROME DESKTOP 12.6 2021.1
us Cnpaeka
loToso!
ROSA Chrome Desktop 12.6 ycnewHo ycTaHoBNEHa M FOTOBA K MCMONb30BaHM 0!
DapaiiTe, nepe3arpysaiTe CMCTEMY M HaYMHaATe UcNonb3oBaTh eel
Bexon Tlepe3arpyaia cUcTeME }
Y Wcnonbzosauue 3Toro NpogyKTa NognagaeT Nog AecTBIe NMUEH3MOHHOMD cornalwenua [usr/shareflicenses/rosa-distro/license_ru.txt
o= t [ | = = 12:38
Cl Mporpamma ycTaHoBkn Anaconda — L b -~ .
@8 X Mporpauva y, = & B Bus 050

PucyHok 8 — 3aBeplueHue npoLecca yCTaHOBKM CUCTEMDBI

H) Mocne nepesarpysku Heob6xoaumMo BBecTU (Bbl6paTb) JIOTMH W Naposib

y4yeTHOM 3anucu Ana BbinonHeHus Bxoaa B Cuctemy. Ecnm OC 6bina ycTaHOB/IEHA Ha
3awmndpoBaHHble pasgenbl, TaK)Ke NoOHag006MTCA BBECTH Naposib AN UX paclumndpoBKu.

2.2.3 YcTaHoBKa cepBepHou Bepcuu OC

YctaHoBKa cepBepHon Bepcun OC ocyuwlecTBnSieTCA MOJIHOCTbK aHaslormyHo

YyCTaHOBKe Ha pabouyyto cTaHuuto (n. 2.2.2), 3a UCKJTFOYEHUEM TOro, YTO Yy CepBepHOi

BEPCUM OTCYTCTBYET live-pexxum. B MeHIo HayasilbHOW 3arpy3ku cnegyeT Bbl6paTb MyHKT

$ A Yy my ROPALINnUX " ansa ycTtaHOBKM 6e3 npeaBaputenbHomn 3arpyskm OC.

2.2.4 NMaponbHan 3awumTa 3arpysumka OC

Ona noBbilweHNs ypoBHs 6e30MacHOCTM BO3MOXHO OrpaHU4MTb AOCTYN K
pefaKTUpPOBaAHUIO MapaMeTpoB 3arpysku, yCTaHOBMB Maposb Ha 3arpy3unk GRUB 2.

dTarbl HACTPOMKK Naposs:
a) MeHepauma xella Napons KOMaHAoM:

sudo grub 2- mkpasswd- pbkdf 2
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ByaeT npeanoXxeHo BBECTU M NOATBEPAUTL Naponb. B pesynbTaTte oTo6pasmTes
XeLl naponsi, Hanpumep:

ESPBKDRU Dz a dz A& " _ nl ~

©

grub . pbkdf 2. sha512.10000.7730 DIR2A5B6B5C31CD447BB9A8C313DC..
6) Co3pgaHune KoHUrypaumoHHoro darna c orpaHMYeHHbIMU NpaBaMun AocTyna:
(umask 077 && touch /boot/grub2/user.cfg )

B) 3anucb creHepMpoBaHHOro xelua napons B ¢ain /boot/grub2/user.cfg

echo
"GRUB2_PASSWORD=grub.pbkdf2.sha512.10000.7730DD2A5B6B5C31CD447BB
9..." > /boot/grub2/user.cfg

r) O6HoBNeHne KoHPurypaumn GRUB 2 npyMeHeHeM N3MEHEHWIA:
sudo update - grub 2

[Nocne BbINOMHEHUSA AaHHbIX 4eACTBUIM NPU NOMNbITKE pefakTUpoBaHUA 3anncen
3arpysunmka GRUB2 (Hanpumep, Npu HaxaTum KknaBuwm E B MeHKO 3arpysku)
noTpebdyeTtcsa BBOA napons. UMsa nonb3oBaTtens — root , naposib COOTBETCTBYET paHee
3ajjlaHHOMY Npu reHepauumm xewua.

2.3 YcTaHOBKAa C MUCMosib30BaHWEM CpPeACTB MacCKUpoBaHUA
nHopmauum

2.3.1 O6w,me BONpoOCHI

B aTom pasgene 6yayT pacCMOTpPeHbl TONIbKO 0COBEHHOCTM ycTaHoBKM OC Ha
KOMMbIOTEP MOJSIb30BaTENA C UCNOSIb30BAHMEM CPEACTB MAaCcKMpOBaHMA MHGopMaunm
Ha HocuTensx. B pokymeHTaumm K 3sawmweHHbiM OC uvcnonb3yetcs TepMUH
"wndpoBaHme”, ecnun 3To WMPpoBaHME ABNAETCA CEePTUPMUMPOBAHHBIM AN 3aLUTbI
MHbopmaummn. B ;aHHOM JOKYMeHTe s HecepTUPULMPOBAHHbIX K MpUMeHeHnto B PO
anropuTMOB W nporpaMMm WKUEHPOBaAHMA UCNOMb3YyeTCA TEPMWUH "MacKuMpoBaHue
MHbopmauumn'. Takoe MacKMpoBaHME He obecrneyMBaeT rapaHTUPOBAHHOM 3alUUTbI
MHGOPMaL MK, HO 3HAUNTENbHO 3aTPyAHAET HEAaBTOPM30BaHHbIN AOCTYN K HEN.

2.3.2 PaaMeTKa HOCUTeNsl C MaCKMpoBaHMeM MHpopMaLmu

115 NOBbILWEHNS 3aLMLLEHHOCTM MHPOPMALIMM €CTb BO3SMOXHOCTb YCTAHOBUTD
CUCTeMY C MCMOMb30BaHNEM MAaCKUpOBaHWs MH(OpPMaLWK, NpU 3TOM pasMeTKy
HOCMUTENIS MOXHO OCYLLECTBUTb aBTOMAaTUYECKM, BKIIOUMB GNIaXXOK N MmMB B C MU 6 mY |
O My 4 HWUK BPYYHYIO.
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s pexxnma pasMeTKM BPYYHYIO B OKHE 021 A Y U Z A Y nwrsi®@BblépaTh
B pasgene  OuuCwvaEzmmcsd zZ A Y MU s K ynepekromaTpad s
A e U 1t @ HaxXaTb Ha KHOMNKY~ _ &_ , BZ10TOM pasmeTUTb HOCUTESb C OTAeSIbHbIM
He3zawwundpoBaHHbIM / boot (1 /boot / efi gns efi -BIOS). KopHeBolt pasaen Cuctems,
swap-paszien 1 nosib3oBaTesibCKuUi pasgen /home HyXHO npu 3ToM 3alimdpoBaTb
(3amacknpoBaTb), YyCTAHOBMB COOTBETCTBYIOWMIA (BNaxKoK B none N meB B § mu 6 my
® mu b H3aTeMKkHonkn * P A" AW &é®. (PmcyHOK 9).

Cnepyet 0o6paTuTb BHMMaHWe, YTO 3aMaCKMPOBaHHble pasfgesnibl 0603HAYeHbI
Kak LUKS-pasgenbl. PekoMeHayeTcsa Cnosib3oBaTb CUCTEMY MackupoBaHus luks 2.

X £ Mporpamma ycraHoskn Anaconda v O X

PA3SMETKA BPYYHYIO YCTAHOBKA ROSA CHROME DESKTOP 12.3 2021.1

¥ Hosas ycranoska RO5A Chrome Desktop 12.3 2021.1 luks-sda5

[home 391Tub TouKa MOHTUPOBaHUA: Yerpoiictea:
luks-sda5 : ATAVBOX HARDDISK (sda)
/home
MamerunTs...
TpebyeMbli 06beM:
/ 1,72Twb
luks-sda3 3,91 Tub
[boot/efi 200 Mub
sdal
Tun ycrpoiicrea:
/boot 1000 Mub e Bepcus LUKS:
sda2 CranpgapTHom pasgen ¥ | [
s P P 3awundpesate luks?
luks-slsatt 1,95TuB Daiinosas cucTeMa:
ext4 ¥ | [ vopmaTuposats

MeTka: Wms

+ — G HPMMEHEHME' cAenaHHbIe B 3TOM OKHE M3MEHEeHHA

BCTYNAT B JeifCTBIE TONBKO MOCHE HAMATHS KHOMKH
CBOBOOHD BCETO
1,24 Tub 20Twb

BribpaHo 1 ycTpoicTBo XpaHeHUs OTMEHMTE BCE M3MEHEHIA

@ i G - X Mporpamua ycrarozkn Anaconda :—- :; O ) B ys W ~ 08‘!0‘}2:3323
PucyHoK 9 — PyyHas pasmeTka Aucka AJist UCMoJSIb30BaHUA MacKMpOBaHHUS

Mocne 3TOro MOXHO BbIMOSIHUTb YCTAHOBKY B 06bIYHOM pexxume. MNpu Kaxkgom
3arpy3ke CuCTeMbl, UCNONb3yYOLEN 3aMacKUpOBaHHble pasfenbl, Y nofib3oBaTens
3anpalmBaeTca Nnaposib 45 paclwmdpoBku. bes BBoAa NpaBuIbHOro Napons fOCTymn K
MHbOpPMaLMKM Ha HocuTensax 6yaeT 610KMPOBaH, NpU4eM aTa 6JI0KMPOBKa COXpaHsieTcs
M Npun NnepeHoce HocuTens nHpopmauymm Ha gpyrom MNK.
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2.3.3 MNoaaeprxka tpm2 ansa aBTOMaTU4ECKOro BBoAa naposen

CoBpemMeHHble CBT c apxutektypon x86_64 npumepHo c¢ 2016-ro ropa
OCHAaLLatTCA BCTPOEHHbIM MOAY/IEM XpaHeHUs KOoHPUAeHuManbHon WHbopmaumm
tpm 2, KOTOpbIK MOXHO WCMONb30BaTb AN Pa36NOKMPOBKM 3aMaCKMpPOBAHHOIO
pasgena LUKS. Maponb pacliM@poBKM MacCKMpPOBaHHbIX pa3fesioB Nnpu 3ToM 6yaeT
XpaHUTbCA B tpm 2 1 BBOAMTbCA aBTOMaTuyecku. lNMonb3oBaTtenbckas nHHopmaLmsa Ha
N3BATOM U3 KOMMbIOTEpPa C tpm2 HocuTene 6yaet HeAOCTYNMHA NPU MOHTMPOBAHUM
9TOro HOCUTEeNA Ha APYroM KOMMbloTepe.

Ona wucnonbs3oBaHua tpm 2 B CucTeMe, wWCNoMb3ylowen pasgenbl C
MacCKnpoBaHMeM UHPOpMaLMK, HY)XHO BBECTM KOMaHAy W cnepoBaTb AalibHEWLUM
WHCTPYKLNAM:

sudo luksunlock
[ns BO3BpaTa K py4HOMY BBOAY NMaposier UCNosib3yeTcs KOMaHaa:

sudo lukslock

2.4 YcTaHOBKa Ha BUPTYasibHYI0 MaLUUHY

O6pas OC noaroToBfieH ANsl YCTAHOBKM U paboTbl HA BUPTyasbHbIX MallMHaX
(nanee — BM) B cuctemax Buptyanusauun ROSA Virtualization, VirtualBox, QEMU/KVM
n ESXi VMWARE. B OC npegyctaHoBeHbl nakeTbl 4S8 NOALEPXKN COBMECTUMOCTU
(virtualbox -guest -addidtions , spice -vdagent B open -vm -tools ), nuwHKe u3
KOTOpPbIX YAaNst0TCA NpU yCTaHOBKE B HECOBMECTUMOMN cpeje.

YcTaHoBKa noj, yrpaB/ieHMEM r'MnepBu3opa [10/1XKHa OCYLLEeCTBIATbCS COrNlacHO
NOKYMEHTALUMUM K 3TOMY TMMEPBU3OPY C YYETOM MUHMUMaJbHbIX TpebosaHuii OC K
annapaTHoMmy o6ecneyeHuto (n.1.4).

2.5 ABTOMaTU3NUpPOBaHHOE pa3BepTbiBaHNe

2.5.1 BeepeHue B kickstart-cueHapuu

ABTOMaTM3MpOBaHHAsi YCTAHOBKA MO3BOJIAET  BbIMOJIHUTL  MOJIHOCTbIO
aBTOMATMYeCKyl0 YCTaHOBKY B COOTBETCTBMM C NpeAHacTporMkamMu, MOXeT
NMPUMEHATbCA A/ aBTOMATUYECKOro pa3BepTbiBaHUMS MHOXECTBa KOMIMbHOTEPOB
OMHAKOBOM KOHbUIrypaLuu.

Ons aBTOMaTM3MpPOBAHHOW YCTaHOBKW co3pgaeTcs (ann ¢ HacTpomkamu —
kickstart-cueHapuii — cueHapui ObICTPOro pasBepTbiBaHMA. 3aTeM B MapameTpbl
cmdline appa 3anucbiBaeTcs nyTb K 3ToMy danny, no DHCP aBTOMaTuMyecku
HacTpamBaeTcsi CeTb, a MoAy/b anaconda -dracut B initramfs (o6pa3 dainosoi
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CUCTEMbI, 3arpy)aemblil B ONnepaTUBHYI NamsATb BMECTe C AAPOM) 3arpy>kaeT aToT
kickstart-cueHapwuin n coxpaHsieT B ¢panne / run /install /ks.cfg .

Mpun ycTaHOBKE B NHOGOM W3 PEXMMOB, B TOM YMC/Ie B MHTEPaKTUBHOM
rpadunyeckomMm, B YycTaHoBNeHHoOM Cucteme no agpecy /root /anaconda -ks.cfg
coxpaHsietca  kickstart-cueHapui, onucbiBalOWMA  NPOU3BEAEHHYIO  YCTaHOBKY,
KOTOPbIA MOXHO B3AiTb 3@ OCHOBY /11 NOJIb30BAaTE/IbCKOMO CLeHapusl B fanbHeLeM.

2.5.2 TunoBoM cueHapuMih aBTOMaTU3UPOBAHHOWN YCTAaHOBKMU

[ns peanusaumm TUNOBOIO CLiEHapUs aBTOMaTU3UPOBAHHOMN YCTAHOBKM HYXXHO
cosfaTtb ¢aitn, HanpuMep, ¢ UMeHeM a.ks, co crielytoLLIMM COEPXXUMbIM:

cmdline
# https://bugzilla.redhat.com/show_bug.cgi?id=1874434
liveimg  -- url=file:///[dev/imapper/live - base

O . Dz A &@pA _Np £ pal & npo arp_ 44
eula -- agreed

~— ®

# System language
lang ru RU.UTF -8

# Keyboard layouts
keyboard -- xlayouts=us,ru -- switch=grp:alt_shift_toggle

# Network information
network -- hostname=localhost.localdomain

# SELinux configuration
#selinux  -- disabled

# System services

services  -- enabled="chronyd"
autopart

# Partition clearing information
clearpart - all -- initlabel

# System timezone
timezone Europe/Moscow -- utc
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# Passwords
rootpw 123456

user -- groups=wheel,users -- name=rosa -- password=123456

%anaconda

pwpolicy root -- minlen=6 -- minquality=1 -- notstrict --
nochanges -- notempty

pwpolicy user -- minlen=6 -- minquality=1 -- notstrict --
nochanges -- emptyok

pwpolicy luks -- minlen=6 -- minquality=1 -- notstrict -
nochanges -- notempty

%end

reboot -- eject

NMpumeyaHue — C gokymeHTaumen no kickstart-cueHapmssM MOXHO O3HaKOMWUTbLCSA
no agpecy https://pykickstart.readthedocs.io/en/latest/kickstart-docs.html.

Kop, npuBeneHHOro Bbille cueHapua COCTounT U3 cneayroumnx KOMaHAHbIX CTPOK:

a) BbinonHseTca NoNHOCTbIO aBTOMATM3MPOBaHHas yCTaHOBKa: 3anyckaercs X-
cepBep, aBTOMaTU4YeCKM 3aryckaeTcsi YCTaHOBKa, He Tpebyowas HaCTPOWMKM
(BO3MOXXHbI BapuaHTbl 6e3 X-cepBepa v ycTaHoBka no VNC):

cmdline

Konupyetcsi Ha Hakonutenb CuctemMa u3 LiveCD (Tak)ke BO3MOXHa yCTaHOBKa W3
CeTeBOro peno3nTopus):

liveimg  -- url=file:///[dev/imapper/live - base
YctaHaBnuBaetcs A3blk OC ru_RU.UTF -8 (B daitne /etc/locale.conf  ):
lang ru_RU UTF 8

HobasnstoTtcs B OC gBe packnagku KnaBuaTtypbl: US M ru, a NepekIto4eHne packnagok
HacTpauBaeTcs Ha KOMObUHaumo knasuw Alt+Shift

keyboard -- xlayouts=us,ru -- switch=grp:alt_shift_toggle

Bkntoyaetcsa cnyxba systemd chronyd (MOXHO MepeuyucnMTb HECKOJIbKO CIyX6
yepes 3anaTble 6e3 Npobenos.):

services  -- enabled="chronyd"
MNpumMep oTkNoYeHus sshd:

services -- disabled ="sshd"
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BblinonHAeTcA NOMHOCTbLIO aBTOMaTU3npoBaHHadA pa3MeTKa AUCKa C yaalleHNneM BCeX
OaHHbIX (BO3MO)KHO nponucaTtb AetaJin3anpoBaHHble UHCTPYKLUNKU MO pa3MeTKe ﬂ,VICKa)I

clearpart --all  -- initlabel

YcTaHaBnmBaeTcs YacoBol nosic "EBpona/Mocksa’, a annapaTtHble Yachbl (BIOS) 6yayT
BbICTaBJ/ieHbl N0 'puHBMYY (pekoMeHayeTCs):

timezone Europe / Moscow -- utc

YcTaHaBnMBaeTcsa nocnenoBaTe/ibHOCTb CUMBOJIOB, Hanpumep, "123456", B kayecTse
root -napons:

rootpw 123456

Co3paetcs nosib3oBaTeNlb C UMEHeM, HanpumMep, "rosa ", obaensetcs B rpynnbl wheel
W USers ; ycTaHaB/IMBaeTCsA Naposb Nosb3oBaTens, Hanpumep, "123456" :

user -- groups=wheel,users -- name=rosa -- password=123456

MpumeyaHue - Tpynna wheel - cneuuanbHas rpynna nosb3oBaTenen,
ncrnonbayemasn B HeKOTopbix cucteMax UNIX Ans KOHTpONns AOCTyna K KOMaHze su, KoTopast
No3BO/ISIET  MOMb30BATENKO  MacKMpoBaTbCA MNOJ ApPYyroro nonb3oBaTtensa  (06blYHO
cyneprnosib3oBaTens).

Maponn MOXHO 3anucaTb B 3alwndpoBaHHOM BMAeE, Hanpumep, YCTaHOBUTb
rnapoJsib NoJib30BaTesIHo root :

rootpw -- iscrypted
$6$ BHWKSXIv6TgPrdvd $V1ARg yAP. kRe5madbFawOOvf7 SR GDMLY 6RGGMSBR
Zc81/ XzYIpoDnYKFMMPZodKBIVyBvjJ 9evMlsey OE/

Xew, I'lpVIBe,D,eHHbIVI Bbllle, ABNIAETCA pe3yJ/ibTaTOM BbINOJIHEHNUA KOMaHAbI:

python3 - c"importcrypt; print(crypt.crypt(input(‘'clear - text
pw: "), crypt.mksalt(crypt. METHOD_ SHA512)))"
[aHHaa KoMaH4a N03BOASIET NOMYYUTb XeL BBEAEHHOrO C KnaBuaTypbl Napons.

Takum 06pa3oM, MOXHO M36exaTb XpaHeHUs naposisi B OTKPbITOM Buae. Hanpumep,
xew napons "123456" BbIrnAaMT CeayowmnmM 06pa3om:

user -- groups =wheel , users -- name=rosa --
password =$6$ BHWkSXIW6TgPrdvJd $V1ARg yAP. kRe5mabFawOOvf7 SR GDMLy
6RGGmMSBIZc81/ XzYlpoDnYKFMMPZodKBIVyBvjJ 9evMlsey OE/ -- iscrypted

K) Mo 3aBeplUeHUM YCTaHOBKM HeobxoamMMo nepesarpysuTb K (B npouecce
nepesarpysku Heo6xX04MM YCTaHOBOYHbIA HOCUTESD):

reboot -- eject

MpumeyaHune — MNpun yctaHoBKe Ha BM pekoMeHAyeTCA UCMNOIb30BaThb YCTAaHOBKY C
ISO-06pa3za, nogkntoyeHHOro kak DVD, T.K. runepBu3op ymeeT OTK/IO4YaTb BUPTyasibHbIN
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NpuBOA MO KOMaHAe W3BJie4YeHUs AUcKa M3 rocteBon Cuctembl. B Takom cnyyae nocne
nepesarpy3kun Cuctema 3arpysuTcs He ¢ o6pasa, a C AucKa c yctaHosneHHoum OC.

MapameTpbl B cmline agpa u B kickstart-cueHapuv fononHAKT Apyr apyra u
MOTYT UCMOJIb30BAaTbCS B Pas/iMYHbIX KOMOUHALMSX.

2.5.3 fononHutenbHble aencteua B kickstart-cueHapusax

B kickstart-cueHapuii Moryt 6biTb Ao6aBfieHbl MNPOU3BOJIbHbIE AEUCTBUSA,
BbIMoOJIHsiEMble B MHTepripeTatope shell nocne 3aBepLueHNss OCHOBHOM YCTAaHOBKMW. 3TO
NO3BONSET HacTpamBaTb CUCTEMy cpasdy Nocsie MHCTaNASaLUn.

[Ons  BbINoNHeHWA [OeucTBMM B ycTaHoBneHHoW Cucteme (B chroot )
ncnosbdyeTcsa cekumnsa %gpost :

%post
AN, A~ A&GEA
%end

MpuMep: 3anucb gatbl n BpeMeHu ycTaHoBKMU B ¢ann / var / log / installtime

%post
LC_ALL=C date > /var/log/installtime
%end

Ecnn Heo6xoAMMO BbINOSHUTL AENCTBUSI BHe YCTaHOBMEHHON Cuctembl (B
okpy>xeHuwn LiveCD), B cekumto %post aobasnsieTcs napaMeTp -- nochroot

%post | nochroot
LC_ALL=C date > "${INSTALL_ROOT}/var/log/installtime"
%end

MpumMeyaHue - [lOMNOJSIHUTENIbHO BO3MOXHO 3arpy3uTb BHelWHue dainbl C
MOMOLLbIO YTUAUT curl , wget W Apyrux CpeAcTB CETeBOro AOCTYMNa, MpU Hanuuum AocTyna K
NoKanbHOMY U BHELLHEMY Be6-CepBepy.

YpaaneHue n ycTaHoBKa NakeToB MOTYT 6biTb BbINOSIHEHbI TAKXXe BHYTPY CEKL MM
%opost :

- YpaneHue HEHY>XHbIX NaKeTOB:

%post
sudo dnf -q -yremove firefox - esr52
%end

- YcTaHoBKa AOMNOJIHUTENIbHbIX NaKeTOB:

%post
dnf -q -y install sconfigs - detailed - audit
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%end

MpsmMas ycTaHOBKa MNakeToB 4epe3 cekuumwo Ypackages B paHHOM
KOHUrypaumm He noapepxumBaeTcs. PekoMmeHayeTca ucnonb3oBatb ytuauty dnf c¢
KAo4YoM "-q" ANA nofaBfieHUs NULLHEro BbiBOAAQ, YTO MNOBbIWAeT CTabWUSIbHOCTb
aBTOMaTU3NPOBAHHOM YCTAHOBKM.

Ona TecTupoBaHWA CUeHapus aBTOMATU3UMPOBAHHOW YCTAHOBKUM MOXHO
BOCMNOJ1b30BaTbCA BCTPOeHHbIM HTTP-cepBepoM Ha MallMHe oneparopa:

a) Onpepenutb IP-agpec onepaTopa:
ip a
6) Mepentn B gmpekTopuio ¢ GannomM cueHapusa (Hanpumep, a.ks) u 3anycTuTb
cepBep:
python 3 -m http . server

NMpumMeyaHue — BkayecTBe anbTepHaTVBbI BO3MOXHO UCMONb30BaHNe Apyrux Be6-
cepBepoB, HanpumMep, nginx unn Apache httpd .

B) Ha ueneBov MawwuHe npu 3arpyske LiveCD B KOMaHAHytO CTPOKY siapa
HeobxoaMMO 006aBUTb:

systemd.unit=anaconda.target
inst.ks=http://192.168.1.173:8000/a.ks

rae:

- 192.168.1.173 — IP-agpec MalmMHbl onepaTtopa,
- 8000 — nopt 3anyweHHoro HTTP-cepBepa.

Takxxe pekomeHayeTcs 406aBUTb NapaMeTp inst.text

[aHHbIi napamMeTp MO3BOJIAT 3aMNyCTUTb KOHCOJIbHbIA PEXWM YCTaHOBLUUKA
BMecCTo rpaduyeckoro. YctaHoBKa 6y[eT Nnpou3BeaeHa aBToMaTUYecKn 6e3 yyacTus
oneparopa.

2.6 CeTeBas 3arpy3ka c BO3MOXXHOCTbIO YCTaHOBKU

2.6.1 TexHonorus Intel PXE

Bo3smoxHoCTb 3arpysku OC no ceTu peannsoBaHa C MOMOLLbIO CTaHOAPTHOM
TexHonornn PXE, koTopass COCTOUT U3 ClefytoLmnx 9Tanos:
a) BcTpoeHHbiit B BIOS komnbloTepa 3arpysumnk PXE:

- nony4aet IP-agpec no npotokony BOOTP (npoTokon, poAcTBeHHbIn DHCP);
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- ckaumuBaet no npotokony TFTP c cepBepa TFTP ¢dainbl 3arpy3uunka, B T.u.
caM 3arpys3ynk U KOHOUrypaumoHHbIn Ganni ¢ onMcaHMeM MeHK 3arpysku, a Takxe
anemMeHTbl vmlinuz uninitrd B KayecTBe MUHUManbHoOn Bepcun OC;

- 3anyckaetr  MuHMManbHyto  Bepcuto  OC ¢ ykasaHHbIMM B
KOHUrypaumMoHHoOM darine napaMmeTpamu.

6) MuHumanbHasn Bepcus OC, 3anyLieHHasn Ha KIIMEHTCKOM KOMIMbOTepe:

- CKayMBaeT yKa3aHHble B MapaMeTpax 3anycka initrd ycTaHOBOYHbIV 06pas
N OOMOJSIHUTENIbHblE KOMIMOHEHTbl nosHon Bepcun OC no npotokony HTTP c
yCcTaHOBNEeHHOro Ha cepBepe PXE Beb-cepBepa, COXpaHsisl UX B onepaTMBHOM NaMsATw;
- 3arnyckaeT cKayaHHy nosHyto Bepcuto OC Ha KJIMeHTe.

Takum o06pasoM, Ha KJIMEHTCKOM KOMMbOTEpe 3arnyckaeTcsi TOT e
YyCTaHOBOYHbIN 06pas LiveCD, uyto u npu 3arpy3ke ¢ USB-HakonuTtens nnu DVD.

Cnepnyet y4yectb, 4TO Ansa ceteBou 3arpy3km OC Ha KIIMEHTCKOM cucTteme
TpebyeTcs Ha 2 ['6 onepaTuBHON NaMATK 6onbLue, YeM A1 06bIYHOW YCTaHOBKM.

2.6.2 HauanbHasa HacTpo#Ka cepBepa ans pa6otbl PXE

[na ceTeBOM 3arpy3kun 1 yCTaHOBKM Ha paboymnx CTaHLMAX HEO6X0ANM cepBep, C
KoToporo 6yayt 3arpyxatbcss obpasbl OC, u nokanbHass ceTb, MO KOTOpon 6yaet
npoucxoguTtb 3arpyska. B KayecTBe cepBepa MOXHO MCMOJSIb30BaTb Kak
YCTAHOBJIEHHYIO JIOKaNbHO MM B BUPTyalbHOW MawuHe Bepcuto OC ansa pabouen
CTaHUuK, Tak u cepepHyto Bepcuto OC.

Ona toro ytobbl OC morna pa6oTtaTb B KayecTBe cepBepa PXE, Heob6xoanmo
YCTAHOBWUTb U HAaCTPOUTb CepBepHble NakeTbl. [11s HaCTPOMKM NOHAZ06sTCA cepBepa
DHCP n TFTP (npocTenwunii Be6-cepBep Ansa 3arpy3ku no HTTP y>ke npeaycTaHOBNEH),
a TakKxXe 3arpysuyuk syslinux

dnf install dhcp - server tftp - server syslinux

2.6.3 HacTpoiika cepeepa DHCP (BOOTP)

KoHkpeTHas HacTpoiika DHCP-cepBepa cneuuduyHa gns Kaxaow sIoKasbHOM
ceTu. B kayecTBe npumMepa MOXXHO paCCMOTPETb MO LWaram NpocTenLwmni ciyyan:

a) ycTaHOBUTb Ha cepBepe PXE pans Tekylero CceTeBOro COeAUHEHUs
cTaTnyeckun IP-agpec 192.168.1.1 1 macky noacetun 255.255.255.0;

6) 3aMeHUTb coaepxumoe daina HacTtporku /etc/dhcpd .conf Ha
cnepyiolee:

option domain - name "rosa.lan";
option domain - name- servers nsl.rosa.lan, ns2.rosa.lan;
default - lease - time 3600;
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max- lease - time 7200;
authoritative;
allow booting;

allow bootp;

filename "pxelinux.0";

subnet 192.168.1.0 netmask 255.255.255.0 {
option routers 192.168.1.1;
option subnet - mask 255.255.255.0;
option domain - search "rosa.lan";
option domain - name- servers 192.168.1.1;
range 192.168.1.10 192.168.1.100;

}

B) BKNOUNTb cepBuc DHCP komaHzom:
sudo systemctl enable -- now dhcpd

r) cTaTyc 3anylleHHoro cepBepa (AO/MKeH ObiTb active ) MOXXHO NMPOBEPUTH
KOMaH0M:

systemctl status  dhcpd

MpaBUNbHOCTb MNOAKJTHOYEHNS MOXKHO NPOBEPUTb, BOMAS B CETb C KIMEHTCKOrO
KOMMbIOTEpa: OH JO/HKEH nonyyuntb oT cepBepa DHCP IP-agpec 192.168.1.10.

2.6.4 HacTtpoiika Beb6-cepBepa

B npeayctaHoBneHHOM Ha o6pasax OC a3bike Python ecTb npocTon Be6-cepeep,
KOTOPbI MOXHO UCMNOJSIb30BaTb AJisi TecToBoi PXE-ycTaHoBKM (NoTpebyeTcs ISO-o6pas
OC), nocnepoBaTesibHO BbINOJIHMB CllieayloLine KOMaHabl:

a) cospaTb nanky Ans Be6-cepsepa:
mkdir - p "$SHOME/webserver"

6) nepenTn B nanky SHOME/webserver
cd "$HOME/webserver"

B) co3paTtb nanky ans 1ISO-o6pasa:
mkdir - p ISO

r) MOHTMpOBaTb Nnanky ans ISO-o6pasa:

sudo mount -G DGGH OA £~ ®e -NDZ’> HIAO
"$HOME/webserver/ISO"

4) 3anyctutb HTTP-cepBep 13 nanku:
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python 3 -m http . server

Hanee Heobxoanmo ckonuposaTb B nanky SHOME / webserver ¢awn kickstart-
cueHapwus a.ks, cospgaHue KOToporo onucaHo B .2.5.2.

KoHconb, B KOTOpou 6yaeT paboTaTb Beb6-cepBep, criefyeT OCTaBUTb OTKPbITON.
MNpoBepnTb NPaBUIbHOCTb €ro HaCTPOMKM MOXKHO, OTKPbIB Ha KOMMbtoTepe 6pay3ep no
agpecy http ://192.168.1.1:8000 .

B 6pay3epe A0/MKHbI 6bITb BbiBeAeHbl Gannbl U3 aupekTopun Beb-cepsepa, B
TOM 4ucne AO/MKHbI 6bITb AOCTYMHbI nanka I1SO, ee cogepxunmoe n dann kickstart-
cueHapus a.ks, a B KOHCONN BebG-cepBepa A0/KeH 6biTb BbIBEAEH JIOr 3arMpoCoB K
HeMmy.

2.6.5 HacTtpoika cepsepa TFTP

na HacTtponkn cepsepa TFTP Hy>XHO BbINONHUTDL crieayrolme LenCTBUA:

a) ckonupoBaTb B nanky cepsepa TFTP KOMMOHEHTbl MepBOHAYaibHOro
3arpysyuka:

( cd [usr/share / syslinux & & cp -v menu c32 pxelinux .0
Idlinux . c32 libutil .c32/ var /lib /tftpboot /)

6) ckonMpoBaTb MUHUManbHyto Bepcuto OC un3 ISO-o6pasa B nanky TFTP-
cepBepa (0T UMEHM NONb30BaTENS, HO He root ):

( cd "$HOME/webserver/ISO/isolinux" ; sudo cp - v initrd0.img
vmlinuzO /var/lib/tftpboot/ )

B) co3paTb Manky ANAs AOMOJSIHUTENbHbIX KOHGUIrypauunoHHbix darnnos TFTP-
cepBepa:

mkdir -p /var /lib /tftpboot / pxelinux . cfg

) OTKPbITb Ha pefakTUpoBaHue dann
/var / lib / tftpboot  / pxelinux .cfg / default (6yaeT co3paH, ecnu He cylLecTBYET):

nano /var /lib /tftpboot [/ pxelinux . cfg / default
Copepxxumoe dawnna/ var / lib / titpboot / pxelinux .cfg / default :

default menu. ¢c32

prompt O

timeout 300

ONTIME local

menu title #= == == == PXE BOOT ===============§

label 1
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menu label ~1) Automatically install ROSA

kernel /vmlinuz0

append initrd=/initrd0.img  systemd.unit=anaconda.target
enforcing=0
root=live:http://192.168.1.1:8000/ISO/LiveOS/squashfs.img
inst.text inst.ks=http://192.168.1.1:8000/a.ks

label 2

menu label 72) Install ROSA

kernel /vmlinuz0O

append initrd=/initrd0.img enforcing=0
root=live:http://192.168.1.1:8000/ISO/LiveOS/squashfs.img

[na coxpaHeHusa AaHHbIX M BbiXOAa U3 peAakTopa nano HaXMMarT KaBuULIK
Ctrl+O un Ctrl+X CcoOOTBeTCTBEHHO.

B cTpokax, HaumHarwumxca ¢ append , onpegeneHbl napametpbl cmdline  aapa
ANA  BapuaHTOB 3arpy3km B MeH. B nepBoMm cnyyae  3anyckaetcs
aBTOMaTU3NPOBaHHasA KOHCOJIbHas ycTaHoBKa no kickstart-cueHapuio, a BO BTOpOM
cnyyae 3anyckaetcsa LiveCD. MNpu oTcyTcTBUM BbiGOpa CO CTOPOHbI MOJSIb30OBATENS
KaKoro-nmbo nyHkTa MeHio B TeyeHue 300 cekyHp OyaeT npousBefeHa 3arpyska
NepBOro nNyHKTa.

Cnepyetr 06paTUTb BHMMaHME, YTO MpuBeAEHHbI Bbilwe Kickstart-cueHapui
aBTOMATMYeCKM CTUpaeT BeCb AMUCK, T.e. B NPUBEAEHHOW KOHUrypauum, ecnm He
BblbpaTb BTOPOM MYHKT MeHto, 6yaeT npou3BefeHa aBTOMaTMyecKasi yCTaHOBKa C
dbopmaTupoBaHuem aucka. NMpu 3anycke OC no PXE MOXXHO Bbi6paTb HY>KHbIN MYHKT
MeHto. py HeoH6XOAMMOCTU MOXKHO afanTMpOoBaTb MEHKO MoJ CBOM MOTPEBGHOCTM
(mononHuTenbHas nHdopmaums AOCTYyrnHa no CCbljiKe
https://wiki.syslinux.org/wiki/index.php?title=PXELINUX).

[) 3anycTuTb U J06aBUTb B aBTO3arpy3ky TFTP-cepep:
sudo systemctl enable -- now tftp

) BbIMOMHUTb HAacTPOWKK BIOS KNMeHTCKOM MalUuHbI Ha 3arpy3ky no cetu (PXE)
¥ NPOU3BECTM 3arpysky.

2.6.6 HacTtpoiika cetu B LiveCD

Mo ymonyaHuto npu 3anycke LiveCD, BKto4aa pexxum paboTbl UCKIKOYUTENbHO
yctaHoBwmka OC, HacTpoMKa CeTu OCYLLeCTBAAETCA aBTOMaTU4eCKM Mo MPOTOKOY
DHCP.
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B cnyyae Heo6XxogMMOCTM 3ajaHWs CTaTUYECKMX CeTeBbiX MNapamMeTpoB
COOTBETCTBYylOLWAsA KOHPUrypaums MoxeTt 6biTb nepefaHa B A4pPO Yepe3 napametp
cmdline , Mcrnonb3ys CUHTAKCUC, nopjep)XvBaembin moaynem dracut network -
legacy .

MNpuMep 3afaHUsA NapaMeTPOB CETU BPYYHYIO:

ip =192.168 .122.50 :: 192.168 .122.1 :255.255 .255.0 :: off

rae:

192.168.122.50 — IP-aapec ceTeBOro nHtepdenca;
192.168.122.1 — w03 NO YMOJTYAHMUIO,

- 255.255.255.0 — macka nojcety;

- off — oTKNOYeHMe aBTOMaTUYECKOM HAaCTPorKu Yyepes DHCP.

MpumeyaHune - [OMNONHUTENbHbIE CBEAEHUA O NapamMeTpax n popmaTax MOXHO
HaWTW Ha cnpaBoYHOM cTpaHuue dracut .cmdline (7).

2.7 I

a)
sudo dnf install /usr/bin/vncviewer

6)
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